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RESUMO

O paradigma da computacdo em nuvem esta a traresf@rorma como os servicos de
Tecnologia de Informacé&o estédo a ser disponibiigadonvertendo os produtos de Tl em
servicos. De modo a que as organizacdes consigammignacao bem-sucedida para este
paradigma necessitam de uma compreenséao profusdauda tecnologias de informacgéao
bem como o conhecimento da dindmica da computagawugem. Neste sentido, foi de-
senvolvido um framework que agrega as atividadesdgwem ser realizadas na migracao
em dois grandes conjuntos: 0 “on-premise” e o fwémise”. Estes agregam as atividades
gue devem ser realizadas para migrar os servicd$ die um ambiente tradicional para a
computacdo em nuvem. O grupo “on-premise” englabatimidades que devem ser reali-
zadas pela organizacao, tais como o desenvolvinadenton plano estratégico, a descri¢cao
pormenorizada dos servigos e processos existeatesbmo a definicdo do que deve ser
migrado para a computacdo em nuvem. As atividaellizadas em colaboracdo com os
provedores de servicos sdo englobadas no grupepfefiiise”. Este engloba atividades
tais como, a elaboracdo de uma lista detalhadaetog;os fornecidos pelos fornecedores
de servicos, a identificacdo dos detalhes das lmgias utilizadas e condigbes dos niveis
de servigo.

Por outro lado, existe um grande numero de recoagdied relacionadas com a gestéo de
servicos e governanca de Tl em geral, tais conTdlad o COBIT, que, no entanto, ndo
cobrem por completo o paradigma da computacdo aranmuReconhecendo este pro-
blema, paralelamente com o facto do objetivo daptdatdo em nuvem ser 0S servicos, o
grande numero de organizacdes que utilizam a I'ella gerir os seus servicos de TI, a
ITIL ser reconhecida como um conjunto de boasgaatmundialmente utilizadas decidiu-
se estudar a aplicabilidade da gestdo de servippseadamente a ITIL, & migracdo de

servigcos para a computagdo em nuvem.

A motivacao para este estudo prende-se com a \&antgge as organizacdes podem usu-
fruir do trabalho ja realizado, da informacéao relare da gestéo de servicos obtida aquando
da implementagao e utilizagdo da ITIL. Adicionalteerse o cliente e o fornecedor de
servigos utilizarem a ITIL, a comunicagéo entres @gambém facilitada. De modo a res-



ponder as questdes levantadas pela migracdo gara@utacdo em nuvem e a aplicabili-
dade da ITIL a esta migracao, foi desenvolvido tamework para suportar as organiza-
¢bes no processo de migragdo para a computacaareemre 0s processos deste fra-
mework mapeados na ITIL.

Palavras-chave: Computacdo em nuvem, ITIL, govémde TI, migracdo para a compu-

tacdo em nuvem.



ABSTRACT

The cloud computing (CC) paradigm is transformimgway Information Technology (IT)
services are provided by converting IT products services. This modification allows the
delivery of IT services to end users in a way thstemers stop purchasing products and
start purchasing services instead. The successfuation to this paradigm by an organi-
zation requires a deep comprehension of its owaslWell as the dynamics of CC. To this
purpose, a framework aggregating the activitiesrtizst be undertaken in two groups, the
on premise and the off premise, was developedohh@emise group includes the actions
developed by the customer, such as the developohergtrategy plan, the attainment of a
detailed definition of the organization processes services and the definition of what to
migrate to the cloud. The activities developed wita support of the candidates and se-
lected CSPs are in the off premise group. This gremcompasses activities such as the
providers services’, the details ‘identificationtb& technologies related to the implemen-
tation of the organization processes into the cland the analysis of the conditions of

service level agreement and the contract.

Furthermore, there is already an extensive setafmmendations for IT management and
IT governance in general — such as the Informalienhnology Infrastructure Library
(ITIL) and the Control Objectives for Informatiomé related Technology (COBIT) rec-
ommendations. However, the field of CC remains lyooovered. Acknowledging this
state of affairs and adding the fact that CC isceomed with IT services, not to mention
the number of organizations using ITIL in ordemtanage their IT services, the fact that
ITIL is being recognized as a set of good practited to the decision of studying the
applicability of service management, namely ITk the migration of IT services to CC.
The motivation of this study is related to the gimstance that organizations can take ad-
vantage of the work already carried out, the infation gathered and the management of
services when implementing ITIL. Additionally, ii¢ customer and the supplier imple-
ment ITIL, the communication between them is afaproved. Accordingly, a framework
to migrate IT services, applications data and siftectures to CC has been developed and
the processes of this framework have been mappi 43 1L's framework.

Key words: Cloud computing, ITIL, IT governance, cloud compgtimigration



CONTENTS

CHAPTER1 INTRODUCTION 15
11 SCOPE AND LIMITATIONS «..vtteeuutteesireeeesureeessuneeessseeessanseeesanseeesassseessanseeesanseeessnsenessnnsnessanseessnnseeessnees 17
1.2 CONTRIBUTIONS euutteeeurteeesureessireeesansetesauneeesssseessamseeesanseeesasseeesannseeesanseeesanseeessnnnnessnnseesssnseeessnnes 18
13 IMIOTIVATION tietteeeetteeeesutetessuteeeestbeeeesabeeesauseeeesabbeeeesseeesaaneeeesanseeeaanseeesaanneeesanbeeeeannaeesnnnneeesnneeens 20
14 IVIETHODOLOGY ... ctteeeeeiittttteeeeee ettt et eeeeesabbe et eeeeesaaauabeeeeeeeeaannseeeeeee s e anbeeaeeaeeeaaunbabeeeaeeesaansnnbeaeaaanan 21

0 0t A [ oY o o Yo 1¥ o1 f o o PSPPI 21
1.4.2  RESEAICH PrOCESS . .ceiitiiiee e ettt e ettt e e e e e e st e e e e e e e e st bbaeeeeeeeeesabaeeaeeeseasssaesesassansnnraanes 23
1.5 PROBLEM DISCUSSION. .....ttttteeeeeautetteeeeeesauseeeeeeeeasaaussateeeeesaasnseeeeeeesaaaunsebaeeaeseaansanbeaaeeesaasnrseaeaeanan 27
1.6 TERMINOLOGY ..uvtteeeuteeesateeeesureeesautteessnseeesaunseeessseeeasnsetesanseeeesasseeesansasesanseeesssseessnnseeessneeessnsseessns 28
1.7 THESIS STRUCTURE ... uttteeeautteeeeutteeesnteeessuseeessunseeesasneeesamsaeesaasaeeesasseeeansaeesanneeeesnnseeesanseeesannneesssneessnns 30
1.8 WHY THE ENGLISH LANGUAGE ...ttt ttteeeeittteesiiteeesiteeesuseeesauseeesasbeeessnseeesnneeessnseeesannnnessasseesssnsenessnnees 32
CHAPTER 2 LITERATURE REVIEW 33
2.1 THE CLOUD COMPUTING PARADIGM ... .eeeeeurereerunreessuseeessretessnseeesanseeesanseeesanseeessssseessssesessnnseessnsseessns 33
0% W R 1 o 4 o Yo [¥ Tt i o o PRSP 34
b B T < oV ol o Vo Yo {1 PRSP 35
% . T 0 1= 1o Lo} o T=T o | 1Y, oY 1Y U PPP 38
T R (=1 - <o N €= o o To ] Fo =4 = SRR 40
2.1.5 Key features and adVantages........ccceccuviieieiiieicieie e ciee e e e et e e et e e e e e e et e e e enaae e e anees 43
2.1.6  KEY ChallEnges ~ ISSUBS....cccccueiieeiiie et e ettt e et e e st e e e eta e e e st e e e s tteeesstaeeesnnaeeesnnteeeennseeeennnens 46
2 0 A @1 [o ¥ o I =Yolo Y Vo 3 Y [oX-S PR 52
2.1.8  Cloud cOmMpPULING SEANAAIAS....ceiiiiieeiiiiiieee et e e e e et ree e e e e e e ebbe s e e e e e e eeensaaaeeeaaeean 54
2.1.9 Scientific and academic projects in cloud COMPULING.......cceveeiiiiiiiiiiiie e 56
2.1.10 Commercial PlatfOrms ..o . et e e e e e e e et raa e e e e e e e e rraaeeaaaeean 61
2.2 RELATED WORK WITH MIGRATING TO CLOUD ....ttttteeeeeeeuiirteeeeeesaauusteeeeessasanseeeeeaesessnsnseeeseesssannnsseesaseaas 64
2.2.1  Migrating to cloud, frameWOrKS ........c..eii i e e 65
2.2.2  Migration to the cloud, miscellaneous tO0IS ........ccccuiieeeiieiciie e 77
2.3 [T GOVERNANCE ...eeeiittieeesiteeeesitteeestteeeesuseeesaunteessasseeeaanseeesanneeeesanseeeaanseeesaanneeesanbeeesansaeesannneessnneeens 78
2.3.1 Governance frameworks and standards..........ccuueeeiii i 78
2.3.2  Why WaS ITIL SEIECTEM. ... .. e e e e e e e e et ra e e e e e e e e e nbaaaeeeaaaean 97
2.4 CONCLUSION .ttt ettt tee e e e e ettt e e e e e e aabbe et e e e e e s auabee et e e e e e e easeeeeeeeee s e annseeaeeeeeaaansbeeeeeeeeaaunsbaneeeesasaannes 101

CHAPTER 3 THE FRAMEWORK 105
3.1 INTRODUGCTION ...t teteeeeeuuettteeeee e e uusteeeeeeaaeuabae et eeeeeaauabbe et eeeseaaanseeaeeeeeesansenbeeaeeesaanssnaeeeeeesaannnnneeeaaenan 105
3.2 THE FRAMEWORK TO MIGRATE TO CLOUD COMPUTING ....eeeeurreeernreeesireeeesrreessnneeesanseeessseeessnnseessannenens 106

3.2.0 O PIOIMIISE it s 109
0 A O 1 1 o /=11 01 1Y ISP 141
0 T TR | 1= SRS 143
33 ITIL AND THE MIGRATION TO CLOUD COMPUTING . c.ceeteeeuuutrtteeeeeaaauterteeeeeeaanseeeeeeeeessannrseeeesesaannneseeeeeeans 143
S 0t Y = o T ol I 4 1 =Y Y 145
3,302 SEIVICE DBSIEN et anaann 148
3.3.3  SEIVICE TraNSITION ..uuueeeiiiic e nann 154
3.3.4  SErVICE OPEIatiON cuueueiiie s 157
3.3.5 Continual Service iMpProVEMENT ........cueeiieiiie e e e e e st e e ecre e e e e e s tre e e eaaeeeeseseeeesseeeeanns 159
TR TN ST [ T3 | 1= PSR 159
3.4 CONCLUSION ettt ettt e e e e ettt e e e e e e uabbe et e e e e e s auaaee et eeeee s e anes b eeeeee e e nnseeeeeeeeaaanseeeeeeeseaaunsbaneeeesesaanses 161



CHAPTER 4 CASE STUDY 163

4.1 INTRODUCTION .1ttetuttteeeeutteeesuseeessseeeeassseeessssseeasseseaasssessanssssessssessansssessanssssssnssessenssssesssssessnssesennnes 163
4.2 CASE STUDY .tveeeeuuteeeesuteeeeatteeeasusseesssssesesssssesaassseesanssseaassesssassssessssssessssessanssssessnssssssnssesssnsseessnssees 164
s R o Y- | PR 165
4.2.2  WhY this CAS@ STUAY c.eeeeeiiiiiiiee et e et ee e e e e e e setare e e e e s e e aabbeeeeeeeeeansteneeaeaeanan 165
4.3 RESEARCH METHODOLOGY ..vuvvvuvuvuvususssnsssnsssssasssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssssssssssssssnsnsnnnne 166
4.3.1 Tools used to collect iNfOrmation ... e 168
4.3.2  Working MethodOIOgY ...cccvviiieiiee et e et e e e e e rb e e erata e e e eanaeas 169
4.4 ORGANIZATION’S DESCRIPTION ..uuuvveeesurreeesureeessseseessussesassssesssassssessssssessssessssssssesssssssessssesssssssessssssens 171
. R ] o o1 1= 4 T =Y =T 411 ) PR 171
B N (TN o ==Y T2 1 (o o PR 171
4.4.3 The information technology’s iNfrastrUCtUre.........ccocciiiiiiiiiiiccceee e 172
4.5 THE ADOPTION OF CLOUD COMPUTING AT UPT ...iiiiiii ettt ettt et e e e e e eare e e e etveeeennns 175
N R B T o TR T - T =4 PSP URURN 175
4.5.2  Identify and UNErstand ..........cceeiiiiiieieiiie e e e e eatr e e e nanaeas 177
4.5.3 Define, select, analyse and Map .....cc.eeeeciiiieiiiee st 186
Y A V74 =Y <= o =0 V7T o o TSRS 203
4.6 RESULTS OBTAINED .. eeeeeutteeesuseeessreeeaasseessssseesssseseassssesssnssssessssessassssssssnssssssnssessssssssessnsssesssssesennnes 207
4.7 (60N o KU Lo | PPNt 208
CHAPTER 5 DISCUSSION 209
5.1 CASE STUDY FINDINGS ceteettieitieetieieeeeeeeeeeseseeeeeaeseseseeeaeaseesesesesesesesesesesesessssssseseseseseseessesesesessessesesereeen 210
5.2 DIFFICULTIES IN MAKING A MORE COMPREHENSIVE VALIDATION ....ecceiuvieeeeiteeeeeiueeeeeesreeeeesseeeesseeeessseseennns 214
5.3 EXPERT GROUP ...uuvutuuuuutuuususssssusssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssssssssnnnnnne 216
5.4 CLOUD COMPUTING AND ITIL TRENDS ... vveeeeutreeeesurreeessteeessusesessseseessssasessssessssssssesssssssessssesssnsssssssssees 217
5.5 DISCUSSION ....vveeeiueteeeeetteeesesseeesssteeeaastseaeassseeasseseaassseseassseeaasssessaassseesassssesnssesssnssssessnsssessnssesennnes 220
CHAPTER 6 CONCLUSION 229
6.1 THESIS SUMMARY......eettiutreeesuteeeaatseeessseeeassseseaassseeassssseesasssseasssssesssssssssssssesssssssesssssssssssssessnssesennnes 230
6.2 CONTRIBUTION OF THE RESEARCH AND LIMITATIONS .eeuuvveeeeureeesssereeesnseeessssessasnsseesssssesessssesssnssesssnnnees 231
6.3 FUTURE RESEARCH ..vvtututututusststususssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnnsnnnne 232
6.4 FINAL CONCLUSIONS .vvvvvvvuvuvutususususssssssssssssssasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnsnnnne 233



LIST OF FIGURES

FIGURE 1 - INTERVIEW | QUESTIONS (TESTS IN A CONTROLLED ENVIRONMENT) ..euuveiirreniieeniteesieeenseeesieeesseeenseeenseesnseesnnes 26
FIGURE 2 - INTERVIEW ] QUESTIONS ... eetttteteee e ettt et e e e e ettt e e e e e e auasee et e e e e e s aaabeeeeeeeeesaannbaeeeeeesaaannneeaeeeesasnnseeaeas 26
FIGURE 3 - INTERVIEW |1l QUESTIONS (TECHNICAL ASPECTS)..eeuvvtesureesereessreesereessseesssessseessseessssessssessssesssssnsesesssssnsesenses 27
FIGURE 4 = THESIS STRUCTURE «...ttesuteesuteesuseesureesuueessseesuseessseesssesssseesssesssseessssessssesssessssessssesssssesssesnssssnssessssesnseesnses 31
FIGURE 5 - THE THREE AXES OF CLOUD COMPUTING .veeuvveesuteesureesueessseessseessseessssesssesssesssseessssessssessssessssessesesssssnsesenses 35
FIGURE 6 - THE CLOUD COMPUTING SERVICE IMODELS .....cettetteauurteteeeesaaanseeteeeseesaauseseeeeeeesaannsseeeesssaaannsseaeeessasannseesees 38
FIGURE 7 - PRIVACY AND DATA PROTECTION BY COUNTRY (TAKEN FROM (RESEARCH, 2013)) ..eovveriiiiinieeniieenieeniieenieeenee 47
FIGURE 8 - CLASSIfiCATION OF COSTS RELATED TO MIGRATION (TAKEN FROM (TAK ET AL., 2011)) .eovvvvevieeieeiieeiieeeeene 53
FIGURE 9 - ALl KHAJEH-HOSSEINI FRAMEWORK (ADAPTED FROM (ALl KHAJEH-HOSSEINI ET AL., 2010B)) ...cvvveeeerrieeenneee.. 68
FIGURE 10 - THE CLOUDSTEP WORKFLOW (ADAPTED FROM (BESERRA ET AL., 2012)) c.uvvreeeiiiieeiiee ettt e 71
FIGURE 11 - CLOUDMIG APPROACH (TAKEN FROM FREY ET AL. (FREY ET AL., 2012)) c.evvieeeiiieeeieeeecieee e 72
FIGURE 12 - WORKLOAD MIGRATION TECHNIQUES AND APPROACHES (TAKEN FROM (BANERJEE, 2012)) ..cccvvverereeireeerenne 73
FIGURE 13 - THE IVI CLOUD LIFE CYCLE (TAKEN FROM (CONWAY & CURRY, 2013)) ...uuvieeeiiieieiieeceieee et 74

FIGURE 14 - ITIL SERVICE LIFE CYCLE (TAKEN FROM (“IT GOVERNANCE, IT SECURITY & IT SERVICE MANAGEMENT,” N.D.))... 81

FIGURE 15 - THE CONTINUAL SERVICE IMPROVEMENT MODEL (ADAPTED FROM(SPALDING, 2007))...cccverververmeenreeeneenieneens 85
FIGURE 16 - COBIT PRINCIPLES (ADAPTED FROM (WAL, LAINHART, & TESSIN, 2012)) ..eeeeeieiieeeeiieeeeiiee et e 88
FIGURE 17 — COBIT (TAKEN FROM (“COBIT 4.1: FRAMEWORK FOR IT GOVERNANCE AND CONTROL,” N.D.)) «eeevvveernernn. 91
FIGURE 18 - ITSM PYRAMID (ADAPTED FROM (“I1SO 20000 AND ITIL,” 2005)) ..vveeerrreeeeirieeeeeereeesveeeeeireeeseneeeeseveeeas 92
FIGURE 19 - PROCESS MODEL IN 1ISO / IEC 20000 STANDARD (ADAPTED FROM (ISO, 2011A)) c.veevvvieereeereeereeeeree e 94
FIGURE 20 - 1ISO 20000 HISTORY (ADAPTED FROM (DISTERER, 2009))......uuviieeiiiieeeiieeeeciieeeeereeeeeteeeeetreeeeeeeeeeeaveeeas 95

FIGURE 21 - IT GOVERNANCE FRAMEWORKS ADOPTION INDEX (ADAPTED FROM(INTERNATIONAL PUBLISHING GROUP,

2003)) ettt ettt ettt e ettt et a et et et e et e et et e e e e et et e et et e e et e e ee et e eetee e tee et eaee e eneteeeeeeneeens 98
FIGURE 22 - THE MIGRATION TO CLOUD COMPUTING FRAMEWORK (IM2CC) ...euviiieeiiiee ettt 108
FIGURE 23 - RESPONSIBILITIES ASSIGNMENT ....cuvtvteuteutententensessesseeseessesensensessessesueeseessensensensensessessesneensensensensessenses 120
FIGURE 24: ITIL AND THE MIGRATION TO CLOUD COMPUTING.....vevtueeutententensensensesueeseessensensessensessessesneensensensensessenses 145
FIGURE 25 - BASIC TYPES OF CASE STUDY PROJECTS (ADAPTED FROM (R.K. YIN, 2003)) ..eeeeiuriiieeiiieeeiiee e e 167
FIGURE 26 - DEPENDENCIES AMONG THE SERVICES ...uvvveiiurieeeirrteinrreessinreeessresessnaeesssneesssnaeessinneessnseesssnnasesennees 183
FIGURE 27 = RISK PROFILE «.vtuvtututeutententestestesueeseeseensensessessesuesbesseessensensesesaesbesseeseentensensensenbesbeeseeneensensensenseseenses 196
FIGURE 28 - ADVANTAGES AND CHALLENGES SWOT ANALYSIS ....vvieiiirieiiiirieeiiirressrree st e s e ssnae e s e s sssraeesannes 197
FIGURE 29 — FRAMEWORK'S VALIDATION. ¢...teeutteeuteeeteesteeesstessseeesseeeaseeesusesaseeenssesssseesssesssseesssesssseessseessseessessneees 216
FIGURE 30 - CLOUD COMPUTING, ITIL TRENDS (“GOOGLE TRENDS,” N.D.)) cuveeeeeurereriureeesieieeeesereeeenneeessnresessnenessnnnnns 218
FIGURE 31 - HYPE CYCLE FOR CLOUD COMPUTING, 2013 (“HYPE CYCLES,” N.D.) uutteeerreeeeiieeeeeireeeseeeeesnreeeesneneeeennes 218
FIGURE 32 - ITIL, COBIT, CMMI AND ISO 20000 TRENDS (“GOOGLE TRENDS,” N.D.)) eeeeerieeeeirrreeeiureeeeiireeeeereee e 220



LIST OF TABLES

TABLE 1 - IMIETHODOLOGY USAGE c..vtuvtuteutensentetestessesseestentensensessessesueeseeseensesensessessessesseessensensensensensessessesneensensens 22
TABLE 2 - RESEARCH METHODOLOGIES COMPARISON .....cuvteuteuteueesestessesueesteneensensessassessessesseensesensessessessessesseensensensans 24
TABLE 3 - |AAS PROVIDER’S COMPARISON ....uveeuutiesuteenuteesteenuteesuseessteessseessseessseessseesssesasseesssesaneeesssesaseeenseesnseeenseesnne 36
TABLE 4 - PAAS PROVIDERS PROGRAMMING LANGUAGES «.....ceuveutetentensertensteeentessensensessessessesssensensensessessessessesneensensens 37
TABLE 5 - GRID VS. CLOUD COMPUTING (ADAPTED FROM (WEINHARDT ET AL., 2009)) ....eiiiiiiiieeiiieeeiiee et e 40
TABLE 6 - CLOUD COMPUTING STANDARDS ORGANIZATIONS .....vuteuvetesesueesteneensensessessessessesseensensensessessessessesseensensensens 55
TABLE 7 - EUCALYPTUS COMPONENTS (ADAPTED FROM (“EUCALYPTUS SYSTEMS,” 2014))....evviieciieeeeiieeeeeieee e 56
TABLE 8 - NIMBUS COMPONENTS (ADAPTED FROM (“NIMBUS,” 2014))..eeeiiuriieeeiieeeeiieeeesiieeeeetreeesneeeesseveeessnsseeesnnaeas 57
TABLE 9 - OPENNEBULA COMPONENTS (ADAPTED FROM (PROJECT, 2014)) c.evvieiiiieceieie ettt ettt et e 58

TABLE 10 - OPENSTACK COMPONENTS (ADAPTED FROM (“OPENSTACK PROJECTS, HISTORY, AND RELEASES OVERVIEW,”

N 1 ) RSP 59
TABLE 11 - CLOUD COMPUTING PROJECTS COMPARISON ..c.uuvreeiiurrieesireeesisrteessreeesssasessanneeessnaeessnneessanaeesssnnasessnnaeas 60
TABLE 12 - DECISION FRAMEWORK FOR CLOUD MIGRATION (ADAPTED FROM (KUNDRA, 2011)).....ccieiiiieieiiieeeeiiee e, 65
TABLE 13 THE IVI CLOUD LIFE CYCLE - STAGES AND STEPS. (ADAPTED FROM (CONWAY & CURRY, 2013))...cccevveeecrreeennneen. 74
TABLE 14 - RELATED PROPOSALS COMPARISON ....cuviuviterueestententensensensessesseeseensessensessessessesseessensensensessessessesseseensensens 76
TABLE 15 - NEW PROCESSES IN ITILV3 2011 RELATED WITH MIGRATION TO CLOUD COMPUTING......uttirurieerireeesreresanees 86
TABLE 16- COBIT EVOLUTION ...teutttetteuteutetentetestestesueestentensensessesbesueesteseensessensesesheesesseensensensensentenbesuesneeneensensens 89
TABLE 17 - ISO/IEC CORE DOCUMENTS (ISO, N.D.=A)) cuveeiureererieireesreesireesreesseestseesseessseessseessseessseessseessesessseesneenes 92
TABLE 18 - CIMIIMI EVOLUTION «..ttiiiitiieiiitees sttt e e ettt e st e s st e s ssae e e s st e s saba e e s sasaee s smb e e e s sabaeessabaeeesbaeeesennaeessnnneas 97
TABLE 19 - ITIL, COBIT, CMMI-SVC AND ISO/IEC 20000 COMPARISON ...eeeeerereeiiteieesinereesssseeessssseesssseeessesseeessssnees 99
TABLE 20 — CONVENTIONAL IT VS CLOUD COMPUTING «.cuveevteutentetensensesseeseeseensensensensessessesseessensensensessessessesseensensenne 110
TABLE 21 - DEFINE A STRATEGY / ITIL coveeeieteiee ettt e ettt eette e sttt e e et e s e ta e e s sttt e e smteeesenbaeesssbeessanessessnsaeessnseeessnes 112
TABLE 22 - INFORMATION REGARDING SERVICES (ADOPTED FROM (LLOYD ET AL., 2007)) weeeeeuriieeeirieeeeieee e e eetree e 113
TABLE 23 - IDENTIFY AND UNDERSTAND / ITIL wecutiuteitieteeiteiiet ettt sttt st st et 116
TABLE 24 - RESPONSIBILITIES IN THE RACH MODEL ...veuveiteutentetete sttt st est et estesee st b see bt esse e estessesbesbesneeneeneensenne 120
TABLE 25 - CHOOSING THE MOST APPROPRIATE TYPE OF CLOUD ...uvveeiiuiriieiireeessireeesireeessinneessnreessinseessnnneessnaeessnnns 122
TABLE 26 - CLOUD RISKS (BASED ON (ONWUDEBELU & CHUKUKA, 2012)) ...evviiiiiiiieeeiiee ettt eetee e et e eivee e 131
TABLE 27 - MAP OF SERVICES TO THEIR CLOUD COUNTERPARTS ....veuveurirerueesteseentensensensessessesneensensensensessessesuesseensensenee 136
TABLE 28 — DEFINE, SELECT, ANALYSE AND MAP / ITIL 1evvtiiitiieeieeeie e ettt e et ee et e et e e s ete e e e seate e s snaeeessnaaeessnbeeeesnnes 138
TABLE 29 — MIGRATE AND GOVERN / ITIL «.eveeeeittiee et eeeee ettt e e ettt e et e e sttt e s sate e e seaaaeessabeessneseessnnaeessseeeesnnes 139
TABLE 30 — INFORMATION REGARDING CLOUD SERVICES AND CLOUD SERVICES / ITIL .uveviiiiirieeiieieienie e 142
TABLE 31 - THE RELATIONSHIP BETWEEN NEW ITIL 2011 PROCESSES AND THE M2CC FRAMEWORK «....vevverveverienneeneeneense 160
TABLE 32 - CHANG ET AL. CRITERIAVS. IM2CC.....otiiiiiiiiiiiiiie sttt et ire e s sara e e s s na e e e sanns 162
TABLE 33 - DEFINE A STRATEGY SYNTHESIS «..euteuteuterteeterueestetentensestessesueeseeseensensensensesaeesesneensensensensessessesuesssensensenee 176
TABLE 34 - SERVICE CATALOGUE ....cuvevteueeutentententesteetesueestestestensesteebesaeesteseentesensenbesheebeeseense e enbenbesbesbesneeneeneensenee 178

10



TABLE 35 - BENEFITS AND PROBLEMS OF THE CURRENT SOLUTION .ccceetieuueerreereeeeesunrrnneeeesesennnereeeesssemnnneeeesssesnnnnnneees 179

TABLE 36 - IDENTIFY AND UNDERSTAND SYNTHESIS ....ctettteeeeauurteeeeeseaaiureteeeeeseaansseeeeeesesaasnsseeeesssasannsseeeeassansnnseeeees 186
TABLE 37 - ACTORS OF THE MIGRATION PROCESS. .....cetttteeeeaauurteeeeeeaaaaurtteeeeesasanssaseeeesesaannsseaeesesasannsseeeeessasanseeeees 187
TABLE 38 - RESPONSIBILITIES ASSIGNIMENT ..c.uvteeuteesuteesteesseesseessseesseesseessseesseessessasesssessnseessessnseessseesssessssessns 188
TABLE 39 - SOLUTION REQUIREMENTS ...ttt eeuureeesureeeeareeessnseeesasseeessseeesasnseessauseeessnsseessnnseeesansseessnsseessnneeessnees 190
TABLE 40 - RISKS AND THREATS. ..ttt tetuutttteeeeeesaauueteeeeessaaaunseeeeeessaaaunsseeeeeesaaaanseaaeeeesesaanssseaeeeesaaasnsseaeeessasansseeees 195
TABLE 41 - MAP SERVICES TO THEIR CLOUD COUNTERPARTS ....veeuveesureesureesreesseesseessessnseessesssseessessnseesssessssessaseesas 201
TABLE 42 — DEFINE, SELECT ANALYSE AND MAP SYNTHESIS ..euvteeuteesreesreessseesiseessseesssesssseesssessssessssesssseesssessssesssseesas 202
TABLE 43 — SOLUTION ACCEPTANCE CONDITIONS .....ettteteeeeeauurteeeeeeeaaauuseteeeeesaaanseeseeeesesaannnsseaeeessasannsseeeeessasannsseeees 204
TABLE 44 — IMIIGRATE SYNTHESIS .. ceetteeuttttteeeeeeeautttteeeeesaeuatteeeeeeeaaunbeeeeeeesaaaaaseaaeeeeeesaansaeeeaeeeeseaannsbeaeeeesanannsreaeas 206
TABLE 45 - SCIENTIFIC PRODUCTION RELATED WITH CLOUD COMPUTING «..veeuveeeureesreesseesreesseesseesssessseessessssesssseesas 219
TABLE 46 - SCIENTIFIC PRODUCTION RELATED WITH MIGRATION TO CLOUD COMPUTING....eevuveerureesreerreesveesseessseessseesas 219
TABLE 47 - RELATED PROPOSALS COMPARISON’S SUMMARY ...cuuuvteerurieeenieeeesnureeesnseeesssseeesssssseesssseessnssesesssseesssees 222

11



ACRONYMS LIST

In this thesis acronyms of common names and orghaais are used. To dispel any mis-
understanding that may arise concerning what isnineya each of the abbreviations we
present the list of abbreviations followed by theames.

AMI Amazon Machine Image

API Application Programming Interface

AWS Amazon Web Services

BCP Business Continuity Plans

BIA Business Impact Analysis

BSI British Standards Institution

CapEx Capital Expense

CcC Cloud Computing

CClI Cloud Computing Interoperability

CCTA Central Communications and Telecommunicatidgency

CDMI Cloud Data Management Interface

Cl Configuration Item

CIiMI Cloud Infrastructure Management Interface

CMDB Configuration management database

CMMI Capability Maturity Model Integration

CMMI ACQ Capability Maturity Model Integration for acquisiti

COBIT Control Objectives for Information and reldt€echnology

CRM Customer Relation Management

CSA Cloud Security Alliance

CSCC Cloud Standards Customer Council

CSP Cloud Service Provider

DMM Decision Matrix Method

DMTF Distributed Management Task Force

laaS Infrastructure as a Service

IEEE CCSC IEEE Cloud Computing Standards Committee

ISA Information Systems Area

ISACA Information Systems Audit and Control Assdmn

ISACF International Systems Audit and Control Fabation

ISM Information Security Management

ISO International Standardization Organization

ISO/IEC International Standards Organization/Iméional Electrotechnical Com-
mission

IT Information Technology

ITGI IT Governance Institute

ITIL Information Technology Infrastructure Library

ITSCM IT Service Continuity Management

ITSM Information Technology Service Management

itSMF IT Service Management Forum
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PBA
PDCA
RACI
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SaaS
SACM
SCM
SEI
SIUPT
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SLM
SLR
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SPM
SPoF
SWOT
UPT
VLAN
VM
W3C

Management of risk

Migration to Cloud Computing Framework
National Institute of Standards and Technglog
Open Cloud Consortium

Open Cloud Computing Interface

Office of Government Commerce

Open Grid Forum

Operating Level Agreements

Operational Expenses

Open Virtualization Format

Platform as a Service

Patterns of the Business Activity

Plan Do Check Act

Responsible, Accountable, Consulted and it
Return on investment

Software as a Service

Service Asset and Configuration Management
Service Catalogue Management

Software Engineering Institute

Sistema de Informacao da Universidade Pddnsa
Service Level Agreement

Service Level Management

Service Level Reports

Small and Medium Enterprises

Sarbanes Oxley act

Service Portfolio Management

Single Point of Failure

Strengths, Weaknesses Opportunities and tBhrea
Universidade Portucalense
Virtual Local Area Network
Virtual machine

World Wide Web Consortium
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Chapter 1
INTRODUCTION

The pressure of IT managers in doing more with fawsources is constantly increasing.
Cloud computing (CC) emerged as a computing mdual gromises increasing speed to
market, on demand IT resources and a pay-as-youegtel that is transforming the way
IT services are provided and consumed. By levegagaonomies of scale to lower costs,
CC has become an increasingly attractive optiob@isinesses. However, as organizations
migrate to CC they may putting their data at sigaiit risks including security issues and

fewer control over data.

The migration of in-house IT services to CC briagsomplex set of issues implying that
the shift should be performed carefully lest caugh losses in the organization. The ques-
tion is, when a business migrates its IT to C@yust have a process to balance the issues
effectively and rewards of CC and guide the enisegn its migration.

15



Introduction

Moreover, if recently IT managers have been moreemed more with technical issues,
nowadays they are engaged in minimizing future stwents, capitalizing on investments
already made and finding a way to perform theiivéds to achieve greater productivity
with fewer costs. Thus, the improvement of processel a more efficient management of
them, happened to be in the spotlight, becomingnipdementation of Information Tech-
nology Infrastructure Library (ITIL) regulationspaore generalized IT management, a val-

uable aid in the management of IT departments.

Taking into account the need to better meet usprirements with fewer resources and the
advantages of the CC paradigm, the work now prapages to examine the adequacy of
ITIL to the migration of IT services, applicatiodata and infrastructures to CC. Therefore,

the main research question that this research aiark to solve is:

Is the IT service management, namely ITIL, appliedab the migration of existing IT sys-

tems to CC?

Nevertheless, why is it important to answer to tesearch question? Despite the CC par-
adigm issues, see section 2.1.6, it is recogniagdhe authors of (Birman, Chockler, &
Renesse, 2009; Yanpei Chen, Paxson, & Katz, 2000yt al., 2009; Dargha, 2012; R.
Hill, Hirsch, Lake, & Moshiri, 2013; Kaur, 2014Rdt is a paradigm to stay. Furthermore
the growing, number of organizations that are plagnmo migrate IT services to this new
paradigm. Unlike other paradigms it is not alwagsyeto migrate services to the cloud and
return them to its traditional form if the cloudedonot work as expected. Consequently it
is advisable to carefully plan the migration to &l by doing it, or not, after all the issues,
impacts and risks have been previously analyseghtezl and studied. When and if it has
been decided to migrate to CC it must be done kipgathe appropriate steps towards the
cloud. Additionally, as it was demonstrated in (I8 2011), ITIL is the framework with
the highest acceptance in the organizations arahsixely tested by others. As a result, it
would be useful if the work undertaken in ITIL irephentation and knowledge gathered
could be reused to support the organizations im thission of migrating IT to the cloud
by improving the quality of the information gathér@nd minimizing the work to be done.
To answer the research question presented, a frarkdvas been developed to migrate
services, applications, data and infrastructuresCio and researched how ITIL could be

applied to it.
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Amongst the terms found in the literature to intectnat organizations are starting to use
CC to deliver their IT services so far availablghe data centres of the organization, one
of the words found is “adoption” (Ezzat, Zanfa,Kota, 2011; A. Khajeh-Hosseini,
Greenwood, & Sommerville, 2010; A. Khajeh-HosseiSipmmerville, Bogaerts, &
Teregowda, 2011; Shimba, 2010). However it did se#m quite appropriate, since the
issue is not only the use and consequent adopfi@Co because it may also include the
change of applications (either simply by changimgaperating environment, from one on
premise to CC, either by exporting data and impgrit on native CC applications). A
second word found was “move” (Clemons & Chen, 2argha, 2012; Gupta, 2010),
which didn’t also seem to be quite suitable becausenot a simple shift of where the

applications are executed and used IT resources.

Another word to identify the process is “outsougfiiYao Chen & Sion, 2011; Kajko-
Mattsson & Gustafsson, 2010; Pring, 2010). Althotigg process is similar to the out-
sourcing process, there is a fundamental differéeteeen the use of CC and IT outsourc-

ing: self-service, scalability, and the “prepaidbde!.

According to the motifs identified above and beinggration” defined as: “transfer (data,
software or hardware) from one system to another’believe that it better explains the
process in analysis, since it also includes tha afehe possibility of changes (data, soft-

ware or hardware) during the transition from ongtem to another.

Another term that needs to be clarified and why tised is framework. The term frame-
work has dissimilar definitions according to thezieonment where it is applied. In this

work, we follow the definition of (Shehabuddeemltert, Phaal, & Platts, 1999) presented
on the Terminology section below. Whereas the Mignato Cloud Computing (M2CC)

framework, developed in this work, defines the psses that an organization should fol-
low to migrate services, applications data andasthiuctures to CC; additionally it includes
steps that, when carried out by an organizatiargyece a smooth migration of services and

applications to CC; for these reasons, we consieeM2CC a framework.

1.1 Scope and limitations

The scope of a research refers to the domain uedeh the study will be operational.
This study researches the applicability of ITILtihe migration of IT to CC. We start with
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the literature review, a continuous work that wagherough as possible and will be fin-
ished when the thesis is completely written. Tafyehe ITIL applicability a framework

has been developed to migrate IT to the CC anepssvere mapped to the ITIL processes.

We hoped to conduct case studies in distinct orgdioins. However, the restrictions such
as the impossibility to find organizations that @jeat the time of this study, migrating their
IT to CC and predisposed to use the framework dgeel, limited this study to the Portu-
calense University (UPT). This study was delimibgdthe implementation and migration
to a private cloud at UPT of 18 virtual serversusiaog 35 services using a framework
developed in the scope of this work. Each framewodcess was implemented according

to the ITIL v3 good practices.

If we cannot make inferences from case studiegusecthey involve the behaviour of the
persons and organizations who participate in djtaxhal research was needed, in order to
corroborate the findings reached. To overcomelitmiation an expert group opinion has

been and an action research method was undertaken.

1.2 Contributions

This section presents the contributions of thisithéo the knowledge. Accordingly, the

contributions of this thesis include:

» Aliterature review (Chapter 2): The literature review focus is on thds related
to the migration of services to CC and IT servi@agement, namely ITIL. It starts
by CC related issues, such as definition and dgamization followed by the related
technologies and the advantages and challengdse giaradigm. Information re-
garding CC standards, the scientific and academoegs in CC as well as com-
mercial platforms is also included in the literatweview. The review ends with the
presentation of the related work and with a sectioncerning IT governance
frameworks. This chapter allowed us to developaan&work to migrate services,
applications, data and infrastructures for CC.

* A framework for migrating services, applications, data and infrastructures to
the CC, (Chapter 3): This framework presents the procesimeeded to migrate

services to CC.
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A mapping of the framework processes to ITIL(Section 3.3): This is a core con-

tribution of this study. The processes definechim framework are mapped to the

ITIL processes supporting the research questiosaraing the ITIL applicability

to the migration of services to CC. It must be eagired that this mapping to ITIL

processes could be used in other frameworks.

Publications

o Papers in academic conferences

(Cardoso, Moreira, & Simdes, 2015) - Mahmood, RE4.) Cloud
Computing Technologies for Connected Government uppsrt
Framework for Migration of e-Government Serviceghe Cloud
IGI Global Publication, 2015.

This book chapter is about the aplication of theknaeveloped in
an e-government environment. Been a peer revievk,wbois also
usefull as a validation of the work developed.

(Cardoso, Moreira, & Simdes, 2014) - A Survey od@ Compu-
ting Migration Issues and Frameworks New Perspestin Infor-
mation Systems and Technologies, Volume 1, Sprilmjernational
Publishing, 2014, 275, 161-170

In this paper, we present a study of frameworksti@e 2.2.1) de-
veloped to migrate IT services and applicationtsiéoCC. The paper
ends with a summary description of the proposedtisol to the mi-
gration of services, applications, data and infrecstires to cloud
computing.

This paper was useful in section 3.2.

(Cardoso & Simdes, 2012a) - Cloud computing andufsgcPro-
ceedings of the 11th European Conference on Sgd\Vatfare and
Security, Laval, France, 2012, 70

CC appears to have the right technological and etariredients
to become widely successful. However, there areeskaey areas
where CC is still underperforming — such as seguAvailability,
security, privacy and integrity of information a@me of the biggest
concerns in the process of designing, implemerdimg running IT

services based on CC, due to technological and hegers. In this
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paper, we discuss the security implications invibivethe migration
of IT services to the CC model, proposing a seutd#s and guide-
lines to be followed in the process of migratingsdrvices to the
cloud.
This paper was useful for sections 2.1.6.8, 3.21153and 4.5.3.1.8.
= (Cardoso & Simdes, 2012b) - Cloud Computing: Cotsepech-
nologies and Challenges Virtual and Networked Ogions,
Emergent Technologies and Tools, Springer Berlindélberg,
2012, 248, 127-136
This paper presents the state of the art of CCdasalisses the key
challenges of an ongoing research work, focuseéti@applicability
of IT governance to the migration of existing syss¢eto the cloud.
This paper was useful for sections 2.1.
0 Presentation
= (Cardoso, 2011) - Aplicabilidade da governanca ldmoTparadigma
cloud, 2011
o Doctoral consortium
= (Cardoso & Simdes, 2011) - Aplicabilidade da goeega de Tl ao
paradigma da computacdo em nuvem Doctoral Cons@@id .

1.3 Motivation

A growing number of organizations is expected tanate their IT systems to CC
(TuSanova, 2012). Conversely, CC migration hasatgyrowth potential with the current
and predicted total budget to be spent on its sesMiNkhoma & Dang, 2013).

However, there has not been much attention givemdeide sufficient support to the pro-
cess of moving IT services to CC. Indeed, thetitis literature available on process and
methodological guidance on migrating existing safswsystems to CC (Chauhan & Babar,
2011), namely because it is a new and evolving fi€onway & Curry, 2013). Addition-
ally, as argument the authors of (Beserra, CanXanaenes, Albugquerque, & Mendonca,
2012), there is a lack of an overall process tgettpapplications developers in choosing

the cloud model to use and the assessment ofskeirivolved in the migration.
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The difficulties organizations are faced with wheigrating (partially or completely) their
IT to CC has started to gain the attention of trearch community with works published
on the topic such as (Beserra et al., 2012; Ezzak ,e2011; A. Khajeh-Hosseini et al.,
2011; Kumar & Garg, 2012; Nuseibeh, 2011; TuSang04?2). However, none of these
works has presented a systematic process, sufficidetailed, in order to be useful as a
guide for IT managers throughout the steps andsibed involved in a typical migration
to CC. Moreover, this work was also triggered g &bsolute need to improve research
in CC as well as in IT Service Management (ITSMntified by Robert Heininger (2012).

1.4 Methodology

According to Dan Remenyi and Arthur Money in (2QGAe research methodology can be
defined as a collection of tests and analysis amtrahat can be used for the comprehen-
sion of a phenomenon contributing to the body afWdedge. Giving this definition and
the objectives to be achieved with this work, itswiast conducted a literature review to
know the state of art in CC, the migration of ITGG and IT services management to frame

the research we intends to pursue.

To validate the work, besides the case study amddhion research conducted at UPT and
taking into account the impossibility of developwitper case studies at other organizations,
it was also considered necessary to consult a pdesierts in the field as well as a struc-

tured interview to demonstrate the results achieved

1.4.1 Introduction

A research project requires substantial attentiothé research methodology that can be
defined as a way to systematically solve a resgamablem. The methodologies of research
used in this study includes a literature reviewase study development and analysis, an
action research, a survey of a group of expergsptiblication of papers peer reviewed and
structured interviews. Table 1 presents the usbdgaah methodology within this work.
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Table 1 - Methodology usage

Methodology Usage
To gather information about CC, related technolegi€IL,
migration to CC and other works developed withia thigra-
tion to CC.
Literature The literature review is useful to gather inforroatconcerning
Review the research conducted by other researchers torebend how
far they have contributed to the knowledge. Witis taim, pa-
pers, proceedings, reports, books, internet paggshesis were
studied.
The case study is used to comprehend, in-depth thewigra-
tion of IT services, applications, data and infnasiures to CQ
= Case | works. If some authors consider that it is diffictd generalize
P study | from a case study (Scapens, 1990) others condidigrbferg,
g 2006) it a misunderstanding, anyway it can be usedest
°© whether and how, scientific models work in the ngatld.
_ In some situations, such as when it was necessanjgrate ser
= vices with special hardware requirements or it n@sessary tq
2 Action | identify and define training needs or even to amstwassues
5 re- | related with costs, the author has an interverdgiothe researc
S search | to test new approaches that resulted in changéseobriginal
x framework. These interventions followed the acti@search
g methodology.
& Panel | To overcoming the issues of one case study we nmangulate
.g of the study with other methods to confirm the vajidit the pro-
5 special-| cess (Zainal, 2007) therefore, we appealed tovegwf a group
S ists | of experts.
g |
T ; An additional way to validate our ideas and thelnaeveloped
> cation . )
5 with It was also useful to gather the point of view thfev researcher
S and as a brainstorm.
© peer re-
5 view
g_ It is common to distinguish between structured, isgnuctured
o and unstructured interviews. The structured intawg have very
% specific objectives while the semi-structured arerarflexible
gel since the interviewer has some room to adjust ¢ogience o
2 the questions and can add new questions. In theughsed in-
= Struc- . . . . .
+ tured terviews, the |nter.v.|ewer sgggests a theme forinkerviewed
S . and has few specific questions a priori (Andreat&oa, 1994
= INter- | |1ove & Anda, 2005; Y. Zhang & Wildemuth, 2009).
7 views : )
o Three interviews have been performed.
= 1. To validate the results of the “test the solutioraicon-
trolled environment” step, that is, to recognize tésults
of the migration of the test services migratechta¢loud
occurred.

22



Introduction

Methodology Usage

2. To gather the results of the developed framewoiken
mentation from the stakeholder's point of view |to
demonstrate the usefulness and the results obtaimad
the work developed. These interviews were carrigd o
with members of the organization where the caseystu
was implemented. The selection of the participavas
made according with their involvement and knowledge
of the processes migrated to CC. The profile ofrthe
spondents corresponds to the support areas of ffie U
and those are, Financial, Human Resources, IT neanag
ment and Legal.

3. To validate that the solution achieved encompaises
CC technical advantages.

1.4.2 Research process

“The research shall move from objectives and qaesti to assumptions and design
choices, to specific data uncovered, and finalyesults and conclusions” (Klein & Myers,

1999). To accomplish this we start identifying &afle problem to study and choose the
research question to which we want to answer. amé chosen was CC. However, this
is a broad topic which led necessarily to estaliligter restrictions. Hence, hypotheses
such as migrating services to CC, security, apidiog, and legal considerations were eval-
uated having been decided that only the migratiol do CC was going to be treated.

Again, despite the scope has been reduced, it tia®e general to what was intended.

CC'’s concern is the IT services and a large nuroberganizations use ITIL to manage

their IT services. As such we settled to study dpplicability of service management,

namely ITIL, to the migration of IT to CC.

To understand what other researchers had donaliegdhe subject, we conduct literature
review, including books, academic papers, resegephbrts, conference proceedings, re-
garding the topics related to the questions toaedpCC, IT governance and the work
done by other researchers regarding migrating aesyiapplications and data to CC. The
work follows with the thesis development to answeethe research question identified.
Therefore, we develop a framework to migrate ITCt®. This framework has been modi-
fied according to the action research principles alidated with a case study in a multi-
methodological approach. An additional validatioasvaccomplished with a paper publi-

cation and with a survey to an expert group antuetsired interview. The following step
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presents the discussion of the results gatherddeirtase study and in the survey of the

expert group. The work terminates with the conclnsi

Nevertheless, it must be justified why we chosesditteon research to validate and change
and the case study methodology to validate our wackordingly, the characteristics of

the research methodologies are identified in T@blBesides the case study, we also use
the action research methodology since sometimepagition changes from an independ-

ent observer to a participant. Therefore, whileaneestudying the case developed at UPT,
we are also participating in the implementatiorshggesting some changes in the proce-
dure and evaluating the results, which resultethemging some aspects of the framework
developed and the introduction of some additiotegds An example of these changes was

the introduction of the tests that done in the redd the migration process.

Table 2 - Research methodologies comparison

Case study Action research Structured interview,

It is an active process
of progressive prob-
lem solving designe
to improve strategies,
Yin (R.K. Yin, 2003)| practices or a working
defined case study agnvironment. It is an interview,
an “empirical inquiry| “It seeks to reconnec¢twhere the interviewer

L

Definition

that investigates a com-action and reflection
temporary phenome-theory and practice, i

non within its real - life
context, especially

participation with oth-
ers, in the pursuit o

when the boundarigspractical solutions ({(

between phenomeng
and context are not
clearly evident ”

nssues of pressing col

cern to people.”(Req
son & Bradbury, 2001

,asks each interviewe

na series of pre-estal
lished questions with

flimited set of respons

D categories.

n{Andrea Fontana,

-1994).

Used for

Investigate a conten
porary phenomenonp
and build a theory and

Intervention, evalua-

answer questions liketion and testing.

“how” or “why”.(R.K.
Yin, 2003)

Gather  informatior
about a predetermine
topic and ensure cor
sistency of response.

d
‘_
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Case study

Action research

Structured interview|

Design the case study,
conduct the case study,
analyse the evidencesnteractive,
and develop the cor

cyclical
-participative;

The researcher asks,

clusions, recommen-Diagnose, action plan-the interviewees, a list
Research | dations. ning, action performs of predetermined
process | The research questionsng, evaluate, docu-questions about a pre-
are specified prior toment and learningviously selected angd
the study by research{Santos, Amaral, & defined topic.
ers (Benbasat,Mamede, 2013);
Goldstein, & Mead
1987).
It is easy to standard-
ise.
It provides a reliable
Richness of the col-Always relevant to thé source of quantitative
lected data; participants. data.
Examination of the The researcher obtaingEnables the inter-
Ad- data is most often con-n-depth and first handviewer to ask each re-
vantages ducted within the con-understanding of thespondent the same
text of its use (R.K|research (Benbasat |etjuestions in the same
Yin, 2003) al., 1987). order
(Andrea Fontana,
1994; Mathers, Fox,
Hunn, & Group, 1998
The quality and use-
Data collected cannot fulness of the infor-
Issues | necessarily be gener-| Researcher bias mation depends on the
alized. quality of the ques-
tions asked.
. Contemporary  phe- . | Interviewee’s
Irévaetzg_ nomenon within itg t(ijcheasnges in the pra(’_knowledge about a
real-life context. particular topic
Researc_h- Participate in the anal-Interview the inter-
ers posi- | Independent observer. .
. ysis. viewees.
tion
Generating solutionsGather detailed infort
. . to practical problemsmation for example foy
Find relevant issues .
- |"with engagement ofmeasurement or aca-
Focus | for theory (R.K. Yin, ) )
2003). the_ researchersder_nlc analysis about|a
(Winter & Munn-| topic (Andrea Fontanag,

Giddings, 2001).

1994).
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To validate the results of the “Test the solutiomicontrolled environment”, a short inter-
view, presented in Figure 1, was conducted witheimployees affected by the services

under testing.

Was the outcome of the tests performed the expected
Has the access speed to the applications has inpeovied?
Were there breaks in the applications availability?
Were the accesses to the applications kept uncdange

hPwpPE

Figure 1 - Interview | questions (tests in a contribed environment)

To understand the perception of the stakeholdets@malidate the results obtained with
the implementation of the M2CC framework (and @&tionship with ITIL) to migrate IT
to CC, a structured interview to the employeescadie by the migration of services was
conducted.

Having in mind the activities required in an intew we started it by selecting the set of
participants who must be interviewed. For the e were considered the employees of
administrative services and area managers - adbt interviewed. They were selected
according to the use they have of the serviceshthatmigrated to private cloud. The con-
cepts that needed to be included in the study defieed. Accordingly, we considered the
various aspects of migration that were performedhsas the process evolution, the ad-
vantages and the decisions taken. Based on theipants selected and on the concepts

we intent to study, the following questions areniifead.

Were the applications were migrated with the sametfonalities?

Were there were breaks in the application accedsagyration time?

Were the accesses to the applications kept uncdange

Has the access speed to the applications has ingeovied?

Have the applications’ availability problems hawe=b solved?

Was the information migrated to the new platfornswamplete?

Did your processes, dependent on migrated apmmstsuffer any changes?
Were the applications chosen to be migrated telined were appropriate?
Was it important to maintain the existing applioag?

0 Was it important to maintain the applications oa phemises of UPT?

'—‘QPONP’S“PW!\’!‘

Figure 2 - Interview Il questions

The interviews started by giving to the interviewe overview of what the purpose of
the interview was. Each interview followed the gigss presented and a transcript of each

interview was produced.
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At the same time a technical interview, presemegigure 3, was conducted with the tech-
nical staff of the IT area of the UPT responsiblethe migration. This interview was useful
to validate the technical details of the new solutind to recognize the CC benefits iden-
tified.

The implemented solution allowed?

To improve the backup process?

To dynamically change the resources allocated tthmas?
To increase the service’s availability?

To improve the access speed to the applications?

To help you create new machines?

Decreasing the amount of time needed to createanashine and providingnew
services?

To reduce the number of physical machines?

To reduce the consumption of electrical energy?

To turn on and off machines according to the needs?
10 To create machines for testing and delete them whegnare no longer needed?
11.To generated new machines from a template?

oA WNE

© oo~

Figure 3 - Interview Il questions (technical aspets)

1.5 Problem discussion

The decision of migrating IT to CC, by an organizatis somehow similar to the decision

of the traditional outsourcing. However, there agiditional concerns and benefits, which
cause the CC adoption a more complicated decidlosdibeh, 2011). Indeed and as rec-
ognized by Khajeh-Hosseini et al. in (2011), thera key difference between CC and IT

outsourcing, self-service, scalability and the payyou-go model.

To achieve the stated objectives and in accordestbethe research question presented a
reference framework for the migration of existinfrastructure and IT services to the CC
shall be elaborated. This framework will take iatcount the CC, with their service and
deployment models, and the actions to be taken wamgnating to CC. The developed
framework will be used to assist decision makeis dnstaff regarding when, how and
why IT can be migrated to the cloud. Additionallye CC is concerned about IT services
as well as ITIL and the latter has processes tnat bheen tested by distinct organizations.
Therefore, it makes sense to check whether the pricesses can be used (if they are
applicable) in the migration to CC. If so, the r@sgible of migrating services to CC are
freed to perform tasks that they had already peréor when implementing ITIL. If the

organization had not implemented ITIL it can stile the ITIL processes separately to
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perform the processes identified by the framewthlks taking advantage that the ITIL

processes have been tested in distinct organization

1.6 Terminology

Many terms used in this thesis are addressed bgreiit authors with slightly different
meanings. Therefore and to avoid misunderstandeggding what is meant by each con-

cept, we present in this section the definitiothefse terms.

Cloud Computing: “a model for enabling convenient, on demand nétvazcess to a
shared pool of configurable computing resources ,(eetworks, servers, storage,
applications and services) that can be rapidlyigroned and released with minimal
management effort or CSP interactio(Mell & Grance, 2011, p. 2).

Catalogue of services'A database or structured document with informaabout all Live
IT Services, including those available for deploymé&he Service Catalogue is the
only part of the Service Portfolio published to @users, and is used to support the
sale and delivery of IT Services. The Service @afia¢ includes information about
deliverables, prices, contact points, ordering @wgiest Processes.”(Hanna, 2011,
p. 67).

Contract: "A legally binding agreement between two or moaeties.” (Hanna, 2011, p.
22).

Corporate governance:”Enterprise governance is a set of responsitslitad practices
exercised by the board and executive managemehnttwatgoal of providing stra-
tegic direction, ensuring that objectives are agdte ascertaining that risks are
managed appropriately and verifying that the emisefs resources are used respon-
sibly” (I. G. Institute, 2003, p. 6)

Event: “ Any detectable or discernible occurrence that lgasfscance for the management

of IT infrastructure or the delivery of IT servi¢dslanna, 2011, p. 32).

Framework: “A framework supports understanding and commurooabf structure and
relationship within a system for a defined purpbéghehabuddeen et al., 1999, p.
4).
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Governance:the way that a city, company, etc., is controllgdtlee people who run it
(“Merriam-Webster,” 2013, para. 1).

Hypervisor: is a software generalization of a physical hardvtlaaé allows multiple guest
operating systems to run concurrently on a singiesigal machine.

Incident: Is an unplanned interruption to an IT service oe@uction in the quality of an
IT service. (Hanna, 2011, p. 37).

IT governance:“IT governance is the responsibility of the boafdioectors and executive
management. It is an integral part of enterpriseegtance and includes the leader-
ship and organizational structures and process¢®tisure that the organisation’s
IT sustains and extends the organisation’s strasemid objectives.” (I. G. Institute,
2003, p. 10).

IT infrastructure: “All of the hardware, software, networks, facilgietc. that are required
to develop, test, deliver, monitor, control or sogi@pplications and IT services.”
(Hanna, 2011, p. 41).

Information Technology Infrastructure Library (ITIL ): ITIL is a public framework that
describes Best Practice in IT service managemieeptovides a framework for the
governance of IT, the ‘service wrap’, and focusesie continual measurement
and improvement of the quality of IT service detea from both a business and a

customer perspective (Cartlidge et al., 2007, p. 8)

IT service management (ITSM):refers to the implementation of a process-basettipea
and management of quality information technologyises intended to align IT

delivery with the needs of the organization.
Migration: Transfer of data, software or hardware, from orstesy to another.

Organization: “A company, legal entity or other institution. The¥m is sometimes used
to refer to any entity that has people, resourodsbaidgets — for example, a project

or business unit.” (Hanna, 2011, p. 51).

Requirements: The formal statements of what is needed (Lloyd,dR&Taylor, 2007).
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Resource:“is defined as a generic term that includes ITasfructure, people, financial

means or anything that might help to deliver aséivice” (Hanna, 2011, p. 62).

Service: The understanding of service follows the ITIL défon that states “Service is a
means of delivering value to customers by facitiabutcomes customers want to

achieve without the ownership of specific costs askk.”(Hanna, 2011, p. 66).

Service Level Agreement (SLA)is a legal written agreement, negotiated betweeunsa
tomer and a service provider that documents agerdlce levels and “defines the
minimal guarantees that a provider offers to itstemers” (Baset, 2012, p. 63).

Virtualization: “a technology that introduces a software abstradager between the un-
derlying hardware i.e. the physical platform/hasd ghe operating system(s) (OS)
I.e. the guest virtual machine(s) (VM) including tapplications running on top of
it” (Bazargan, Yeun, & Zemerly, 2012, p. 335).

1.7 Thesis structure

The rest of this thesis is organised as follows.

Chapter 2 — we present the related work with this thesiat th, information concerning
CC, IT governance frameworks and works developgdroeng the migration of services,

applications and data to the CC.

Chapter 3 — describes the framework developed to migratelthe CC and the applica-
bility of the ITIL to the framework.

Chapter 4 — presents the case study used to demonstratsé¢hand the feasibility of the

work done.
Chapter 5— discusses the work done and the results achieved.

Chapter 6 — concludes the thesis by summarizing the conmhssithe contributions of
this work, the empirical findings, the limitation§the research and further work.

The Figure 4 presents, in a pictorial form, thesihatructure.
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1.8 Why the English language

A thesis is a written report regarding the issuethe author’s research area and presents
what was previously known concerning the theme twwauthor has performed in order

to solve the problem (the research question) arat ytogress it adds.

The advantages of having a common language inczi@m® the increase on the number of
readers who know our work and accordingly a gredigsemination of knowledge, the

facility to be cited and noticed and the easindssoonmunication between researchers
from countries with their own languages. By wayegmple, only 5% of the references
consulted for this work are written in Portuguese (nclude the Portuguese and Brazilian

Portuguese), the remaining 95% are in English.

Bearing in mind the reasons stated above and #iecgrcumstances of the majority of the
consulted papers as well as the attended confeséadbis work are in English, we there-

fore decided writing this thesis in this language.
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Chapter 2
LITERATURE REVIEW

The purpose of a literature review is to presaetsaarch and knowledge explored by other
researchers that is relevant for the work presei@edsequently, the goals of this chapter
are, firstly, to introduce the CC paradigm, secygritie IT governance and finally the

presentation and analysis of other works regarthiedT migration to CC.

2.1 The cloud computing paradigm

There is always a strong pressure on Informatiochielogy (IT) staff to do more with
fewer resources. Over the decades, this pressuaéidoalize IT costs spurred a number of
paradigms, technologies and buzzwords. Some of thiged to meet their promises; others

became successfully embed in IT practices andstrfretures, providing sizeable benefits.
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The paradigm of CC is currently riding this wavepmpising to be the great revolution in
IT. CC appears to have the right technological amradket ingredients to become widely

successful.

2.1.1 Introduction

CC is a cost-effective (Alsouri, Katzenbeisser,Bedermann, 2011; Marston, Li,
Bandyopadhyay, & Ghalsasi, 2011; R. Wu, Ahn, HuSi&ghal, 2010) (at least in short
periods of time) and flexible (Convery, 2010; Ezeéatal.,, 2011; Ramgovind, Eloff, &
Smith, 2010) platform. This platform provides IThgees to customers, typically over the
Internet, which are useful for numerous applicaiparformed by the traditional data cen-
tres, either by supporting the existing businesgtions or by expanding and creating to

new processes.

The term “cloud computing” was coined in the fougtiarter of 2007, in the context of a
joint project between IBM and Google (Vouk, 2008u8i Zhang, Zhang, Chen, & Huo,
2010) . However, as it also happens with many athegrging trends — and despite being
a subject on which much has been written abougretis no consensual definition of what
CC truly means. As an example, in (Vaquero, Rodéeono, Caceres, & Lindner, 2009)
there is a list of at least 22 distinct definitiafSCC proposed during 2008.

The National Institute of Standards and Technol@sT) (“NIST,” 2013) presents one
definition of CC recognized by several authorshsas, (Foster, Zhao, Raicu, & Lu, 2008;
Grobauer, Walloschek, & Stocker, 2010; Ali Khajebgdeini, Greenwood, Smith, &
Sommerville, 2010a; Shimba, 2010; Q. Zhang, Ché&nBputaba, 2010), considered as
being holistic (Swamy, 2013) and adopting a braaups.

According to this definition, CC is classified iaur deployment models: public, private,
hybrid and community. Traditionally, each of theragmentioned deployment models is
divided into three layers (also known as servicel@hg), according to the services it pro-
vides to the users (Mell & Grance, 2011; Vaqueral¢t2009; Weinhardt et al., 2009; R.
Wu et al., 2010). These three layers include, enfitist level, Infrastructure as a Service
(laaS), where the user can afford, upon requestgssor resources, storage and network-
ing, among others. At this level, the user is regpiito have specialized technical

knowledge and the cloud service provider (CSP)vdedi computing power/resources. On
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a second level, the Platform as a Service (Pag8) tlows users to implement their ap-

plications in the cloud, by using the programmimgguages and tools provided by the CSP.
The third one corresponds to Software as a Se(8@&aS), where the applications, provided
by the CSP, run in the cloud infrastructure andypeally accessed using a Web browser.

With the large amount of resources that it providesieveloping and deploying applica-
tions and services, the CC paradigm is an attradtwl to upgrade, extend, replace or
backup many of the services hosted by the traditidata centre. Nonetheless, in order to
completely fulfil its promises, CC still needs tanvthe trust of the stakeholders involved.
Besides the need of trust, the security is andiii@rssue as can be seen in a recent survey
from International Data Corporation (IDC) (GensQ&Pwhich indicates that 74.6% of the
respondents point safety as the first challenge@f

There are three cloud roles considered in the conmgtion and delivery of CC services.
These roles are customer, CSP and integrator. [Dioel can be viewed on a three axes
referential where the three axes are the cloudoglep#nt models, the cloud delivery mod-

els and the roles previously defined as depicteBigare 5.

L
%
O%{r
/70epl oyment models
5o

Figure 5 - The three axes of cloud computing

2.1.2 Service models

The architecture of CC is divided into layers ddsxt as Everything-as-a-Service, XaaS,
being the most common division in three major gguwphich define reference architec-

tures for cloud solutions, according to the sewigeovided to their customers.
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2.1.2.1 Infrastructure as a Service (laaS)

With laaS, the user can afford, upon request, @smreresources, storage and networks
among others from a CSP. In this model, the custaare also deploy and run software in
general, including operating systems and applinati®he laaS model is the one that offers
more flexibility and is less liable to vendor lockwhen compared with the other two ser-
vice models. It is arguably the most accessiblenterprise as they could potentially mi-
grate their systems to the cloud without havinghange their applications. The customer
does not intervene in the management or controésdurces in the cloud; however, he
controls the operating systems, storage and apiplsainstalled. Examples include Ama-
zon Elastic Compute Cloud (EC2) (Amazon, 2013) Aoma3imple Storage Service (S3)
(“Amazon Simple Storage Service (Amazon S3),” 20Mpmai (“What is Akamai Doing

in the Cloud?,” 2010) and Google Compute Engine.

Table 3 - laaS provider's comparison

Characteristic
Instance | Locations Hvpervisor Operating
Cloud service| types (regions) yp systems
provider
) Linux, So-
Amazon Elastic Compute 12 5 xen laris, Win-
Cloud d
OoWS
Linux,
Rackspace 8 6 Xen Windows
. Linux,
Google Compute Engine 15 3 KVM Windows
Microsoft Linux
Microsoft 13 6 Azurg Hy- Windows
pervisor

2.1.2.2 Platform as a Service (PaaS)

In the PaaS model, the customers can implemerdpkcations envisioned by them in
the cloud, using the programming languages, tauldlae corresponding hardware offered
by the CSP (a proprietary development platform}hla service model, the customer does
not intervene in the management or control of resesiin the cloud. Examples of PaaS
embrace Google Apps (“Google Apps,” 2010), Foram.¢d-orce.com: The leading cloud

platform for business apps,” 2013) and Microsoftdindows Azure Development
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(“Windows Azure - Develop center,” 2012), amongesth The downside of this model is

due to the lack of interoperability between CSRsctv may cause a CSP lock-in.

In Table 4, a comparison of four PaaS providepsesented and the programing languages
they offer to customers to develop applications.

Table 4 - PaaS providers programming languages

Programmin .

Ianguage g Ci?ogsle wggs&fst: Amazon Heroku
Cloud ser_vice En%Fi)ne Azure (SalesForce)

provider

Java v v v v

Python 4 v v v

PHP v v v

.NET programming languages 4

Ruby v v v

Node.js v v v

Clojure v

Scala v

Perl v

GO v

2.1.2.3 Software as a Service (SaaS)

SaaS occupies the top layer of the cloud servicdetsolt provides applications that are
executed in the cloud infrastructure (owned eithethe service provider or by other CSP)

being usually accessed by using a Web browsertanddh the Internet.

The SaaS model provides motivation for organizatiton migrate applications to cloud
applications (typically exporting data from in-heuspplications and importing it to cloud
applications); however, these applications are migeful for customers who have needs
similar to other customers (Clemons & Chen, 201ddeed the customization of SaaS
applications are not fundamentally different frdmse done in an organization when it is

introduced a new corporate software such as ER®raxluced (Louridas, 2010).

In this layer, the customer does not own the appba that is remotely used, has no re-
sponsibilities in physical infrastructure structuhat hosts the application and does not

intervene in the management or the control of nessuin the cloud. Salesforce.com
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(“Salesforce Customer Relationships Management (CRiystem.,” 2010), Gmalil
(“Gmail,” 2012) and Facebook (“Facebook,” 2012) examples of this model.

SaaS C ™M | | sal¢ ﬁrce.com

Software-as-a-Service

E heroku G.O,@gle

Paas amazon £ Windows Azure

Platform-as-a-Service

' > Google Cloud Platf
amazon (‘U)
webservices" 72 rackspace

laaS N .
Akamai

Infrastructure-as-a-Service

Figure 6 - The cloud computing service models

The Figure 6 shows the hierarchy of the cloud sermodels as well as examples of CSPs

of each level.

2.1.3 Deployment Models

The cloud is traditionally classified, accordingttee way it delivers its service, in four
deployment models, known as public, private, hylid community cloud (Mell &
Grance, 2011). These deployment models are indepémd the service delivery model

adopted.

2.1.3.1 Public cloud

In the public cloud, the CC services are availabler the Internet to users in general, in a
free or on a pay-by-use model. An organization rexdleto the customer owns the cloud
resources such as applications, storage and camgpdine customers consume these re-
sources over the Internet in general, either ne@ ér on a pay-by-use model. Furthermore,
the customers share components and resources thétsdhat are unknown to them in a
multi-tenant environment. In addition, the custordata might be distributed by several
regions around the globe. This is the dominant fofncurrent CC deployment model
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(Dillon, Wu, & Elizabeth, 2010). An example of tmsodel is the Amazon Web Services
(“Amazon Web Services,” 2010).

2.1.3.2 Private cloud

The private cloud stands at the other end of tipdogenent models is the private cloud. In
this model, the organization has its own data eentth a large number of servers heavily
using virtualization, self-provisioning and an auttted resources management. These re-
sources are not shared with unknown users, howeshould be emphasized that an ex-
ternal CSP can handle a private cloud (for instdncproviding a completely segregated
environment that is available only to the custom@arston et al., 2011) which can be
located either on premise or off . When on prenttse private clouds benefit corporations
that have hugely invested in computing power, badthwand network storage, by improv-
ing the utilization of resources acquired. Howeveis model does not full enjoy the eco-
nomic benefits of CC, since the organization &#@$ to maintain the resources when they

cease to be used.

2.1.3.3 Community cloud

In the community cloud model, the services arelalibe for a number of organizations
that share common interests. The United Statesr&éle@evernment is one of the biggest

users of a community cloud (Marston et al., 2011).

2.1.3.4 Hybrid cloud

These models are not closed and therefore it isssecy to consider another model, the
hybrid cloud where the infrastructure is formedcoynposition of cloud types above. Typ-
ically, non-critical information is migrated to tipeiblic cloud, while business-critical ser-
vices and data are kept within the control of thgaaization (Marston et al., 2011). For
example, when an organization offloads part gbitgate cloud workload to a public cloud

the combined infrastructure is a hybrid cloud (Lidas, 2010).
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2.1.4 Related technologies

The CC paradigm has a great contribution from gdohputing, however it also inherits
characteristics from other computing paradigmshsasg distributed computing, utility
computing, web 2.0 and web services. In the follgasubsections, an overview of these

technologies and their relationship with CC is prasd.

2.1.4.1 Grid computing

Grid computing is a form of distributed computinbeve the resources of networked com-
puters are employed together to obtain large sopgpating resources to solve a problem.
This model, recognized by (Foster et al., 2008;rblgstems, 2009; Nurmi et al., 2009;
Schwiegelshohn et al., 2009; Shuai Zhang et aLQP8s a CC predecessor takes advantage
of the large amount of time that computers arecsnWworkload and uses this downtime
and its computing power for other purposes. Theséom instance, scientific research and
collaborative projects that require greater resesito achieve their objectives. It is usually
necessary to use specific software, such as BOBOINC - Open-source software for
volunteer computing and grid computing,” 2013) doléais Toolkit (“Welcome to the
Globus Toolkit Homepage,” 2010), among othersnjoythe free resources on computers

and share information so that it can be procesgélddocomputers that are part of the grid.

In Table 5 we show the key differences between @nid CC identified by Weinhardt et
al. in(2009).

Table 5 - Grid vs. Cloud computing (adapted fromWeinhardt et al., 2009)

Criteria Grid Computing Cloud Computing
Virtualization In its beginning Essential
Type of application Batch Interactive
Development of applications Local In the cloud
Access Via grid middleware Via standard web protocols
Organizations Virtual Physical
Business models Sharing Pricing
SLA Not yet enforceable Essential
Control Decentralized Centralized
Openness High Low
Ease of use Hard Easy
Switching cost Low becausc_e of stand{ High becausg of incompatibili-

ardization ties
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2.1.4.2 Utility computing

Utility computing represents the model of providirggsources on demand and charging
customers based on the usage rather than a #af@azhang et al., 2010). In other words,
utility computing is a business model where resesiguch as computing, storage and oth-

ers are provided and charged as electricity.

CC also inherits characteristics from utility cortipg as recognized by the authors
(Armbrust et al., 2009; Foster et al., 2008; Vaquetral., 2009; Vouk, 2008; L. Wang et
al., 2010).

2.1.4.3 Virtualization

The virtualization was first developed in the m@e0s by the IBM Corporation and it
allows the abstraction and isolation of lower lduactionality from the underlying hard-
ware to concede portability of the higher leveldtions such as aggregation and sharing
of physical resources (Vouk, 2008).

By using virtualization, the CC is able to havetba same physical machine a variable
number of virtual machines that allows not onlyragtical and fast allocation and release
of resources but also a way to standardize theNmaedresources. This uniformity makes
the development and the implementation of largéesys much more accessible (Nurmi et
al., 2009).

2.1.4.4 Web2.0

The word Web 2.0 is used to describe the seconergeon of the World Wide Web, where

the key idea is a dynamic online environment whieeeexchange of information and col-

laboration between users, sites and virtual ses\ieEome increasingly common. The CC
services are web services offering computing sesvitynamically on demand, and thus it
is a natural evolution of Web 2.0 (L. Wang et 2010).
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2.1.4.5 Web services

The World Wide Web Consortium (W3C) defines welveer as “a software system de-
signed to support interoperable machine-to-macimteeaction over a network” (Booth et
al., 2004). Web services (Stantchev, 2009; Vouk82G&tand for application components
that communicate using open protocols that maydeel by other applications. The web
services are published and discovered through tab $%d are based on the eXtensible
Markup Language (XML) operation or JavaScript Ob]dotation (JSON).

CC uses web services (Stantchev, 2009; Vouk, 280&)e prevailing way to provide ser-
vices to its customers and to (Shimba, 2010) im@emnnectivity and interaction between
web applications. Indeed, the majority of the ss¥siare likely to consist of web services
(Grobauer et al., 2010).

2.1.4.6 Distributed computing

Other authors, (Vouk, 2008; Shuai Zhang et al. 0204lso consider the distributed com-
puting (the possibility of running an application multiple computers at the same time) a
technology related to CC. Indeed, they argue “bt &doud computing extends grid com-
puting, distributed computing and parallel compgitigShuai Zhang et al., 2010, p. 1);
Foster et al. (2008) also defends this idea whepqsing their definition of the cloud par-
adigm “A large-scale distributed computing paraditpat is...”

Indeed, CC uses distributed computing in two flagothe first one to provide resources
to the customer through the ‘middleware’ and theoad to provide distributed computing

to the customers’ utilization.

2.1.4.7 Autonomic computing

In mid-October 2001, IBM published the Autonomicn@muting Manifesto that defines
that the aim of autonomic computing consists indmg computer systems capable of
doing self-management. The autonomic computingimdd (Kephart & Chess, 2003) as
computing systems able to manage themselves gigbrdwvel objectives from adminis-

trators.
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The CSP use autonomic computing to simplify thesktof large cloud data centres man-
agement to automatically make decisions on its asa,high-level policies and self-man-
age resources to decrease the need for systememeance and free some IT staff from
running routine maintenance tasks. Without thigsu the CSPs could not keep up with

the low maintenance costs and demands.

Among others, these are the reasons why many ofatitleors (Cunsolo, Distefano,
Puliafito, & Scarpa, 2009; Marinos & Briscoe, 200®;Zhang et al., 2010) agree with the
idea that CC also inherits characteristics fronoaoiic computing.

2.1.5 Key features and advantages

The CC enables the release of IT resources axesnin this section, we present a sum-
mary of the main features and advantages of thisdpgm that makes it attractive to cus-

tomers.

2.1.5.1 Agility/elasticity

The agility, in CC, refers to the easiness withakhihe resources available in CC are ac-
quired or released. Typically, the CSP allocatesuieces in minutes unlike what happens

in traditional datacentres where the deadline isks@®r months.

The agility and flexibility reflect significantlyni the organization business as by allowing
the customers to gain speed in the developmentaplbyment of services and applica-
tions. Thereby, if the company is planning to migriis services and applications to the
CC, managers must weigh the flexibility providedthg cloud since it can for example
allow the capture of new markets for the compangamning that the flexibility could be

considered more important than the cost savingsd@abrings to the company.

The elasticity, in CC, refers to the ability a gyathas to adapt to workload changes by
provisioning and de provisioning resources autoradii. The customer must check what
adaptation processes are in use, what are thec#lastimensions (what are resource
types), the unit resources and the bounds of thkalsitity (Herbst, Kounev, & Reussner,
2013).
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2.1.5.2 Resource pooling

The CSP resources, such as processor, storage, rjnamed network bandwidth, are
pooled, in a public cloud between disparate instihs (perhaps competing ones) and in
the private cloud across the same institutioneteesnumerous customers in a multi-tenant
model, with physical and virtual resources dynattycdlocated and reallocated according
to customer’'s demand. In this way, the cloud ressaiiare automatically provisioned as
business requirements’ change (Mahmood, 2011) witthe customer controlling the ac-
tual location of the resources. The incentive fmhspool-based paradigm lies in two im-

portant factors: economies of scale and speciaizgDillon et al., 2010).

2.1.5.3 On demand self-service

It allows the customer to manage, order and reldeseesources, according to his needs
and without human intervention by the CSP, typycaling a web-portal (Grobauer et al.,
2010; Mahmood, 2011; Sriram & Khajeh-Hosseini, 2010

2.1.5.4 Measured service

The constant measurement of CC services supp@&fgayras-you-go payment model as
well as reporting, usage optimization, monitoritignsparency between the customer and
the CSP regarding services use (ISACA, 2009) apdaty planning.

2.1.5.5 Cost reduction

In the CC, it is easy to increase the amount aduees when needed and reduce them
when they are no longer necessary (on demandeswifze). This characteristic, together
with the pay-as-you-go model, grants the advantdgdlowing great cost savings to the
customer, as he does not need to maintain thenesoacquired for a peak when they are
no longer needed. These economies promised byGher€reflected differently according
to the type of service chosen by the customer. Taltisough the promise in laaS is to
reduce hardware costs and data centre operatiossnpel, in the SaaS and PaaS models

the promise is to reduce software costs (Clemo@hén, 2011).
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2.1.5.6 Reduced upfront investment

In traditional data centres, before starting tovpgte a service, the organization must ac-
quire all the necessary resources needed and keepdfter they are no longer necessary.
However, in CC, this upfront investment is not rieed (Bai et al., 2013; Beserra et al.,
2012; Misra & Mondal, 2011) thanks to the easimgssided by CC that enables the cus-
tomer to acquire resources, as they are needeih @edordance with the evolution of the

organization needs.

2.1.5.7 Risk reduction

Closely related to the advantages presented iredhleer subsections, the risks that CC
customers have to endure when using cloud seraiegesmaller than their corresponding
on premise since (Brand, 2012; TuSanova, 2012kxXample, there is no need for a large
upfront investment nor the need to maintain resesitibat no longer are needed. Addition-
ally hardware maintenance and backups are tradityoaf CSP’s responsibility.

2.1.5.8 Scalability

Recognized by (Dhar, 2011; A. Khajeh-Hosseini et2010; M. Klems, Tai, Shwartz, &
Grabarnik, 2010; Marston et al., 2011; Shufen Zh&@hgng, Chen, & Wu, 2010) as a CC
advantage, the scalability is the ability to hantte growing of work in a uniform way.
Furthermore, business scalability, can be ohehe best reasons for organizations to

consider cloud computing migration (Phaphoomg,Q¥ang, & Abrahamsson, 2012).

CC data centres provide huge amounts of IT reseusgbkich facilitate the customer to

increase the resources according to their sengeds

2.1.5.9 Broad network access

The access to cloud resources is usually carriediauhe Internet, which means that the
access services are feasible using a large ambenqu@pment providing access to the In-
ternet, or other forms to connect to the CSP sgdeased lines (ATM or Frame Relay).
The NIST, in its definition of CC (Mell & Grance021) considers the broad network

access an essential characteristic.
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2.1.6 Key challenges - issues

As seen in the preceding section, CC offers mangm@tdges — nevertheless it also has a

number of challenges that must be overcome by tdogwy providers.

2.1.6.1 Service Availability

In simple terms, availability means that an orgatan has its full set of computing re-
sources accessible and usable at all times (Warseh, 2011). Availability is one of the
most critical information security requirementsG@ (Ramgovind et al., 2010) to be ad-
dressed when deciding to migrate IT to CC. Actatesruptions to services (Armbrust et
al., 2009) are well known from some CSPs. Thesrmptions can cause cascading prob-
lems in all organizations linked directly or inditly to the faulty supplier. This challenge
can be mitigated if customers and CSPs establig{s $iat guarantee the desired levels of
availability. As a precautionary measure, the austiocan have his information backed-up
in other CSP. Another availability issue that msttaken into account (since resources
are typically available through the Internet) ig flailure of the Internet link and conse-

guently the discontinuity in accessing the inforimomat

Despite the negative publicity that these servieaks have, few enterprises that have IT

infrastructures are as good (Armbrust et al., 2010)

2.1.6.2 Information location

The data location is another issue in the CC pgnadiince cloud customers typically do
not know the location of their data (King & Rap)13). Accordingly, the customer must
request information concerning where it is stosdce different locations may have dif-
ferent jurisdictions. Indeed, the dynamic of CC &mel movement of data within a CSP
cloud may involve data transfer between servediffarent locations and possibly diverse
jurisdictions. Therefore, dissimilar laws could d&@plied to the same data depending on
the location where the data is stored. Hence, &wamme this issue, the organization may
want to restrict the transfer of his data withie tBSP to avoid exposure to this variety of

laws and regulations.
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To illustrate these differences, in Figure 7 wesprg a world map where these variances
are identified. The data privacy requirements inAUSe less stringent than in European

countries (Swamy, 2013).

i)

W tost restricted B Restricted Some restrictions Minimal restrictions Ml Effectively no restrictions

Mo legislation or noinformation & Government surveillance may impact privacy

Figure 7 - Privacy and data protection by country taken from (Research, 2013)

2.1.6.3 Legislation

Right now, there are few legal precedents concgrmbility in the cloud. It is essential to
obtain appropriate legal advice to ensure thattimeract specifies the areas where the CSP
is responsible for CC (ISACA, 2009). The customeistrdetermine in detail which law is
applied to his data and applications whether threyoa premise or on the cloud to verify
that, when migrating to cloud they still comply wihe legal requirements. Still related to
the legal aspect of CC is the need of the custoortarow how the CSP acts in case forensic

proofs are asked by the court.

2.1.6.4 Information retrieval

The retrieval of data from cloud raises issues b&edhe customer wants to have the as-
surance that he might retrieve his data at any, tpadicularly at the end of the contract
with the CSP, and without any additional costsestrictions. By his side, the supplier may
want to charge for returning the data in a differemmat from that used in its cloud
(Prodan, 2009). As a result, the customer shoudduate the compatibility between the
format he uses with the one in use by another &fSk wants to change the CSP, or
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externalize his services to the cloud. This isiatpaf concern, particularly in public clouds
(namely in the PaaS and SaaS models), where theydena high risk of being trapped to
a single supplier or “lock-in". One solution todhproblem is the standardization of API's
used in the CSP pointed by (Armbrust et al., 20I8 work developed by the Data Lib-
eration Front (“Plan your digital afterlife withaotive Account Manager,” 2013), an engi-
neering team at Google, whose singular goal is dgent easier for users to move their

data in and out of Google products, also illusgalés concern.

2.1.6.5 Lack of interoperability

Closely related to the preceding issue is the tdiakteroperability among CSPs. The cloud
interoperability term refers to the ease of mignatand integration of applications and data
between different CSPs (Dowell, Barreto, Michael, Shing, 2011). According to
(Clemons & Chen, 2011; W. A. Jansen, 2011; Lourig@40; Phatak & Kamalesh, 2010),
the CC offerings were not designed to be interdgeraetween CSPs. The lack of interop-
erability increases the risk of customers “lock:iimhits the ability to scale the clouds from
different vendors (Rochwerger et al., 2009), lintlte possibility of clouds working to-

gether and raises the costs.

Kostoska et al. (2012), presents a survey of th&t mfluential and published Cloud Com-
puting Interoperability (CCI) models - their posbiles and challenges are also discussed.
Nevertheless, the solutions are for the laaS ctoadel are without evidence of progress
for setting the interoperability in the area of SgKostoska et al., 2012). Notwithstanding
the importance of this issue and the work done dignsists and organizations it seems
unlikely, right now and for any of the proposeceiperability model, to be adopted as a
standard (Kostoska et al., 2012).

The customer must inquire the CSP to gather themmanr information possible regarding
data import and export before committing its ITat@SP since the impossibility of moving
data and applications to another CSP, or backbhouse, may cause serious problems such
as vendor lock-in or lose of data. Additionally thek of interoperability could also com-

promise the necessity of having backup CSP.
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2.1.6.6 Service level agreement

The Service Level Agreement (SLA) defines a writdgmeement, negotiated between the
customer and the CSP, which documents the agreedeséevels and costs. A more de-
tailed discussion concerning the SLA and its ingdlmn in the CC world can be found in
(Kandukuri, V., & Rakshit, 2009).

The authors of (Baset, 2012; Machado & Stiller,2a1 Wu, Garg, & Buyya, 2011) rec-
ognize the impact of the SLA in CC: on the one h@Rdbdan, 2009) it designates the lack
of SLA, as the first problem found in CSPs thadleated. On the other hand (Cochran &
Witman, 2011) it emphasizes the importance of @x@nd SLA when stating that the
SLA should clearly identify the data that admirastrs have access to and whether or not
there are records of personal data. Another afretel, Ranabahu, & Sheth, 2009b, p. 1)
also highlights the SLA prominence in CC by statitigs more customers delegate their
tasks to CC service providers, the service leved@gents between customers and service
providers emerge as a key aspect”. In short, thef8tms an integral part of a customer’s
first line of defence (Ramgovind et al., 2010).

2.1.6.7 Benchmarks

A benchmark is used to perform the measuremerystémis (Stantchev, 2009). The bench-
marks are helpful in the process of migrating ITC. Firstly, to analyse in-house services
in order to create information baseline for comgami of services that is in-line vs. on
cloud. Secondly, to accurately define the SLA wiike CSP and thirdly, to support the
comparison between two or more CSPs. Fourthly,daitar cloud services to certify the
SLA and to ensure that the resources to be acqaresth line with the necessities.

2.1.6.8 Security

A key component in security is the trust, defingdlhampi et al. in (2013, p. 14) as “the
degree in which the first party behaves exactlif ams expected from the second party”.
Indeed, in the traditional data centre, therensaaly an implicit need to trust on hardware
and software suppliers (as well as in outsourcetiamn staff), since any of the system
components (hardware, software and humans) mawtedtg compromise data security.

Nevertheless, it is still possible to improve datatection by overlaying additional security
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schemes to obtain a more protected environmenér eten there is fewer confidence in
each supplier. A good example of this approach dbel the installation of multiple fire-
walls and intrusion detection systems from multy@d@dors (serially laid out). However,
in CC the data custody is handed over to a thirtyp@hus, there is a fundamental differ-
ence: in traditional paradigms, the informationtegss can be protected from one specific
suppliers, however, in CC all these systems aredilp managed by the CSP — resulting

in the rather uncomfortable need of completelying/yon the CSP.

Under CC, an organization relinquishes direct @rdgver many aspects of security and,
by doing so, it confers an unprecedented levelrudttonto the CSP (W. A. Jansen,
2011).The customer only knows the CSP, and theaweb of subcontracted service com-

ponents is usually opaque or, at most, not veltdidly third parties.

From a technical point of view, the majority of gty risks associated with CC already
exist in traditional data centres (or as arguedWy A. Jansen, 2011)) known problems
cast in a new setting). Possibly, apart from speagks induced by server virtualization
(which also exists, in a certain degree, in trad@i data centres using a server consolida-
tion), most of the security risks are shared by Ipatradigms — for instance SQL injection,

cross-site scripting, zero-day exploits of applmad and operating systems.

Virtualization increases the impact of some of ¢hasks, since successful attacks on the
hosting machine (where the hypervisor is locatedy motentially compromise every
hosted virtual machine. However, such events caedsonably avoided and/or controlled
using appropriate protection mechanisms for théimgsnachines. Faults on the virtual-
ization platforms themselves are also an obvials however, there are few examples of

such faults (and even fewer of negative consequeniceuch faults).

To maintain its systems protected, the customedsé® gather detailed information re-
garding the security-oriented requirements of Ttssérvices, applications and data. This
knowledge will be useful when migrating to CC, siicallows comparing and evaluating

traditional services with their cloud-based coupdets.

Before the customer can solve/mitigate the issmesecurity, he needs to perform a risk
assessment to properly identify and evaluate thetsisthreats and the countermeasures to

implement:
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* Identify and evaluate the assets - the custometsaad responsibilities in the tra-
ditional data centres, encompass information, apptins, hardware, network, in-
stallations and IT employees. However, CC movesesuiithe responsibilities from
the customer to the CSP. For instance, the CSPiexeesponsible for hardware
(in the case of laaS) or applications and hardiarthe case of SaaS). Therefore,
the customer should determine in advance, to tbetabe wishes to migrate to the
cloud, how valuable they are and what happensiifinistance, the information is

stolen or if simply it becomes inaccessible.

» |dentify threats - After a proper identificationdaavaluation of the assets, it is im-
portant to recognize the threats that these ass®yssuffer. On CC scenarios, se-
curity threats may arise from sources, such asdbasailability, security flows on
the CSP, other customers of the same CSP and sftack external parties. It is
necessary to identify the threats that applicatiolasa and virtual machines may

suffer in the cloud.

» |dentify and apply countermeasures - After idemtifythe threats, the customer
should evaluate and apply the necessary measwasliieg the solution of the en-
countered problems.

Whenever an organization analyses the possibleatiogr of its IT services to CC, the
availability, the security, the privacy and thealmitegrity are on the top of considerations
(or as stated by (Armbrust et al., 2009)) secuptyacy and integrity are some of the
biggest concerns in the implementation and uskeoOC services). The security concerns
are connected with technological, legal and busimeatters once the CSP can be legally
responsible for any security breach in the clouskebaservices, however the customer and

the organization is usually the most severely a&éiec

Besides the challenges identified in the earlietisas, in (Kumar & Garg, 2012) the au-
thors, Vikas Kumar and Kavindra Kumar Garg, disdir&smajor challenges towards the
migration of services in the cloud environment,sidaring both public and hybrid clouds.
They start by identifying the problems faced bytoogers who want to migrate services to
CC. The first issue found is the trust that custameust have on the CSPs - pursuing with
the known technical problems of service’s avaiihivendor lock-in, abuse of privileges

(e.g. by system administrators), the possibilityaof uncontrolled automatic increase or
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decrease in resources, information governanceyetion, location information), the risks

of depending on Internet access and the undefiloed performance.

On the other side, they place the business problBegnning with the reduced possibility
that the customer has to manage the platforms gedwia the cloud, difficulties of proper
monitoring, security and virtualization securitpnéidence. Additionally, they point some
existing solutions for the problems such as thélera of monitoring (Hypernic's Cloud-

Status) and management (RightScale).

2.1.7 Cloud economics

The traditional IT costs are not negligible. Inddaefore the development of a new project,
server’s infrastructure, network communications eeldted software licences must be ac-
quired and installed. With the increasing mignatd IT services to CC, the organizations
are being able to move from a model where theyhase systems and applications to
another where they are charged with a recurringbesed on their usage (Cochran &
Witman, 2011) with promised benefits (see 2.1.4vapdor instance, economic ones.

Amongst them, we can consider the payment modeftemte customer pays for what he

uses and the time of the investment. In the trawlti datacentre, the customer must pur-
chase the IT infrastructure before he can usewgever in the CC, the customer may ac-
quire the services according to his needs withptroat costs leading to a reduction in the
time to market. Additionally, the CC promises loweanagement costs and lower opera-
tional and maintenance costs (Rafique, Tareen,d5&®e, & Qureshi, 2011). These CC

savings are mainly because of economies of scaléhencompetition amongst the CSPs.
However, the alleged reduction of costs is not géataue mainly due to the multitude of

prices, which they do not include.

One of the transformations that occurs betweeitiwadl and CC, economically speaking,
is the move from Capital Expense (CapEx) to an @mral Expense (OpEXx) (the costs/ex-
penses can be broken into Capital (initial/setuppDperational (ongoing/runninggpst
model to charge back the customers (Curry, Hasamte\W& Melvin, 2012; Yeboah-
Boateng & Cudjoe-Seshie, 2013). However, it is ¢lear how organizations can benefit
from this utility model (Shimba, 2010) though tlease-or-buy decisions have been re-
searched for more than 40 years (Walker, 2009) ebher, for organizations with estab-

lished applications, the situation is more comgiexce CapEx costs are only a slice of the
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TCO and the costs over the application lifetimeraserelated with the initial cost of the
application. In financial terms, OpEXx is prefertgdan organization, once it provides the
flexibility to dismiss the costs at will. On thertoary, with CapEx, for example when
purchasing a server, the organization no longethl@spportunity to terminate the acqui-

sition costs at will, regardless of whether theseers being used or not.

Other advantages should be considered when migreti@C such as elasticity. The eco-
nomics are one of them; therefore, we argue tleaftrtigration to CC should not be done

only for economic reasons.

Tak et al. in (2011), study the economics of migrato CC. Their research tries to answer
the question concerning the decision of migratingat an application to the CC in eco-
nomic terms. They recognize an embracing set oksshat influence the costs of a de-
ployment choice and use NPV (Net Present Valueg¢dbasst analysis to generate migra-

tion recommendations.

The authors propose a classification of the case@ated with migration into two groups.

The first encompasses the direct (e.g. hardwarsaitaare) and indirect (e.g. shared stor-
age, networking infrastructure), although the sddocludes quantifiable and less quanti-
fiable costs (i.e. costs that are easy or diffitujuantify). This idea is illustrated in Figure

8.

Direct costs Indirect costs
I
o - Hardware(Server, Storage) - Rack, Shared storage costs
= Material . software(0S, database) - Networking infrastructure
i i .
"‘é Labor - DB/OS Maintenance service - Staff Salary
I 1
C:J' - Electricity consumed by - Tax
Expenses the application servers - Electricity used b‘r
® - Usage charge of cloud storage, cooling, lighting ...
= ]
- gfzu - Software porting efforts - Performance changes
¢ 1= - Application migration efforts - Possible security vulnerability
= § - More application complexity - Various time delay

Figure 8 - Classification of costs related to migrabn (taken from (Tak et al., 2010)

The authors conclude that the complete applicatigration is beneficiary only for small
or stable organizations, however partially migratsome of the application components to

the cloud is too expensive due to high costs d thainsfer.
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Other authors, Chen and Si#011), provide a cost model for computing in salenvi-
ronments. By using the model, they evaluate cloutdaurcing end-to-end and define a
threshold principle when outsourcing to cloud isremmically viable. Accordingly, they
define two “outsourcing criteria”, the first thabgtulating that it “is profitable for compu-
tation intensive tasks, specifically, when its (rhosbmputation-related) cost savings are
sufficient to offset client-cloud network distancetn the second criterion, for applications
with third-party customers, the feasibility equatichanges dramatically postulating that,
“for today’s pricing points, for mid-size enterpass it always makes sense to outsource to
cloud” (Yao Chen & Sion, 2011, p. 7).

2.1.8 Cloud computing standards

The use of standards and open-source applicatn@Ciis a key aspect to mitigate the
vendor lock-in problem (Lewis, 2013; Pahl, Zhang,F&wley, 2013a; Silva, Rose, &
Calinescu, 2013) and ensure the interoperabilitgregrCSPs. To the customer it is favour-
able once it does not stay tied to a single CSenfices - however to the CSPs it can have
negative aspects since it can mean the loss obrmess. Additionally, the standards’ use
provides the customer with a greater choice frorargety of CSPs and the ability to more

easily and accurately compare CSPs.

Standards organizations are working to create ctdaddards; however, the standardiza-
tion in CC is in its infancy (Labes, Repschlagaarrikow, Stanik, & Kao, 2012). Table 6
identifies some of these organizations and what kinvork is being done in favour of CC
standards. However, there is also an urge to cdmprethe customer’s necessities and
prioritizations. The Cloud Standards Customer Cou8CC “is an end user advocacy
group dedicated to accelerating cloud's successigiation, and drilling down into the
standards, security and interoperability issuesosmding the transition to the cloud.”

(“Cloud Standards Customer Council,” n.d.).

There are efforts of standards under way. InddedDistributed Management Task Force
(DMTF) is working on the Open Virtualization Form@VF) (Force, 2014), a standard
for representing virtual machines to allow VM imdperability between laaS providers. The
DMTF also works on the Cloud Infrastructure Managatinterface (CIMI), (Distributed
Management Task Force, 2014) that defines an aderind a logical model for managing

resources within an laaS cloud.
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Table 6 - Cloud computing standards organizations

Organization

Concern

Cloud Security Alliance
(CSA)

Sponsors a series of best practices related vatiddecurity,
The mission statement of the CSA is “to promoteube of
best practices for providing security assuranchiwi€C, and
provide education on the uses of CC to help seali@her
forms of computing.” (“Cloud Security Alliance,” 2@)

Distributed Management
Task Force (DMTF)

The Cloud Management Initiative of the DTMF“i®cused
on developing interoperable cloud infrastructureagement
standards and promoting the adoption of those atdsdn
the industry.” ("DMTF's Cloud Management Initiative
2014)

National Institute of
Standards and Technol-
ogy (NIST)

The goal of the NIST-Standards Acceleration to Jetamp the,
Adoption of Cloud Computing i&o drive the formation of
high quality CC standards by providing worked exbasp
demonstrating how key use cases can be supportetbwah
systems that implement a set of documented andcpribud
system specifications.” (Mell & Grance, 2011; “NIST]
Standards Acceleration to Jumpstart the AdoptioCloud
Computing,” 2014)

The NIST has also compiled a list of cloud relattahdards
that could be found in (Hogan, Liu, Sokol, & Torz§11).

Open Cloud Consortium
(OCQC)

Development of standards and frameworks for clowerop-
erability (“Open Cloud Consortium,” 2014)

Open Grid Forum
(OGF)

The Open Grid Forum “is an open community committed
driving the rapid evolution and adoption of applistributed
computing”. The “OGF documents, best practicesstadd-
ards provide the basis for some of the largestraost pow-
erful grids and CC operational infrastructure systen the
world” (“Open Grid Forum,” 2014)

IEEE - Cloud Compu-
ting Standards Commit-
tee (CCSC)

The CCSC *“ is chartered by the IEEE Computer Sgq
Standards Activities Board to promote the develamimod
standards in all aspects of the CC ecosystem” EEHoud
Computing Standards Committee (CCSC),” 2014)

In the area of management, the Open Cloud Complritiegiace (OCCI)(Interface, 2014)

from the Open Grid Forum defines a protocol andRhspecification for remotely man-

aging CC infrastructures. Another management stanttae Cloud Data Management In-

terface (CDMI) (SNIA, 2014) defines an interfabattapplications can use to create, re-

trieve, update and delete data elements from thelcl

The 1ISO 27017 standard will provide guidance onitliermation security elements/as-
pects of CC. The standard publication is unliket}ill2015 (ISO/IEC, 2014).
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Lastly, a de facto standard interface to cloud rganeent (Pahl, Zhang, & Fowley, 2013b),
the Amazon EC2 API (Amazon, 2014).

2.1.9 Scientific and academic projects in cloud computing

The academia also offers CC platforms to reseasdbesffer them an opportunity of test-

ing their ideas.

In the following subsections, we exemplify the woldveloped in this area. Although the
first three projects are grouped in what is callexicloud management software, the fourth

project is a live example of laaS to facilitate tlee of CC for scientific purposes.

2.1.9.1 EUCALYPTUS

The EUCALYPTUS (*EUCALYPTUS Systems,” 2014), an @aaym of Elastic Utility
Computing Architecture for Linking Your Program Useful System, emerged in autumn
2007 as a research project of the Department ofpDten Science at the University of
California at Santa Barbara. EUCALYPTUS is an opeuarce platform that implements
the laaS layer of the CC. It is compatible with &raazon Web Services’ platform allow-
ing the migration of jobs between EUCLYTUS and AWERICALYPTUS’ project runs
with most Linux distributions, hypervisors and uatization software such as VMware,
Xen and KVM. It is comprised by six components: @dontroller, Walrus, Cluster Con-
troller, Storage Controller, Node Controller andagional VMware Broker described in
Table 7.

Table 7 - EUCALYPTUS components (adapted fronf‘EUCALYPTUS Systems,” 2014)

Component Function

Queries the other components for information alyeut
sources and makes high-level scheduling decisiibns.
responsible for exposing and managing the virtedlie-
sources.

Allows users to store and manage persistent deda in-
terface compatible with Amazon Simple Storage Serv
Manages the node controllers and the virtual mashin
networks.

Cloud Controller

Walrus

Cluster Controller
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Component Function

Similar to Amazon Elastic Block Store, interfaceghw
Storage Controller storage systems by exporting storage volumes Hrabe
attached to a virtual machine.

Node Controller Controls the virtual machines’ aitigs.

It is an optional module that enables EUCALYPTUS to
deploy VMware virtual machines.

VMware Broker

2.1.9.2 Nimbus

The Nimbus (“Nimbus,” 2014) is an open-source platf, developed by scientists at the
Department of Energy of the United States (DOE)oArge National Laboratory and the
University of Chicago that also implements the l&a&@r of CC whose primary mission is

to develop an infrastructure with emphasis on #eds of science.

The Nimbus has support for Xen and KVM hypervisard implements interfaces to Am-
azon EC2 allowing the use of clients developed@@ Elouds based on Nimbus. The com-
ponents of the Nimbus project are depicted on ider8.

Table 8 - Nimbus components (adapted fronf‘Nimbus,” 2014)

Component Function

. It is a virtual machine manager that can be invokgdthe
Workspace service

frontends.
WSRF and EC2 protocol Web services for cloud ciémtieracting with Nimbus.
RM API It is a bridge between the remote protoewid the site manager.
Cloud client Allows users to run their services.
: Exposes the entire feature set to be used in sam websites
Reference client
or portals.
Workspace pilot Allows the integration of virtuabohines and resources

Agents that implements virtual machine managemedtreet-
work specific tasks on each hypervisor

Allows clients to automatically coordinate largetwal cluster
launches

An agent that is installed on each virtual machachieve in-
Context agent formation concerning the cluster. It interacts witle context
broker when the virtual machine is booted.

This is a workspace service backend that servapadal to the
Amazon Elastic Compute Cloud (EC2).

Workspace control

Context broker

EC2 backend
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2.1.9.3 OpenNebula

The OpenNebula (Project, 2014) is the result oésearch project initiated in 2005 by

Ignacio M. Llorente and S. Ruben Montero at the Glomense University in Madrid. The

first release was made available as an open-sqiaitferm in March 2008. Operating on

laaS CC layer it is compatible with virtualizatisoftware such as Xen, KVM, VirtualBox

and VMware. Similarly to what happens with earlpeojects it is also compatible with

Amazon EC2. The Table 9 presents the OpenNebula coanponents.

Table 9 - OpenNebula components (adapted froifProject, 2014)

Component Function
This machine runs the OpenNebula services. It9pae-
sible for containing the management daemon, theds¢ch
Frontend , : o
uler of virtual machines, a tool to monitoring aawtount-
ing, the web interface and the cloud API servers.
Hosts Matches to the physical machines that run the alibnes
that are managed by the OpenNebula daemons.
Cluster Pool of hosts sharing data stores andalirtetworks.
Image repository Storage for registered Images.
Sunstone The OpenNebula web interface.
. Server that enables the management of the weltsdhat
OCCI Service . :
allows to launch and manage virtual machines.
Self-Service Interface towards the end user.
EC2 Service Enablles the management of OpenNebula with Amazon
EC2 interface.
OCA The OpenNebula API, a set of libraries that easecttim-

munication with the XML-RPC management interface.

2.1.9.4 OpenStack

OpenStack is a cloud operating system that contaod® pools of compute, storage, and

networking resources throughout a datacentre, aflaged through a dashboard that gives

administrators control while empowering their ugerprovision resources through a web

interface (Foundation, 2014).
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Originally developed by NASA and Rackspace in 20tGeptember 2011 the project is
managed by the OpenStack Foundation, a non-prafgocate entity. The OpenStack is

based on core services summarized in Table 10.

Table 10 - OpenStack components (adapted frofiOpenStack Projects, History, and Releases Overview.))

Component Function

Compute Infrastructure CC fabric controller (the main part of an laaS eyst

(Nova)

Storage Infrastructure

(Swift) Scalable redundant storage system

Block Storage (Cinder) Provides persistent bleslel storage devices

A pluggable, scalable and API-driven system for agamg
networks and IP addresses

Provides a graphical interface to access, proviaiamhau-
tomate cloud based resources

Affords a central directory of users mapped to @hpen-
Stack services they can access to

Provides discovery, registration and delivery sssifor
disk and server images

Networking (Neutron)

Dashboard (Horizon)

Identity (Keystone)

Image Service (Glance)

Tech companies such as AMD, Brocade Communicaggetems, Canonical, Cisco, Dell,
EMC, Ericsson, Groupe Bull, HP, IBM, Inktank, IntBIEC, Rackspace Hosting, Red Hat,
SUSE Linux, VMware, and Yahoo have joined the Opeds§s project (“OpenStack
Projects, History, and Releases Overview,” n.dnhil&rly to what happens with other pro-
jects in CC such as EUCALYPTUS and OpenNebulaQpenStack is also compatible
with Amazon EC2, although with different levels & et al., 2013) (OpenStack -
23,01%, EUCALYPTUS - 30,09% and OpenNebula - 8,85%)

The OpenStack’s project is mostly written in pytteord uses different drivers to interface
with a maximum number of hypervisors such as XeviMKHyper-V, Qemu.
2.1.9.5 Projects comparison

EUCALYPTUS, Nimbus, OpenNebula and OpenStack aenemurce CC software plat-
forms (Sempolinski & Thain, 2010). Though in earkections are presented the generic

characteristics of CC projects here, we compana th® a whole as exposed in Table 11.
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Table 11 - Cloud computing projects comparison

Characteristi

EUCALYPTUS Nimbus OpenNebula OpenStack
Projects
Service models laaS laaS laaS laaS
Amazon Yes Yes Yes Yes
Compatible
Public Public Public .
Cloud deployment Hybrid Community Hybrid Pl_Jb“C
models ; . ; Private
Private Private Private
Xen
Xen Xen
Hypervisors KVM Xen KVM KVM
KVM Hyper-V
VmWare VmWare
LXC
Develobed at UC Santa University of NASéeAarrr::ehs Re Rackspace and
P Barbara Chicago NASA
Center
Licence GPLV3. Apache 2.0 Apache 2.0 Apache 2.0
(free version)
Initial Release 2008 2009 2008 2010
Operating Linux, . , Linux,
System Windows Linux Linux Windows

All the frameworks have an Apache 2.0 licence with exception EUCALYPTUS that
has a GPL licence type. Besides these two licersthgmas are compatible, the Apache
2 licence products can be included in the GPLvloe schema, the Apache licenced pro-

jects could not be licenced under the GPL licence.

All the platforms support the Xen and KVM hypervisoHowever, the commercial hyper-
visor VmWare, is only used by EUCALYPTUS and Opebila while the Microsoft Hy-

per-V is used by the OpenStack framework.

2.1.9.6 Science Clouds

The academic institutions share interest on CQleeghe development of cloud platforms,
such as the ones presented in the earlier sedtisraso the creation of a cloud infrastruc-
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ture platform. In fact, in 2008, two American Unisities, namely the University of Chi-
cago and the University of Florida launched theeSce Clouds (Keahey, Figueiredo,
Fortes, Freeman, & Tsugawa, 2008; “Science Clouusl) project. The project has two
main objectives: to facilitate the use of a CC emwinent such as laasS for scientific projects
and to a provide better understanding by the s@iermommunities of this paradigm
(Keahey et al., 2008). The Science Clouds is madda anformal group of small clouds
that make the resources available on a voluntasisbBresently part of this group are the
Universities of Chicago, Florida, Purdue and Makamis project builds on the platform
Nimbus laaS including a gateway to allow the usemigrate the work of the Science

Clouds to a commercial infrastructure.

2.1.10 Commercial Platforms

The commercial organizations have also adheredtolG demonstrate this interest, in the
following sections, will present the commercialtfidlams offering cloud services most of-
ten cited by the authors (Armbrust et al., 2009%\&ng & Ng, 2010; Xu & Liu, 2010; Q.
Zhang et al., 2010; Shufen Zhang et al., 2010},ith&mazon, Google, IBM's Blue Cloud
and Microsoft.

2.1.10.1 Amazon

The authors (Beserra et al., 2012; Dowell et #1112 Lewis, 2013; R. Wu et al., 2010)
recognize Amazon as one of the world referencetenCC. The company has a huge
computer infrastructure that was created to resporide great peaks of sales, Christmas
and special occasions (DaSilva, Trkman, DesouZan&i¢, 2013) and was underutilized
at other times of the year. For this reason, the2on attempted to monetize their invest-
ment offering cloud services via Amazon Web Sesjid@d/VS. With these services, it is
possible to request and obtain within minutes, asimg power, storage and other services

in the infrastructure of the Amazon's cloud.

The AWS provides a huge array of cloud servicesr(&on Web Services,” 2010) among
which stand out:

* Amazon Elastic Compute Cloud (EC2JAmazon, 2013} This service offers dy-
namic computing capacity, in the Amazon cloud, adiog to a payment model,
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pay-as-you-go where the user pays only for theurees he uses. The user can
choose from a set of images, Amazon Machine Imad#l) preconfigured and
ready to use or create a new image, choosing theegsor, configuring security,
network and access network and choose the systeratomg to use. These images
are executed on top of Xen hypervisor (“Gettingteth” 2013).

* Amazon Simple Storage Service (S§)Amazon Simple Storage Service (Amazon
S3),” 2014)- It is a collection of Web services that can bedusestore and retrieve
data from the Amazon cloud infrastructure. Theseises are equivalent to those
that company uses to store information from theibsites.

« Amazon Relational Database Service (RD§JAmazon RDS,” n.d.}-Itis a web
service that allows the customer to configure, afgeand scale a relational data-
base, similar to MySQL, on the Amazon's cloud. fidwgine tasks of the database,
such as backups and engine updates, are autoryatizade. Parallel to the RDS,
Amazon also provides access to data storage witlsdog a relational database via
the SimpleDB service. These Web services provisiengle interface for creating,
storing and querying multiple data sets. The infaron is automatically indexed;

there is no need to pre-define a database schema.

Other services provided by AWS include e-commemessage management, monitoring,
network, billing and payments, Web traffic and huntebour power.

2.1.10.2 Google

The Google App Engine (“O que é o Google App Engjha.d.) is the cloud platform of

Google that allows the execution of applicationshi& infrastructure of Google's servers.
These applications can be written in Java, JavpS&uby and Python and if the developer
is using the SDK's provided by Google, the locahpater is able to emulate the services
provided by App Engine, and thus test locally tppligations that will be run in the cloud

of Google. The application execution is carriediawd controlled environment, a sandbox
that isolates the application in a protected emwirent independent of hardware and oper-
ating system. Google offers two execution environtsieone for Java and another for Py-

thon.

The App Engine provides services that perform comtasks freeing the customer of cod-

ing them. These services include obtaining URLsssages, cache, image manipulation
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and programming tasks. In addition to these sesyittee programmer can also use Web
frameworks (a set of modules that allow developergeate web applications and services
without having to deal with low-level details), $uas Django, CherryPy, Pylons and
web2py (Q. Zhang et al., 2010) to further faciét#teir work. The platform also provides
a storage service for distributed information, eliéint from traditional relational databases.
The storage is completed by assigning to eachyemtitpe and a set of properties, allowing

gueries by type or by the value of the properties.

2.1.10.3 IBM

In November 2007, IBM entered on the CC by presgrthe first plans for “Blue Cloud”
(“IBM Introduces Ready-to-Use Cloud Computing,” i@ set of CC offerings that would
allow moving the corporate data centres to IBM dlothis is made of IBM BladeCenter
servers with the Linux operating system and sofwartualization based on Xen, and
managed by the IBM’s Tivoli software. This solutisrbased on IBM technologies devel-
oped for it over several years, such as Parallsplgy, IBM's Deep Blue SP Cluster and
Blue Gene.

Currently, IBM offers SmartCloud (“IBM cloud,” 20)4s a family of enterprise-class CC

technologies and services for securely buildingusidg private, public and hybrid clouds.

2.1.10.4 Microsoft

The Windows Azure platform includes a group of tembgies providing a cloud specific
set of services for the execution of applicationd atoring data in a Microsoft cloud

(“Windows Azure platform,” n.d.). The platform inees three components:

* Windows Azure ™ —ltis a cloud operating system based on Microsaftdaiws,
which enables to run applications and store datseovers provided by Microsoft's
cloud — it is worth underlining here the great cauitplity between Windows Azure
and the Windows world existent on local computrzording to Microsoft, what
an application “sees” on Windows Azure is similamthat it “sees” in Windows
Server 2008, and for programmers developing ancgijan for Windows Azure it

is similar to a traditional application developmismnvironment for Windows.
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* SQL Azure -1t offers services of a relational database tactbad and is based on
the technology Microsoft SQL Server.

* Windows Azure platform AppFabric — The Azure AppFabric provides services
to facilitate the interconnection amongst applmasi running in the cloud and lo-
cally. The AppFabric includes two components: tivise bus and the access con-
trol. Though the first one simplifies the publicatiand access through the Internet
to services provided by applications, the secotwval the RESTful client’s au-
thentication to servers by providing informationtkat they can decide what appli-

cations customers can execute.

Because Windows Azure supplies an environmentairtalthe one found on the Microsoft
Windows, the applications therein implemented camvhtten in traditional programming

languages used in the Windows environment, suc@ #s,C + +, Visual Basic and Java.
Thus, the migration logic of an application frone #Windows environment to the Windows

Azure platform is usually easy and absent of tresibl

The information in a Microsoft's cloud can be stbne blobs (unstructured data), tables
(structured data), messages and queues for acch3$-5 drives. The data storage service
of the Azure’s platform can be accessed both bydgiaft Windows Azure’s applications
and by applications running locally using a RESHpproach. The Representational State
Transfer, REST, is used to describe any interfeasestnitting data from a specific domain
over HTTP without an additional layer such as SO#dssage (Fielding, 2000). RESTfull

is the name given to the systems that follow th&RRrinciples.

2.2 Related work with migrating to cloud

With the large amount of resources provided foreflgping and deploying applications,
the CC is a tool of major importance to the reptaest and migration of many of the
services hitherto available in data centres. Nazlefis, some researches are dedicated to
determine the drivers of migrating to cloudmguting thus the literature is limited
on this topic (Nkhoma & Dang, 2013).

In earlier sections, we presented the challengddsmues of CC and the concerns of the
migration to this paradigm. In this section we esggsome solutions, envisaged by several

authors, aimed at the CC migration (Banerjee, 2B&8grra et al., 2012; Chauhan & Babarr,
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2011; Ezzat et al., 2011; Frey, Hasselbring, & ®cin2012; “Innovation Value Institute
(IV1),” n.d.; Ali Khajeh-Hosseini, Greenwood, Smjt&. Sommerville, 2010b; Kundra,
2011; Mithani, Salsburg, & Rao, 2010; TuSanova,2Z201

2.2.1 Migrating to cloud, frameworks

Several authors investigated the migration to C&otdingly, in this section, we expose

the frameworks envisaged by them for a CC migration

2.2.1.1 The Vivek Kundra decision framework

In February 2011, Vivek KundraChief information officer of the United States, in
(Kundra, 2011) proposes a decision framework foud@Imigration. This framework ex-

hibits a strategic perspective, to federal US agsnconcerning the thinking and planning
for a CC migration. The framework contains thregamanigration steps, Select, Provision

and Manage that are presented in more detail iteTkhb

The framework outlines a methodology that may kedlus determine which services are
ready for CC today, what can be considered for laigration and demonstrates how to
choose provision and then manage services in thuelcAlthough this is a framework spe-
cifically designed for the migration of US fedeagencies to CC its recommendations are

applicable to other organizations.

The work shows a set of high-level rules that thenaies should follow when migrating

to CC. Yet, they do not point specifically the steygeded to know the current organization
IT state such as IT infrastructure and services,tine relationship between the software
applications and the data, the hardware capacégiet: neither concretely points the steps

to migrate to CC.

Table 12 - Decision Framework for Cloud Migration (adapted from (Kundra, 2011)

Select Provision Manage

* Identify which IT ser- |« Aggregate demand * Shift IT mind-set from

vices to migrate and where possible assets to services
when * Build new skill sets as
required
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Select

Provision

Manage

Identify sources of | o
value for cloud mi-

grations: efficiency,
agility, innovation | «
Determine cloud .
readiness: security,
market availability,

government readi-

ness, and technol-

ogy life cycle

Ensure interoperability
and integration with IT
portfolio

Contract effectively
Realize value by repur
posing or decommis-
sioning legacy assets

Actively monitor SLAs
to ensure compliance
and continuous im-
provement
Re-evaluate vendor an
service models periodi
cally to maximize ben-
efits and minimize
risks

d

2.2.1.2

Tusanova

The decision-making framework for adoption of cloud computing by Adela

In another work (2012), the author, Adela TuSan@argues that the CC migration is a

complex process of decision-making, reason whichivaied her to present a framework

in order to facilitate the process of decision-makiior cloud migration.

The framework comprehends six steps:

Workload definition;

Definition of Alternatives;
TCO Calculation;
Definition of criteria;

S o

Workload suitability Analysis;

Multi-criteria method application.

In the first step, the collections of IT componeats defined as well as the relationship

among them. After that, they are classified inttlree main types of cloud workload (SaaS,

PaaS and laaS).

The purpose of the step “Workload suitability Argdy is to ask the IT manager a set of

guestions, which will be helpful to evaluate thetahility or unsuitability of particular

workload for the CC.

The “definition of alternatives” step is where thautions of the CC where characterized

by a set of criteria defined in the fifth step loé framework.
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In the fifth step, are defined the criteria thalirteate which alternatives are to be consid-

ered.

The last step, “Multi-criteria method applicatios”where the author suggests the applica-
tion of the application of the Decision Matrix Meth(DMM) (Pugh, 1981) for multi-cri-

teria decision-making.

Although the traditional IT components are group®d cloud categories, this does not
mean that, when migrating CC, the categories avévalgnt as previously defined. For
instance, when the organization replaces an egisgaplication with a SaaS solution, the
initial category is laaS, which is migrated to aSasolution in the cloud. Moreover, no
structured way to gather this information is poiht€he workload suitability analysis may
be influenced by the definition of alternativesubsequent step; however, there is no life

cycle notion between any of the steps of the fraarkw

As presented, the solution costs, affects the C@ration’s decision. Again, a cycle is
needed since the cost can lead to a suitabilitlysisa

2.2.1.3 The Cloud Adoption Toolkit

Ali Khajeh-Hosseini et al., in (2010b), describe tthallenges that a decision maker faces
when assessing the feasibility of the CC migratiotheir organizations, and presents the
Cloud Adoption Toolkit, which has been developedupport this process. The steps of
the purposed toolkit are depicted on the Figure 9:
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Technology
suitability analysis]

A A
Cost modelling &
Energy Stakeholder Impagqt
Consumption Analysis
Analysis

A

Responsibility
Modelling

h 4
Requirements an
Implementation

Figure 9 - Ali Khajeh-Hosseini framework (adapted fom (Ali Khajeh-Hosseini et al., 2010p)

The framework starts by supporting the decisionemakn determining if CC is the most
appropriate technology to solve the proposed isanéscontinues with the accountable
step accountable by supporting the decision makeabtaining accurate estimate costs
and energy consumption. At the same time, it assets® organizational fit to the cloud
paradigm regarding “practicalities, social factarsd political factors”. After these two

steps in parallel, the operational feasibility stellows by verifying the workable set of

responsibilities and by determining the socio-praitacceptability of strategic dependen-
cies between organizations and departments. Theeftark ends with the requirements

and implementation’s phase.

This toolkit is an attempt to establish a framewtarlorganize the thinking regarding the
problems placed to the decision makers during tiggation to CC in the enterprise. It
provides a set of tools to address the concerdeasion makers, allowing them to focus
on shaping the attributes of the organization osy3tems.

Besides the work developed and the new ideas pezbdns framework lacks considering
other issues besides the cost-related and su@pdetsision process that stays on an abstract

decision level.
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2.2.1.4 Fly over clouds or drive through the crowd: A cloud adoption framework from Ez-

zat

Ezzat et al. in (2011) proposes a framework fodusesupport decision makers, in their
migration to CC, depending on their own businesesand predefined issues. They view
the migration to CC under three perspectives, tlegness, the technical and the economic
ones. The first is studied regarding business rements’ description to depict the organ-
ization as a whole. The goal of the technical pectpe is based on the technical applica-
tion itself. Lastly, the economical perspective Idegith a precise cost analysis, for the
necessary application/service to define whetheraetter to migrate to the cloud or remain

with on premise.

The framework includes three main layers. The fargt is the integration between busi-
nesses, technical and economical perspectivelsaalhg the same level of importance. The
second layer comprises the basic factors that@msidered under each perspective. The
third and final layer is a supplementary decompmsiof sub-factors within each basic

factor for assessment and evaluation.

Besides the work developed and the new ideas pgeskehis framework does not seem to

expose a formal process supporting customers otashkeof migrating to the cloud.

2.2.1.5 Migrating service-oriented system to cloud computing: An experience report from

Muhammad Aufeef

In (Chauhan & Babar, 2011) the authors summarige gnactical experience by reporting
the information gathered when they migrated thekhstat open-source software’s frame-
work, to the CC. They assert that the followingpstehould be included as a process’ sup-

port for migrating software systems to CC.

Evaluation of components for scalability;
Evaluation for orchestration;

Identification of the components for refactoring;

A

Evaluation of the solution against the target cls@hvironment.

This work contains a summary of a practical expexeof migrating an open-source soft-

ware application to the CC. Besides presentingsteps that have been taken to migrate,
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the Hackystat's application to CC does not expol®raal framework for migrating ser-

vices to CC.

2.2.1.6 Cloudstep

Patricia V. Beserra et al., in (Beserra et al.,2Qfresent Cloudstep, a step-by-step deci-
sion process aimed at supporting legacy epjpdin migration to the cloud. The
process was exemplified with the migration of a iro@dcommercial application to the CC.

The Cloudstep process is centred on theegukntification and analysis of relevant

issues that might influence the cloud’'s sédectand migration’s task.

In short, the Cloudstep method depicted in Figlrstarts by determining the key charac-
teristics of the application that are to be migiate CC and few potential CSPs to make a
profile. Afterwards, this profile is analysed witie purpose of discovering constraints that
prevent a company from migrating to cloud. Aftealgsing the profile, the constraints

identified can be solved if possible and the orgaimdn can adopt a cloud solution that best
suits to the company needs. The nine activities ¢hempose the whole Cloudstep deci-

sion’s process.

The Cloudstep process, developed new ideas forostipg the migration of legacy appli-
cations to CC. However, we do not find processkde@ with the migration of data, the
infrastructures and services, impact of this changthe organization, SLAs management,
amongst others.
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Define application Define cloud
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constrains Evaluate tecnical/ provider
'y financial constrains y

No constrains 4| Define migration
strategy

Application|or provider
consyains

Application constrains Providerconstrains

Perform migration
Unresolved constrains

)

Figure 10 - The Cloudstep workflow (adapted fromBeserra et al., 201p)

2.2.1.7 CloudMIG

The approach followed by Frey et al. (2012), Clod@Nbr migration to CC, aims at sup-
porting SaaS providers in the comparison and plepphases to migrate enterprise soft-
ware systems to laaS or PaaS based clouds. Thislnu&picted on Figure 11, encom-

passes six steps:

Al — Extraction — This step comprehends the extraction of architattnd utilization
models of the legacy software systems.

A2 — Selection -n this step (can be performed in parallel witlpstg an appropriate
cloud profile candidate is chosen. The criteriatfee decision can be the prefer-

ence of renowned CSP, defined cost structure eataife that has to be supported.
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A3 — Generation —The generation activity produces the target aechitre and a map-
ping model. In addition, the constraint violaticsi® detected (a violation de-

scribes the breaking of a limitation of a sped@i8P, for instance).

A4 — Adaptation —In this step, a reengineer could manually adjostesaspects of the

generated target architecture.

A5 — Evaluation —The evaluation activity involves a static analysisl a runtime sim-

ulation of the target architecture.

A6 — Transformation — The actual manual migration towards the targdtitacture.
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Figure 11 - CloudMIG approach (taken from Frey et &. (Frey et al., 2012)

Besides the work developed and the concepts anmkinedeas presented, this framework

does not seem to expose profiling and a categaizaf the applications.
2.2.1.8 Moving to the cloud: Workload migration techniques and approaches from
Banerjee

Banerjee in (2012) addresses the migration to CEntdrprise level workloads without
redesigning or re-engineering the existing appbest To achieve this goal, the author
presents the five steps of migrating workload ta Tk Figure 12 illustrates these steps.
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Initial . .
. Planning and Implementing
screening and . . .
. design the Migration
analysis

5

Final testing <:| Tuning the
and go-live target

Figure 12 - Workload migration techniques and appraches (taken from(Banerjee, 2013)

In the ‘Initial screening and analysis’ step, tia & to gather key data on existing work-
loads, applications and their dependencies to aedlyese data and determine plausible
migration candidates. The next step, ‘Planninga@esign’, takes care of the logical design
of the applications in the cloud. The ‘Implementthg Migration’ step follows, and here
the workloads are migrated to the cloud platfornmgishe most appropriate technique.
Once in the cloud, the instances have to go thrangidjustment stage, which is performed
in the ‘Tuning the target’ step. In the final sté&fipal testing and go-live’, it is confirmed,
that the migrated workloads are performing as etgqoeand the cloud becomes the produc-

tion environment.

Besides the work developed and the new ideas pgeekehis framework does not seem to
emphasize the importance and the role of busimessigrating to the CC. It started the

process of collecting information without the piws preparation of a strategic plan. The
framework is a high-level one; however, it hadditetails regarding the tasks to be per-

formed.

2.2.1.9 VI Cloud Computing Life Cycle

The Innovation Value Institute (IVI) from the Namial University of Ireland Maynooth
(“Innovation Value Institute (IVI),” n.d.) consouin (a consortium of leading organiza-
tions from industry, the not-for-profit sectoncaacademia), to address the issues in-
volved in the CC migration developed and testetifea cycle for systematically man-
aging cloud migration projects, the VI Cloudr@puting Life Cycle (Conway & Curry,
2013).
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-3

Implementation
Strategy

Figure 13 - The IVI Cloud Life Cycle (taken from (Conway & Curry, 2013)

The cloud life cycle includes four phases, furttieided into nine steps, as illustrated in

Figure 13 and presented in more detail in Table 13.

Table 13 The IVI Cloud Life Cycle - stages and step§Adapted from (Conway & Curry, 2013)

re-

Starts with the investi-

Phases Steps
Investigate —Provides an insight into and comprehensior
garding what an organization wants to achieve whigmating
to CC as well as what goals and expectations doe toet.
Architect Identify — Assesses business areas to identify those thg

appropriate to migrate to the cloud and what imlaist will
have on the current delivery model.

At are

gation and planning of
the cloud project

Implementation Strategy— Defines, at a strategic level, hg
the cloud services will be migrated and how thelyva rolled
out.

W

Business Desigr Designs what is to be migrated to the cl
and what the future state will be.

bud

Engage

Select— Based in the requirements and the other criteria
fined on the Architect phase, this step will beestdd the beg
supplier based on value, sustainability, and qualit

L de
5t

Selects a CSP that car
deliver the required
cloud service

Negotiate —In this step is completed the final negotiatio
completed, the preferred supplier is chosen, iatlespprova
is acquired and the contract(s) is/are signed.

Operate

Implementation and
the day-to-day man-

Operational Rollout — This is the step where the transit
plans will be finalized and published and wheretthasition

team is selected and managed. The acceptanceocritsr

agreed, the transition is carried out, progressimsmunicate(
and the knowledge transfer is conducted.

on

agement of the cloud
service

Manage the Supply Chain -t is important to manage tk
new cloud service as efficiently and effectivelypassible.

ne
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Phases Steps

Refresh Review —Reviews the cloud service requirements ba

in: the cloud service itself, other changethimithe busi

Ongoing review of |ness, changes within the supplier organizationthemeed t¢
cloud services change the supplier.

O

Besides the good work developed and the new idgassed this framework does not seem

to present the CSP view.

2.2.1.10 Cloud Decision Support System

Mithani et al. (2010) identify the need to validétgsiness applications and workloads in
relation to technical portability and business isgments/compliance so that they can be

deployed in a public cloud without considerabletooszation.

In this work, the authors present the approachu€bDecision Support System (CDSS),
that helps the stakeholders in the process of tmgy#o the CC, namely to automate the
process of identifying business workloads that #teduld be migrated to a public cloud
without re-architecting the applications or chaggimeir business logic as comprehending

its cost-benefits.

2.2.1.11 Comparison of the presented proposals

In Table 14 the frameworks presented are comp&®dan be seen, according to the ana-
lysed documents, the majority of the studied framrd® does not include an initial step to
define a strategy for the migration of service€@. It does not address risk management
nor legal issues either, nor analyses the impanotigfating services to CC. Additionally,
the contracts management, the vendor lock-in,dkeng of the achieved solution, the use
of good practices and the continual improvemerthefsolution are other issues that are
not covered by the analysed solutions. Notwithstep@éach of the studied frameworks
offer a solution to migrate IT to CC, none of thpoints a way to enforce that the actions
developed to complete each process (that makeeufppaimework) are managed, done ap-

propriately and in an organized way. To solve iggsie an IT governance framework, such
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as ITIL or COBIT, could be used as a referenceefind each of the framework processes

to achieve the best solution for the organization.

Table 14 - Related proposals comparison

i)
Characteristic 2 %’ - 2
22 2 | o 2
ro| 2|8 g | g
gg © 8‘ — - g O
o8 = S S ] o O o -2
28| § I ® ? 5 s 2, 3 <
Project | © & ? EES g S 3 El 2 O %
s = X 9o 5 N 2 o o @ =2
©o| w |OE| w2 T @) o o =5
Understand CC Yes No Yes No Sﬁlé‘i):lr' No No No Yes
;«;frllnmon of a strategic No No Yes No No Yes No Yes Yes
Includes business manager No |SUPer|  ves Yes Yes Yes No Yes
ment participation ficial
] Yes ap-| Yes ap-
Agr?ilzastei(fr:r;'z T.:_J frent or- Yes Sﬁlé?:lr No Yes Yes | plica- plica- Yes Yes
9 tions tions
Migration of services, ap- Legacy . o
plications, data and infra- | Yes No Yes Yes No | applica- Ap_pllca Ap_pllca Yes
! tions tions
structure tion
CSP selection Yes Yes Yes No No Yes No Superficlal Yes
. Super- -
Risks management Yes No Yes No ficial No No Superficial Yes
Security Yes S_uper- Yes Superﬂ- Yes Yes Yes Yes Yes
ficial cial
Super- Superfi- Superfi-
Legal Yes ficial No cial No cial No No No
Impact Yes No Yes No No No No Superficial  Yes
Costs Yes Yes Yes Yes No Sucgi);lrfl- Yes Yes Yes
Cost- Super-
Issues considered Yes Yes re- No i c?al Yes No Superficia Yes
lated
Super- Superfi- Superfi-
Staff ficial No Yes cial No cial No No Yes
Contracts Yes No No No No Sucgi);lrfl- No No Superficial
SLA Yes No Yes No No Slgi);rf" No Yes Yes
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Vendor lock-in Yes No No No No No No No Yes
Presents a forma_ll process| yoq No Ab- Yes Ab- Yes Yes thtIQ de- Yes
to support CC migration stract stract tails
Solution testing No No No No No Slj:?;rf" Yes Yes Superficial
Continual improvement Yes No No No No No No No Yes
Support of case studies No No Yes Yes No No No No Yes
I quernance (good No No No No No No No No No
practices)

2.2.2 Migration to the cloud, miscellaneous tools

There are tools that per se are not a completéi@olior the migration to CC per se, how-
ever they could be used as a support for particssaies. Accordingly, they are presented
in the following paragraphs (Costa & Cruz, 2012;Khajeh-Hosseini et al., 2011; Li,
Yang, Kandula, & Zhang, 2010; Misra & Mondal, 2011)

Ali Khajeh-Hosseini et al. expose two tools thah &b support decision-making during the
migration of IT systems to the public laaS cloud¢A. Khajeh-Hosseini et al., 2011). The
first is a modelling tool that produces cost estasaf using public laaS clouds and can be
used to compare the cost of dissimilar CSPs, demoy options and usage scenarios. The

second tool is a spreadsheet outlining the beragiitsrisks of using laas.

Misra et al. (2011) present a comprehensive aisalykere to explore the viability of
transition from traditional computing to CC for lnusss enterprises. They concluded that

a large proportion of business has financial beniétitey migrate to CC.

The CloudCmp, a tool presented in (Li et al., 2009)Li et al. is aimed to support CC
customers in selecting a CSP being used to systaitycompare cloud services. Cloud-
Cmp includes a set of benchmarking tools used mopewe components whose results are
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then used to predict the performance and costcakeomer application when deployed on

a cloud.

Paulo Jorge and Antonio Miguel in their paper (@a%tCruz, 2012), show the steps to
migrate a traditional windows’ application to thantows Azure world. With their study

and through a small case study they have concltltsdthe application’s performance
does not deteriorate when migrating to the cloualvéler, they finish by stating that the
migration to CC will be primarily accomplished foon-critical business applications, pro-
tecting therefore the core applications of the pigation from errors and security faults

while the organization gains experience with closege.

2.3 IT governance

IT governance enables the management to make Hettsions pertaining to IT initiatives
and investments (Raodeo, 2012). The proper manageshénformation Technology has
a significant influence on organizations and shahktefore be a growing concern in or-
ganizations that intend to use technology to betenpete better in a world of continuous
and rapid change. The term IT governance born @fattcounting and audit abuses that
prompted the Sarbanes-Oxley (SOX) Legislation 602 (Winniford, Conger, &
Erickson-Harris, 2009).

Over the years, a variety of IT governance framé&wa@rose, each one having their own
strengths and weaknesses, each one with its ows fw purpose. The following sections

present some of these frameworks.

2.3.1 Governance frameworks and standards

IT has stopped being a support area becoming isiciglg a necessity in the business strat-
egy of organizations. With this increasing depedan IT by the organizations, the man-
agement of IT services has become a key area watlgiemnizations whose main objective

is aligning IT to business and promote costs redoct

Comparing the management of IT services with thditional model, oriented to IT oper-
ations, the management of IT services is a dis@mriented to customer-defined processes

and IT to manage IT “as a business” (Winnifordlet2z009). The IT service management
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(ITSM) , refers to the implementation and managdroéqguality IT services that meet the
needs of the business (Mourad & Johari, 2014).

There is already an extensive set of recommendatammlT management and IT govern-
ance in general. The ITIL, (Axelos, 2013; Lee, 20L&sihla, Coetzee, & Lall, 2012;
Sharifi, Ayat, Rahman, & Sahibudin, 2008), the CohObjectives for Information and
related Technology (COBIT), the Capability Matyfidodel Integration (CMMI) that sup-
port IT governance and a standard 1ISO 20000. Thst applied and widely used (Cots &
Casadesus, 2014; Sahibudin, Sharifi, & Ayat, 2@BYA, ROSA, & others, 2012) is the
ITIL. The main objective of these models and stadslas to give transparency to the ac-

tions and processes of IT (Duque & Lyra, 2010).

2.3.1.1 ITIL

The ITIL (Axelos, 2013) is a de facto standard #drereference model for IT management
processes. It consists of a set of good practi@should be observed in the operation and
maintenance of IT. This model was developed byghglish government for use in IT

companies, and was quickly adopted across Euroffeeatandard for best practice in ser-

vice delivery IT.

2.3.1.1.1 Overview

Considering the general field of IT, the ITIL (Axsl, 2013), stands out as a widely recog-

nized reference guideline for IT service management

Published by the Central Communications and Telesonications Agency (CCTA) and,
more recently, the Office of Government Commerc&Q), ITIL provides a practical, no-
nonsense framework for identifying, planning, detimg and supporting IT services to the
business. Consisting of a set of good practicesgrieed over five volumes known as Ser-
vice Strategy, Service Design, Service Transitg@eryice Operation and Continual Service
Improvement, ITIL is currently in version 3 (knowas ITILv3 and ITIL 2011 edition). Its
last update was in 2011, ITILv3 it has been rapatippted throughout Europe as the de

facto standard for best practices in IT servicéveey.

79



Literature review

2.3.1.1.2 History

The first version of ITIL, developed between 1988 4995, was published in England by
the CCTA now known as OGC and its initial use wabé a guide to the Government of
England. This initial version, consisting of moham 40 books, covers all aspects of IT
service delivery. In 1991 the ITIL user’s forum waeated, the IT Information Manage-
ment Forum (ITIMF), which subsequently changedndsne to IT Service Management
Forum (itSMF) (“itSMF International,” 2013). Latebetween 1996 and 2004, the initial
version was revised giving rise to ITIL V2 and cisting of seven books that were widely
used around the world. In 2007, a new revisiongdke ITIL version 3, and another re-
duction in the number of books, now to five corekecovering all phases of the service
life cycle represent the main content of ITIL VB.2011, ITIL had an update in order not
only to resolve errors and inconsistencies, but sismprove the publications, to answer
to suggestions for changes to make easier to t@dcland to review the Service Strategy
publication for clarity (Ltd, 2011) which resultedthe ITIL v3 2011 edition. This review

also adds, in accordance with the editor, “somee@ge on how IT service management
is impacted by cloud computing” (Office, 2011, p. However, despite the launched up-
dates in the course of the present research, itnoasiecessary to reorganize the work
firstly because, according to our knowledge, thame no implementations of ITILv3

2011in any organization and secondly because tdedadoverage concerning CC is re-

duced.

2.3.1.1.3 Goals

ITIL provides a set of organized procedures withollan organization can manage its IT.
Among the main objectives of ITIL are the integratiof IT services with business; the
reduction of IT services costs; improvement of gjuality of IT services; increase effi-

ciency and effectiveness.

80



Literature review
2.3.1.1.4 ITIL books

The current version of ITIL, version 3, comprisegfbooks known as Service Strategy,
Service Design, Service Transition, Service Openadnd Continual Service Improve-

ment. These five publications are arranged aroneadoncept of service in an iterative life
cycle’s structure as depicted in Figure 14.

ance Methods S
o™ p— ta,,,e,”
"*\\\s \_'\““a\ Service mp,oye
& M B3

s e
%

se‘\f\c:e Des;g,’

speciality Topjeg

Figure 14 - ITIL service life cycle (taken from(“IT Governance, IT Security & IT Service Managemeén.d.))

In the following paragraphs, an overview of eacbkb® made and the processes recog-
nized in each one are identified.

2.3.1.1.4.1 Service Strategy

The Service Strategy book provides a guidance entbalesign the service management
and ensures that organizations are in a positi@cideve operational efficiency. Its main

goal is to make the organization think and act gtrategic way. It is at this stage that the
customers idealize the services that will be iroedance with the organization's business

and generate business value, define to whom diféesérvices that is, the markets for which
the service should be developed, among others.

This stage is divided into the following four preses:

Strategy generation- To support the service provider think and actsgically;

Service Portfolio Management (SPM) The main objective of this process is to

ensure that the service’s provider has the servieesled by the business with an
appropriate investment and outcome;
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Demand Management With a critical role in the strategy of the seey demand
management tries to reach a balance between tipdysapd demand for the ser-
vices by anticipating the demand;

Financial Management- To provide services in economic conditions ihéces-
sary to have a transparent view of all costs figpralcesses in the service organiza-
tion. The financial management assesses the véllieservices and the implied

value of assets. It includes budgeting, accourdimdjcharging of services.

2.3.1.1.4.2 Service Design

ITIL believes that a good design depends on thaes of an efficient and effective use

of the four P's of design:

People: people, skills and competencies involvetieédelivery of IT services;
Processes: the processes, duties and activitiek/gt/in the provision of IT ser-
vices;

Partners: vendors, manufacturers and suppliershetlpand support the provi-
sion of IT services;

Products: technology and management systems fauihydy of IT services;

This stage includes the following processes:
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Service Catalogue Management (SCM} It aims to provide consistent infor-
mation to authorized persons, on all services atigr@vailable. It also ensures the
creation and maintenance of the service catalogtigas it has updated information
on each service;

Service Level Management (SLM) To guarantee an agreed level of services,
SLAs, provides a comprehension between the supghérthe customer. The ser-
vice level management is a core function in theagament of IT services;
Capacity Management- The capacity management intends to ensure al@ome
with the requirements of the customers using thergb utilization of the existing
resources and ensuring that future needs will beeeraaailable in due time.
Availability Management - Aims to ensure that all existing services mbetdb-
jectives, agreed availability and that all the nemchanged services reach their

goals without affecting the already existing ones.
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IT Service Continuity Management (ITSCM) - By putting the emphasis on pre-
vention of service breaks, the service continuignagement prepares organiza-
tions for emergencies considered significant bydbmpany and which may be-
come a disaster or a catastrophe.

Information Security Management (ISM) - This process that must be closely co-
ordinated with the company security. It includes #ecurity policy and an infor-
mation system security’s management.

Supplier Management- It includes the identification, registration acantrol of
the suppliers and associated contracts The primaryo ensure that suppliers com-

ply with the conditions of contract.

2.3.1.1.4.3 Service Transition

The purpose of this stage is “putting into productithe IT services that were produced or
modified, ensuring that changes made to the semace performed in a coordinated man-
ner. It is also responsible, for an initial ternfittee provision of support for the services
newly migrated to production. The faults committexte have impact on the Service Op-
eration stage.

The processes constituted at this stage are:

Transition Planning and Support - It aims to ensure the orderly transition of a
new or changed service to production, along withrtbcessary adjustments to the
processes of service’s management.

Change Management This process intends to answer to changes ioftén in
response to market changes, by implementing thHesmsges in an economical and
in a timely manner minimizing the impact on thevesss.

Service Asset and Configuration Management (SACM) - With a focus on asset
management, this process aims to identify, momitar account service assets and
configuration items, protecting and ensuring itegnity throughout the service life
cycle.

Release and Deployment ManagementThis process seeks to establish an opti-

mal use of new or changed services.
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Service Validation and Testing- To ensure a proper transition of the services so
that these comply with the needs of the businbgsptocess points how to test and
validate the service.

Evaluation - This process is intended to verify the usefudnalsa service to the
business.

Knowledge Management- The knowledge management is aimed to provide the
“right information to the right person at the rigimhe” so that high quality services

can be provided.

2.3.1.1.4.4 Service Operation

The service operation ensures that services aneeded effectively and includes requests

from users, fault resolutions, problems’ correctaod the carrying out of routine tasks. It

is at this stage the value for the service is gdrdr i.e., the services actually generate value

for the business (Taylor, 2007). This happens bez#us at this stage that is the service

desk function (that serves as a meeting point betwiee service customer, the client and

the service provider) can evaluate the custometicges quality. This stage includes the

following process:

84

Event Management Process In (Cartlidge et al., 2007), event is defined‘as
status change that has meaning for the managerantiim or a setting of an IT
service”. The event management depends on morgtdnmwever it is something
else since it also generates and detects notditsti

Incident Management Process An incident is defined in (Cartlidge et al., 200
as “an unplanned interruption or reduction in theldy of an IT service. A failure
in a configuration item that has not had an immercservice is also considered as
one incident”. The incident management aims tomesthe normal service opera-
tion as quickly as possible as to ensure the higleesls of quality and service
availability.

Problem Management Process ITIL (Taylor, 2007) defines a problem as “an
unknown cause of one or more incidents”. The mamp@se of problem manage-
ment is the prevention of problems avoiding inctden occur, eliminating the re-

curring incidents and minimizing the impact of tadkat cannot be avoided.
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* Access Management ProcessThis process is intended to allow access tosuser
who may have access to a service or a group oicesrand deny it to those who
are not authorized.

* Request Fulfilment Process The process of fulfilling the request aims topde
users with a means to be able to request and eeseivices, inform users and cus-
tomers regarding services and ways of how theyatdain help provided wide-
spread.

2.3.1.1.4.5 Continual Service Improvement

The main purpose of the continual service improvarnseto continually align and re-align
IT services to the changing business’ needs bytifgerg and implementing improvements
to IT services that support business processesdiBpa2007). The activities of the con-
tinual service improvement includes, reviewing ngamaent information and trends, con-
ducting audits and service reviews. The presemaifadecommendations to senior man-
agement, the support on prioritizing improvemergafunities, leading managing and de-
livering improvement projects and influencing alvéls of management to ensure that the
service improvement activities are receiving theexx support and resources are activities
of this ITIL process. The key steps of the contlmeevice improvement are depicted in
Figure 15.

Business vision,
—| What is the vision? [« mission, goals and
1 objectives

Where are we now? [« Baseline
assessments
How do we keep l
the momentum Where do we want to
going? be? «—1 Measurable targets

l

How do we get there? [«—

]

Did we get there? [«

Service & process
improvement

Measurements &
metrics

Figure 15 - The Continual Service Improvement modeladapted from(Spalding, 2007)

The goal of the What is the vision” step is to comprehend the business vision, tlag¢- str

egy, the goals and objectives, without neglectitag the IT’s strategy and goals should be
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in support of the business. Following is thétere are you now step that takes care of
an initial evaluation to create a baseline fromahithe upcoming improvement’s can be
measured. The next stewhere do we want to bg defines the targets for the improve-
ment initiative based on the requirements iderttibg the business. The fourth stégow

do we get theré, is where the improvement processes are ackngeldagreed and fi-
nanced. The last of these steps is Diel ve get theré, whose main objective is to ensure

that the improvements have been achieved.

2.3.1.1.5 [TILv3 2011

Since 2009, an ITIL project update was in progtesprovide answers for the received
feedback, the advice from the change advisory baadithe issues raised through the
change control’'s log (Office, 2011). In July 2Gh# ITIL v3 2011 edition was published,
mainly to correct errors, implement improvemenénove inconsistencies and improve
the clarity and content’s structure of five bookbe majority of CC’s related content is
collected in the service strategy book (Office, POITThe “Appendix C: Service Strategy
and the Cloud” introduces the characteristics airtbates of the cloud services with a
definition that is aligned with NIST definition thgh without adding a significant value.
The remainder of the book refers CC to demonshatethe service strategy applies to this

new sourcing model. The other books scarcely 1@ter

Table 15 shows the major changes introduced in VBIRO11 and how they relate with the

migration to CC.

Table 15 - New processes in ITILv3 2011 related with igration to cloud computing

Book Process Objective

A dedicated demand management process was
introduced. The Demand Manager role objective

is to perform the activities in the Demand Man-

agement (Cannon, 2011)
The process that defines and maintains an ofgan-
ization’s perspective, position, plans and patterns
regarding its services.
After the strategy is defined, the Strategy Man-
agement for IT Services is responsible for the/im-
plementation of the defined strategy (Cannon,
2011).

Demand Management
and Demand Manager
role

Service

Strategy
Strategy Management
for IT Services
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Book Process Objective

This process’ aim is to maintain a healthy rela-
Business Relationship |tionship with customers by identifying their
Management needs and guarantee that services are developed
to solve these needs. (Cannon, 2011)
The aim of this process is to coordinate all ser-

Design Coordination

Service . . |vice design activities to ensure that the goals|and

: and the service design| .~ . \ :

Design manager role objectives of the service design are met
(Hunnebeck, 2011).

. The goal of the change evaluation process |s to
Service . . .
Transi- | Change Evaluation evaluate chan_ges in a consistent and standarqllzed

tion way to determine the performance of the seryice.

(Rance, 2011).

Despite this update has been launched in the cofitbe exposed research, it is not nec-
essary to recast the work carried out. Firstlyalbse according to our knowledge there is
no implementation of ITIL 2007v3 update. Secontibgause the coverage added concern-
ing the CC, is reduced in accordance with edéons “some coverage has been added on
how IT service management is impacted by cloud admg” (Office, 2011, p. 5). The
changes introduced improve the steps of the framewamely those related with direct
CSPs interaction and relationship. More detailsbmfound in the next chapter specifically

in Table 31 on page 160.

2.3.1.1.6 ITIL and the migration to cloud computing

We recognize that it is not, either economicallyemporarily, viable for a company that
does not follows yet ITIL implement to only to mage their services to the CC. Thus, and
as part of this work, we developed a migration famrk to the CC paradigm which, alt-
hough based on ITIL, does not force the organinatt previously implement ITIL to
properly be able to perform the migration cloudwdwger, if the organization already fol-
lows the ITIL framework, the implementation of tHeveloped framework, by the team
responsible for the migration of computing, is diifigxl since there are steps already ac-

complished and information already gathered.
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2.3.1.2 COBIT

The Control Objectives for Information and relatBechnology (COBIT), is defined by
ISACA (“COBIT Framework for IT Governance and Caniff n.d.) as “an IT governance
framework and supporting toolset that allows marage bridge the gap between control

requirements, technical issues and business risks.”

2.3.1.2.1 Overview

The COBIT framework addresses both business atidndtional areas through an enter-
prise and considers the IT-related interests efirel and external stakeholders. Enterprises
of all sizes, whether commercial, not-for- profitio the public sector, can benefit from
COBIT 5 (ISACA, 2014). The COBIT, guides its actjion five key principles presented
on Figure 16:

COBITprinciples

Meeting Covering Apglg/lrpg a Enabling a Soev%?ﬁat;]ncge
stakeholder enterprise integ?ated holistic 9 from
needs end-to-end framework approach managemen

Figure 16 - COBIT principles (adapted from(Wal, Lainhart, & Tessin, 201p)

* Meeting stakeholder’'s needs- provides all required processes and other fagcili
tors to support the creation of business’ valuetakithg into account the stakehold-
ers and their concerns.

» Covering enterprise end-to-end -addresses the governance and management of
information and related technology from an entesgprvide, end-to-end perspec-
tive.

* Applying a single integrated framework— yet intends to align their practices with
other relevant frameworks and best practices teesas a single comprehensive
framework for governance and management of enserpfi.

* Enabling a holistic approach— defines a set of enablers to support the impteme

tation of a comprehensive governance and managesysteim for enterprise IT.
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e Separating governance from management the COBIT framework makes a clear
distinction between governance and managementeThesdisciplines encompass
several types of activities, require different arngational structures and serve dif-

ferent purposes in the organization.

2.3.1.2.2 History

The first version of COBIT was developed in 1969Ibternational Systems Audit and
Control Foundation (ISACF) the research arm ofittfiermation Systems Audit and Con-
trol Association (ISACA) (Cater-Steel, Tan, & Tolam 2006) as an audit framework for
IT. In 2003, the ISACF was renamed as IT Governdnsttute (ITGI) and COBIT was
released and used primarily by the IT communitywieleer, Management Guides were
later added and COBIT became the internally acdefpggnework for IT governance and
control (Sahibudin et al., 2008).

The Sarbanes-Oxley Act (“Sarbanes-Oxley Act,” 20i32a federal law enacted in the
United States on July 30, 2002 that establishes areenhanced standards, for all U.S.
public companies to ensure the creation of auditmeghanisms, security and confidence.
In accordance with the Sarbanes-Oxley, each orgaoizis obliged to do everything pos-

sible to avoid loss of service and data, preventiagipulation of and improve security.

Table 16 shows the COBIT evolution. To be noteditifleence that the Sarbanes-Oxley
Act had on the development of COBIT.

Table 16- COBIT evolution

Year Version Action

1967 NA ISACA was founded.

1969 1 Developed by ISACF

1996 1 The first edition of COBIT was released. Scope audi

1998 5 Includes a tool to support the implementation dreddpecification of ob
jectives and high-level of detail. Added the cohsmope.
Published the third version that includes standardas guidelines relate

2000 3 to the management. ITGI becomes the main editodeddhe manageme
scope.

nt
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Year Version Action

1%

2002 Sarbanes-| Approved the Sarbanes-Oxley Act which had a sigaift impact on the
Oxley Act | adoption of COBIT in the U.S.

2005 4 Improved controls to ensure the security and abiiita of IT assets in the
organization. Added the governance scope.
2007 4.1 Published version 4.1
2012 5 Published the current version. Added governan@ntdrprise IT's scope.
2.3.1.2.3 Goals

COBIT, group’s 300 IT governance objectives covgmanning and organization, acqui-
sition and implementation, delivery and supporthitarsing and evolution (Winniford et
al., 2009) divided in four areas:

* Plan and Organize (PO)- Covers the use of information and technologyzowl
to put them in practise the best way possible hiea® the company's objectives.

* Acquire and Implement (Al) — This domain covers the identification of IT’s re
guirements, the acquisition technology and its am@ntation in accordance with
the existing procedures in the company and the teraémce plan to be used.

» Delivery and Support (DS)— Encompasses aspects of IT’s delivery, including
eas such as application execution and achievenfieasults as well as the support
processes that enable an efficient execution.

* Monitor and Evaluate (ME) — This area estimates the strategic needs ofaitme ¢
pany included the evaluation of the current systermwerify that this achieves the
objectives for which it was specified.

Figure 17 shows the structure of COBIT.
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Monitor and
Evaluate

Deliver and

Figure 17 — COBIT (taken from (“COBIT 4.1: Framework for IT Governance and Contral.d.)

2.3.1.2.4 COBIT and the migration to cloud computing

“By using this framework an organisation tries tswaer questions related to governance
and best practices and determine whether the @a@on is capable of IT's governance in
the cloud” (Shimba, 2010). As stated by Sahibudial.ein (2008) “implementers should
use ITIL to define strategies, plans and proceasdause COBIT for metrics, benchmarks
and audits”. Evelina et al. in (2010) reinforcestidea when affirming that “COBIT is

commonly used for IT auditing purposes and noirfggrovement purposes”.

2.3.1.3 ISO/IEC 20000

The need for an IT service management’s standaranbe obvious with the evolution of
IT and its preeminent role in the business as #ipeslifferentiation. The urge for certifi-
cation should be, according to (Disterer, 2009)ntoease the importance of IT in support-
ing the business. Furthermore, the need to haverlowsts and improve performance also
leads to the need for certification mainly wherdBpartments no longer have a monopoly
on the provision of IT and are therefore subjed toarket competition. Moreover, being
ITIL a framework and not a real standard, demotestampliance with ITIL, is impossible

for service providers.

2.3.1.3.1 Overview

The International Standards Organization/IntermatioElectrotechnical Commission
20000 (ISO/IEC 20000) (ISO, n.d.-a) is the fifBtskervice management process standard
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developed by the ISO/IEC under the direct respditgibf ISO/IEC JTC 1/SC 40 Secre-
tariat (ISO, n.d.-b). The standard is heavily baze®S 15000 (British Standard) and ITIL
(Disterer, 2009). Indeed, the “ISO/IEC 20000-1 weepared by the British Standards In-
stitution. (BSI) (as BS 15000-1) and was adoptedler a special “fast-track procedure”,
by Joint Technical Committee ISO/IEC JTC 1, Infotima technology, in parallel with its
approval by the national bodies of ISO and IECS{)| 2011a).

The ISO/IEC 20000 standard set up requirementsgioice management processes — how-
ever, it does not provide orientation to implemieim. Since ITIL and ISO/IEC 2000 are
aligned, many requirements of the standard coulacbemplished through the implemen-
tation of one or more ITIL processes. To bettgri@x the relationship between ITIL and

the standard, we now present Figure 18 as a depiofithe liaison.

ISO/1EC 20000-1
Specification
ISO/IEC 20000 -2
Code of practice

ITIL
(IT infrastructure library)

« Achieve this

Management overview

«<—— Process definition

«<— Deployed solution

In house-procedures

Figure 18 - ITSM pyramid (adapted from (“ISO 20000 and ITIL,” 2005)

Despite the strong relationship between ITIL an@/IEC 20000, the standard is not ex-
clusively based on ITIL, which results in the pbsdgy of the organization to choose the
preferred IT Service Management Framework. Thedstahis encoded in the documents

presented on Table 17.

Table 17 - ISO/IEC core documentglSO, n.d.-a)

Document Part Description

ISO/IEC 20000-1:2011 1 Service management systgoireaments

Guidance on the application of service manage-
ment systems
Guidance on scope definition and applicability| of
ISO/IEC 20000-1

ISO/IEC 20000-2:2012 2

ISO/IEC 20000-3:2012 3

ISO/IEC TR 20000-
4:2010 4 Process reference model
(technical report)
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Document Part Description
ISO/IESC'ZZ'(I;ITSZOOOO- 5 Exemplar implementation plan for ISO/IEC 20000-
2 1

(technical report)
ISO/IEC WD 20000-6 6 Requirements for bodies providing audit and certi-
(under development) fication of service management systems
ISO/IEC CD 20000-7 - Guidance on the application of ISO/IEC 20000-1 to
(under development) the cloud
ISO/IEC NP 20000-8 8 Guidance on the application of service manage-
(under development) ment systems for smaller organizations
ISO/IEC TR 20000-9 9 Guidance on the application of ISO/IEC 20000-1 to

(technical report) cloud services
ISO/IES:;?;%OOOO' 10 Concepts and terminology

ISO/IEC PDTR 20000-

11 (under development 11 20000-1:2011 and service management frame-

works

N—r

Guidance on the relationship between ISOQ‘EC

In short, according to the information in the 1S@ ¢ISO, 2011b), the document ISO/IEC
20000-1, encompasses the formal specificationestandard and describes the necessary
requirements to comply with to achieve the cemutiien. The second document (ISO/IEC
20000-2) (1SO, 2012a) provides recommendationsirfgslementation, and the third
(ISO/IEC 20000-3) (ISO, 2012b) includes a practiratiance on scope definition, applica-
bility and demonstration of conformity to the regumnents in ISO/IEC 20000-1. The pur-
pose of ISO/IEC TR 20000-4:2010 (ISO, 2010) ismlitate the development of a process
assessment model according to ISO/IEC 15504 prasssssment principles. The docu-
ment ISO/IEC TR 20000-4:2010 (ISO, 2010) is anngpdar implementation’s plan
providing guidance on how to implement a servicaaggment system (SMS) to fulfil the
requirements of ISO/IEC 20000-1:2011. The documénts 8 are under development.
Lastly, the ISO/IEC TR 20000-10:2013 (ISO, 2013)yides an overview of the concepts
and the terminology of ISO/IEC 20000 and the ISG/IEEDTR 20000-11 is under devel-

opment.

The ISO/IEC 20000 standard is organized, as depint€igure 19, in five groups of pro-

cesses: Service Delivery, Relationship, Resolutteiease and Control.
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Capacity management
Service Continuity and
Aavailability Management

Release Processes
Release Management

Service delivery processes

Service level Management
Service Reporting

Control Processes
Configuration Management
Change Management

\_/

Resolution Processes

Information Security
Management
Budgeting and Accounting for

IT Services

Relationship Processes
Business Relationship
Management

Incident Management Supplier Management

Problem Management

Figure 19 - Process model in ISO / IEC 20000 stand&(adapted from (ISO, 20114a)

The ISO/IEC 20000-1 document (specification ofstendard) sections 3 to 10 contain the
requirements for compliance. So, in section 3 tReduirements for a Management Sys-
tem” are presented the and these include what &magement “shall”, the requirements of
the documentation provided by the service provitier'ensure effective planning, opera-
tion and control of service management” (ISO, 201This section ends with the require-

ments of competence, awareness and training.

Section 4 “Planning and implementing service mamege” prescribes IT service delivery
processes and explains how they are related wetRPldn-Do-Check-Act's (PDCA) meth-
odology. This kind of methodology applies to ak tt5O/IEC processes and outlines how
the standard is to be implemented. The standartincees with section 5, “Planning and
implementing new or changed services” whose go#d i®ensure that new services and
changes to services will be deliverable and martdged the agreed cost and service qual-
ity” (ISO, 2011a). In section 6 “Service deliveryopess”, the emphasis is on “Service
Level Management”, “Service Reporting”, “Servicerfiauity and Availability Manage-
ment”, Budgeting and accounting for IT service, &ty management and Information
security management. Section 7 takes care of tleéatiRnship Processes”, which means
the compliance requirements for Supplier Manageraadt Business Relationship Man-

agement processes.

The last three sections comprise Resolution Presggscident and problem management),
in section 8, Control Processes (configuration emahge management) in section 9 and

Release Process (release management processesiion 40.
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2.3.1.3.2 History

The ISO/IEC 20000 standard has arisen in resporee tirge of an organization for having
to implement an IT standard in its business’ emnent. This environment will replace
the ISO/IEC 9000 standard (only focused on quafkynas, 2011).

In November 2000, the BSI published the first editof the BS 15000. Five years later, in
December 2005, the International Standardizatioga@ration (ISO) publishes the first
edition of the ISO/IEC 20000 standard, the firseinational standard for IT service man-
agement (Tanovic & Orucevic, 2013), as an inteamatiization of the BS 15000. The Fig-
ure 20 presents, in short, the history key poifit3 kb, BS 15000 and ISO/IEC 20000.

1SO 20000
International Organization
for Standardization 1SO
Published: 2005

¢ Auditing and certification of
companies

%2

BS 15000
British Standard Institute
BSI
Published: November 2000
¢ Auditing and certification of

companies
.ITIL (v1) ITIL (V2)
¢ Central Computer and e Office of Government . officenc;lml‘-é\;ilmment
Telecommunications Commerce OGC Commerce OGC
Agency CCTA |::> (formerly: CCTA) |:> (formerly: CCTA)
e Published 1989 to e Published 2000 to e Publ isheYil 2007
1995 2004 i
31 main books overal e 7 main books  main books
| 1989 2001 2005 | [ 2007 >

Figure 20 - ISO 20000 history (adapted fronfDisterer, 2009)

2.3.1.3.3 ISO/IEC 20000 and the migration to cloud computing

The ISO/IEC 2000 may also support the migratio@@as illustrated by the migration of
Orange Business Services (Orange, 2014) to CCaerftiens, 2012). However, when the
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organisation does not have an ISO/IEC 2000 ceatifio, it is superfluous to certify an

enterprise merely to migrate some or all of thervkes to CC.

2.3.1.4 CMMI

The Software Engineering Institute (SEI) at ther@gie Mellon University developed the
Capability Maturity Model Integration (CMMI) - a gwf models including the software
CMM, the System Engineering CMM, the CMMI for se®$ (CMMI-SVC) and the Inte-
grated Product Development CMM that have been ndeagel extended into the CMM
Integration (CMMI).

2.3.1.4.1 Overview

The CMMI is a process improvement model of prodaetd services, composed of five
maturity levels (ML) achieved via implementationtbé specific and generic goals of that
ML and all the preceding ones (Lopes MargaridocPalsFaria, Moreira Vidal, & Vieira,
2012). It is often used as a reference model fgamizations implementing IT governance
(Raodeo, 2012), identifying three critical dimemsip People Tools and Procedures
(Evelina et al., 2010).

One advantage of the CMMI is that it points aredsne improvement is needed and sug-
gests the appropriate actions (Evelina et al., 2010

According with the CMMI institute (*CMMI and ITIL,”2014) the CMMI and ITIL tech-

nologies work well together, indeed they compleneah other

2.3.1.4.2 History

In 2000, the CMMI Product Team (a team of proéegzovement experts from the gov-
ernment, industry, and the SEI) published the nagCMMI model, a training and an ap-
praisal method, which incorporated software antesys’ engineering (C. Institute, 2007).
Table 18 shows the evolution of CMMI.
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Table 18 - CMMI evolution

Date Version

The U.S. Department of Defense (DoD) sponsoredSibiéwvare Engi-
Late 1980 | neering Institute at the Carnegie Mellon UnivergBEl) and the deve
opment of the Capability Maturity Model (CMM).

The work starts on a Process Maturity Frameworkjddging a com-

1988 pany’s capability to produce software

1991 Release of the CMM version 1

1992 Release of the CMM version 1.1

1999 Begins the development of CMMI

2002

CMMI SE/SW/IPPD/SS version 1.1
(March)

Considering that the migration to CC can be viewsdservices acquisition, the CMMI
institute also provides a collection of best pradi CMMI for Acquisition (CMMI-ACQ)
providing a comprehensive set of guidelines fougag products and services. The model
backups up to improve the relationship with thepsieps by supporting the business to
enrich their own processes (“CMMI for Acquisitior2014).

2.3.1.4.3 CMMII and the migration to cloud computing

The CMMI is a process improvement model that pomtsareas where improvement is
needed and suggests appropriate actions (Evelala 2010; Lopes Margarido et al., 2012)
- as such it is not the most adequate for the tagjuestion with this work, that is, the
development and definition of the tasks neededi¢pate to CC.

2.3.2 Why was ITIL selected

Enterprise activities increasingly rely on the fantdntal support of IT to sustain the
growth of the business. Amongst the frameworkseresl, ITIL gains prominence on the
migration to CC because, as stated by (Sahibudah.,e2008), implementers should use

ITIL to define strategies, plans and processeschvare the key actions to migrate to CC.
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Furthermore, ITIL is chosen by its acceptance. éddEIL is the most widely adopted
approach for IT (Mourad & Johari, 2014), with acegtance of 28% followed by COBIT
with 12,9 % (ISACA, 2011). Additionally, in a sunwef the IT Service Management forum
(itSMF), where the years of 2010 and 2013 are coetp@nternational Publishing Group,
2013), the framework adoption index also indicates the ITIL is in advantage when
compared to others frameworks, as Figure 21 demaiast Indeed, ITIL has the lead in

organizations with either more or less than 500leyges.

<=500 employees > 500 employees

ITIL
3,5
3
2,5
2
1,5
1
0,5
CMMI for Services 0 ISO/IEC 20000

COBIT

Figure 21 - IT governance frameworks adoption indeXadapted from(International Publishing Group, 20}3)

The major frameworks influence the way IT is mamagdthough they are considered by
themselves as complementary, they have differefodsetter comprehend why we choose
ITIL, Table 19demonstrates a comparison of theethirameworks and a standard of IT

governance.

Unlike the frameworks that certify individuals, tf&0/IEC 20000 standard certifies enter-
prises. It is superfluous to certify an enterpriserely to migrate some or all of their ser-
vices to CC. If the enterprise is already certifieks such as information gathering and
financial management among others, are alreadyrgucihed which facilitates the migra-

tion.

Having in mind the concerns of each of the framéwqresented in Table 19 and the aim
of the Migration to Cloud Computing Framework (M2J@art of this work), that defines
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what should be done to migrate IT services to CC, ih@e advisable to choose a frame-
work that complements the M2CC framework. Thatdasgible by showingpow the steps
envisaged by the M2CC framework should be perfor(h€d.) rather than a framework
that describewhat is to be made (COBIT). In other words, we use Ifdiprocess design
while the COBIT framework is used in a subsequérisp for benchmarking. Pefa et al.
in (Pefa, Vicente, & Ocafa, 2012) reinforce theaidvhen stating that “COBIT can help
guide an organization in what should be covergnacesses and procedures (whereas ITIL
provides guidance on how the processes or procegumild be designed)”. Additionally,
ITIL is better in concepts/processes, activitied anplanning to implementation than the
COBIT (Sahibudin et al., 2008), the key actionsnigrate to CC, that lead us to choose
ITIL over COBIT to support the migration to CC.

Table 19 - ITIL, COBIT, CMMI-SVC and ISO/IEC 20000 comparison

Characteristic ITIL COBIT CMMLTor Ser- 1 sonec 20000
Control Objectives . ,
Name T Infrastructure for Information and Capability Matupty ISO/IEC 20000
Library Model Integration
related Technology
Origin UK USA USA USA
Born in 1989/1990 1995/1996 2000 2005
ISACF Ca'rneg|'e Mellon ISO (International
CCTA University (Soft- g
Developed by ITGI . : Organization for
0GC ISACA ware Engineering Standardization)
Institute (SEI) )
ISO/IEC 20000-
Most recent ver- " 1:2011 and
sion 3, 2011 edition 5 1.3 ISO/IEC 20000-
2:2012
CoIIectlon_ of gooc Collection of good
practices . practices Collection of good
Model (Radovanovi, : . Standard
x .| (Radovanovi et al., practices
Sarac, Adamovi, 2011)
& Luci, 2011)
Processes 26 37 24 13
Real world experit Real world experi-| Real world experi-
Based on ence ence ence BS 1500
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=

Characteristic ITIL COBIT CMM\'/i';Oersser' ISO/IEC 20000
Service manages IT Control and gov-
processes custorn}- :
E ment and opera4 ernance and contrql ers and quality of IT service manage
ocus tions (Soomro & | (Soomro & Hesson|, delive(rqableg ment
Hesson, 2012) 2012)
Prescrlptl_ve/ De- Descriptive Descriptive Descriptive Prescriptive
scriptive
Certification Individuals Individuals Individuals Enterprise
Level O.f abstrac- Lesser Greater than CMMI  Greater than ITILHIgh Ieve_l of ab-
tion straction
To promote the
adoption of an inte
grated process ap
Delivery and supt Governance, proce SSDe_veIopment and proach to deliver
Goal : - "] Taintenance of ap- e
port of IT services control and audit L managed services
plications .
to meet the busi-
ness and custome
requirements
Provide a refer-
ence or frame-
work according tg .
which IT serviceg >uPPOrt organiza-| Software developy e ooovion tech-
. . tions to manage IT| ment, integration, .
Aim are to be provided . nology service
) "I from a business per- deployment and
in a process-ori- : : management
spective maintenance
ented and system-
atic way/(Disterer
2009).
Lo For developing or | What should be
Delivering an end- |. )
How to develop . ._|improving pro- done to offer the
: , to-end business view .
Guidance and implement ef jcesses that meet thelients of an IT or-
. . of the governance g . oo
fective solutions . business goals of | ganization ade-
enterprise IT I )
an organization gquate IT Services
How (to do
it/manage it) What (should be
(Sanchez Pefia, |done/managed)
Concern Fernandez (Sanchez Pefia et aIY,Vhat to perform
Vicente, & Ocafia,2013)
2013)
Used b Any type of enter{ Any type of enter- | Any type of enter- | Any type of enter-
sed by prise prise prise prise
IT relevance | More Less :/Ticzgd NON-IT Ser| 11 services
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Characteristic

ITIL

COBIT

CMMI for Ser-
vices

ISO/IEC 20000

Official site

http://www.itil-of-
ficial-
site.com/home/hg
me.asp

http://www.isaca.or(
/COBIT/Pages/de-
fault.aspx

Jhttp://cmmiinsti-
tute.com/

http://www.iso.org

iso/home/store/catt

alogue_ics/cata-
logue_de-
tail_ics.htm?ics1=3
5&ics2=020&ics35
&csnumber=51986

Relationship be-
tween ITIL and

NA

Complementary
(Sanchez Pefa et g
2013)

Complementary

I;slnd compatible

Strongly aligned

Relationship be-
tween COBIT and

Complementary

NA

Complementary

Complementary

Relationship be-
tween CMMI-Ser-
vice and ...

Complementary

Complementary

NA

Complementary

Relationship be-
tween ISO-20000

Fully compatible

Complementary

Complementary

NA

and ...

It is superfluous to
Applicable. If the certify an enter-
organization al- prise an organisa-
ready follows the The CMMl is a tion merely to mi-
ITIL framework, process improve- | grate its IT to CC,

Migration to the migration to | Used for metrics ment model as sugtmowever if the or-
4t is not the most

cloud computing

CC, is simplified
since there are
steps already ac-
complished and
information al-
ready gathered.

benchmarks and au
dits

adequate for the
task in question
with this work

ganisation is al-
ready certified the
information gath-
ered and the proce
dures in use sup-
port the migration

to CC.

2.4 Conclusion

To develop a framework for migrating IT servicgsplecations, data and infrastructures to

CC itis first of all necessary to comprehend theagigm, its relationship with other tech-

nologies and how it is made available (service degfmloyment models).
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The purpose of this literature review is to cargfelxamine the literature pointing to the
answer of the question’s research and justifyat,to understand the state of the art of CC,
IT governance, specifically ITIL, and to know thenks developed regarding IT migration
to CC.

Following the definition of CC, we start sectiori 2y introducing the CC. In subsection
2.1.4, to better comprehend the CC’s concept,dblenplogies related to CC are exposed.
The grid computing is somehow similar to CC sinothkemploy distributed resources to
achieve their objectives. However, CC takes thd ®aresorting to virtualization. Addi-
tional differences between the two technologieskmafound on Table 5. Next, there is the
utility computing, that represents the business ehodl selling IT resources as metered
services. The CC can be seen as a realizationlity abmputing. The next technology
regarded is the virtualization, which is the cofé¢he CC. By using the virtualization, the
cloud service providers can create and allocatehmas for customers based on their de-

mands.

The key idea of the Web 2.0 is a dynamic onlineremment where the exchange of in-
formation and collaboration between users, sitesvaual services become increasingly
common. Since CC services are web applicationdMile 2.0 is a natural adoption for the
CC paradigm. In simple terms, the distributed cotimgu is computing over distributed

computers that communicate over a network. CCheaseen as a particular form of dis-
tributed computing. The last technology presenteldfed with CC, is the autonomic com-
puting, defined as making computer systems cap#luieing self-management. The CSPs

use autonomic computing to simplify their task atmaging the large cloud data centres.

The following two sections introduce the cloud ssgvand the deployment models. Be-
sides supporting, the reader on the ongoing conepsebn of cloud concepts identifies
models that the staff responsible for the migratm@C must have into account, since each
model has its own particularities. Additionally tidefor those who are planning to migrate
services to the cloud is to be aware of the prascams (sections 2.1.4 and 2.1.6) that the
new technology may have. The next two sectionsgafd 2.1.10) add information to this
purpose. The first one, besides presenting sdieatid academic projects in CC that could
be used by organizations to implement, for instapdgate clouds, also demonstrates the
interest of the academic community on the topie $éction 2.1.10 presents the commer-
cial aspect of CC.
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Sections 2.2 and following are based on the frannkesvior migration to CC. We could not
start the development of a framework for serviegmlications and data migration to CC
without first analysing other frameworks alreadyeleped by other researchers under pen-
alty of being reinventing the wheel. Thereforethia section 2.2.1, the chosen frameworks
developed to migrate to CC are presented and caderd a summary of the comparison

is exposed in Table 14.

CC'’s concern is IT services; therefore, it is ustlandable that the great effort done, the
information gathered and the good practices acdumgh the ITIL implementation, or
other service management frameworks, can be somakewvin conjunction with the mi-
gration to CC, since core practices and principtesain the same. For example, ITIL rec-
ommends defining a service catalogue, which maks&eto know the organization ser-
vices and thereby determine which services are gaadidates to go to the cloud. Addi-
tionally, the capacity management, another ITILcess, is important in in-house IT ac-

quiring a new significance in CC to control theakuacquisition and release of capacity.

None of the works studied in section 2.2.1 buildgie work done in implementing an IT
service management framework by the organizatistingithe information produced, the
knowledge gained and the modus operandi by usmggk of the framework. However, it
is impracticable to develop a framework that adaitthe IT service management frame-
works. As such, it was necessary to evaluate frasnessand choose one. For that purpose
in section 2.3 the frameworks are presented, coadpand one is elected to work with the

framework to be developed. The section ends blaepg why we chose ITIL.

Despite the advantages of developing a solutiontttzt does not reinvent the wheel and
exploits the work and the information already aafal¢ in the organization, the work would
decrease a lot its usefulness if the academic amdnercial communities lost interest in
the topic. On the contrary, the two communitiesntan interest in the topic. Indeed, the
CC migration is “highly relevant to industry andademia as there are growing numbers
of organizations adopting or using cloud” (Changliats, & Wills, 2014). Adel et al. in
(2013) also corroborate the importance of the niigmao CC when they state, “that there
is a need to provide adequate knowledge and egpddr managing the migration to the
cloud”. Other authors - Oliveira at al. (2014) algo concerned with the migration to CC,
namely the determinants that influence the migraticCC, while Gonzenbach et al. (2014)
are interested in deciding what content should beaged in the cloud and what should
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not. Albakri et al. present their research on CQration challenges in (Albakri,

Shanmugam, Samy, Idris, & Ahmed, 2014).

In short, the information gathered in this chaptdl be used in the development of the

framework shown in Chapter 3 and in the case stiidlye Chapter 4.
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Chapter 3
THE FRAMEWORK

This chapter presents the framework developed pp@t in the migration to the CC of

services, applications, data and infrastructurstdtts with the presentation of the frame-
work processes, sub-processes and activities fetldsy the mapping of the framework to
ITIL processes as well as its justification. Figathe conclusions gathered from the frame-

work and its relationship with ITIL are exposed.

3.1 Introduction

CC holds the great promise for start-ups (ForreBiagthold, 2009; Repschlaeger, Erek, &
Zarnekow, 2013) however, the challenge comes whagting a decision for the organiza-

tion with an existing and working datacentre (Mi&&ondal, 2011).
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The CC, providing a large amount of resources é&wetbping and deploying applications
and services, is a tool for the replacement of nsamyices available in the traditional dat-
acentres. Notwithstanding, CC has many advantageld organizations and their IT ser-
vices, that does not make it a universal solutarafl organizations and all services. Con-
versely, CC also has a set of associated riskéethato the need of a framework to support
the organization in their migrations to the CC démds minimize the risk of the cloud’s
adoption (Chang et al., 2014). Therefore, the enstanust carefully plan and conduct the
migration’s process because cloud migration deassare inherently complex since mul-
tiple, possibly conflicting, issues such as costfg@rmance, security and legal concerns

influence them (Saripalli & Pingali, 2011).

When developing the framework, we began by defimihggh-level structure including the
steps that must be performed to properly migrateices to the CC. During this process
we have noticed that these steps had a correspomaéthn ITIL processes. For example,
in order to define which processes of an orgaropatan be migrated to the cloud, it is first
necessary to know what they are and how they &ee@hated. ITIL, in turn, has processes
indicating what should be done to achieve thisrmfation “Service Portfolio Manage-
ment” and “Service Catalogue Management”. Therefarel considering that ITIL de-
scribes in detail what to do and not how to ddnatw to implement it), we can state that it
can virtually be incorporated in any organizatidihere is also a mapping between the
processes of the ITIL’'s framework that was not adered necessary to be described here
as what should be done in each of the processas difamework, since this description is
contained in ITIL books. What is considered to bsuificient relevant information has
been added.

3.2 The framework to migrate to cloud computing

CC is the latest trend to outsource IT operationsuh a business from the public cloud
providing a flexible and highly scalable technolgplatform for an organization's busi-
ness’ operations (Dhar, 2011). However, “In ordedé¢liver the advantages and overcome
the challenges faced by organizations that wamigyate to CC, there is now a need to
define a management framework for how a cloud’'sratign’s project can be successfully
managed.” (Conway & Curry, 2013, p. 4). Mathew(2012, p. 183) also reinforces this
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idea by saying “Organizations should have a wdiilhéel methodology before migrating
to CC. “. To satisfy this need we develop the Miigigato CC’s (M2CC) framework pre-

sented in this section.

In the outsourcing processes there is always @&naction between IT’s service provider
and the customer. Accordingly, we have groupeadthigities of the M2CC, into two major
groups, then premiseand theoff -premise, both aggregating the activities that an organ-
ization has to perform when migrating services tolsghe CC. These groups match the

key’'s stakeholders of this process, that is, tistaruers and the CSPs.

Although this framework was primarily designed floe migration to public clouds, it can

also be used in other cloud models.

To achieve the best results, the framework’s aawimust be properly managed and per-
formed. Therefore, and according with the motrssgnted in the section 2.3.1, we advise

the use of ITIL as the support for the way the feamrk’s tasks should be performed.

In Figure 22 shows a pictographic view of the psgzbM2CC framework.
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On premise
(customer)

Off premise
(cloud providers)

Define a strategy

Understand mi Y}gl: to Develop a .
T cloud computing cgloud? strategy plan Business

Identify and understand

Services Applications Data Infrastructure
Requirements
Details Costs .
Resources Communications
Value Benefits and issues Dependencies Availability
Access & security Capacity

.

Information about cloud services
Define, select, analyse and map

. Services list
Define a migration plan Select providers
Contract & SLA Resources
. How many Types of
? .
Who doesit? providers cloud Identify - icati
Continuity & Applications &
Responsibilities | Requirements | Capacity Select Availability Middleware
V\/_hattto? Security Accesses Costs Support & incident
migrate: management
Applications & .
Data Access & Security

Analyse and test

Analyse
Test the
Impact | Securitvand Risks Advantages and Contracts and solution in a
P Accesses challenges SLA controlled
Communicationsand | Applications and environment .
Costs Legal staff Dependen s Data Cloud services

" - " Aplications Development || Computation
Map services(applications, data, etc.) to their cloud counterparts pF()SaaS) platform resources
(Paas) (1aaS)
Migrate and govern
Data
Mi Te il Traini Evaluate (OSO‘::mizzcaend Continuous
igrate est pilot raining and monitor P N improvement
off-premise)

Figure 22 - The Migration to Cloud Computing Framewak (M2CC)
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3.2.1 On premise

The “on premise” group embraces the activities thatorganization must solve on their

own to migrate services to the cloud.

3.2.1.1 Define a strategy

The process starts with the recognition, by thenBhager, in cooperation with the busi-
ness’ management of the organization, of the re@tans why to migrate to the cloud.
Subsequently, it is necessary to study the detdilsach IT process and service on the
organization and to evaluate, together with thertass’ management of the organization,

what should be migrated to the CC and what sharithin in the organization.

This is a preliminary process, accomplished belf@ginning the migration process to the
CC by the IT’'s department and in collaboration vtk business management. Migrating
to the cloud requires the active involvement ofdbgerning body of any enterprise to be
successful (Bisong & Rahman, 2011). The strategigs to be developed should take into
account the issues shown in the section 2.1.6 dsawéhe information regarding CC ex-
posed in Chapter 2.

Whether to migrate to the CC or not is one of irs fiuestions that IT managers need to
ask (TuSanova, 2012). Thus, in this process, tsomer gathers information concerning
CC in order to clearly comprehend the paradigmtarrdcognize the real reasons why the
organization should to migrate IT services to tl@ @deed, companies need to look be-
yond the CC hype and seriously consider the rdakvaf incorporating the cloud in their

own businesses (Misra & Mondal, 2011).

It has to be emphasized that the migration to thedcmust be done to better meet the
business’ needs of the organization and not tovioliew trends. Therefore, and consider-
ing the importance of the alignment between tlgaoization’s functional and operating
model with the cloud-based model (Géczy, Izumi, &lda, 2012), it is necessary to gather
information from the business once the businesggiirements are not of lesser importance
than the technical needs for any professional@cipe decision makers (Ezzat et al., 2011).
Indeed, it is important that the decision makerssater organizational implications of
changes brought along with the CC (A. Khajeh-Hossaial., 2010). Furthermore, in this
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process, the organization develops a migratiomateqy, including the identification of
investments, which are likely to be made, an ihd&finition of what is to be migrated and

a clear definition of the objectives that are taabhieved.

Table 20 compares the characteristics of the cdroreal IT with the cloud environments

in order to support the decision of migrating te ®&C.

Table 20 — Conventional IT vs Cloud Computing

c i | Cloud
Characteristic onvIeTn lona
laaS PaaS SaasS
S rit Reduced risks if ac Internet access increases security risks
ecunty cesses are interna y NSk
Privacy Assured by IT’s staff Assured by third party

Initial investment

High upfront’s in-
vestment in hardwar
and software

e

Pay-as-you-go

CapEx vs. OpEx CapEXx OpEx
Scalability Slow Fast
Time to market High Low
Elasticity of capac- Low High
ity
Need of IT staff More Less (or reorganized, requalified)

Legal

Typically the same
jurisdiction of the or-
ganization

Jurisdiction may change

IT infrastructure

Owned by the cus-
tomer typically lo-
cated on premise

Leased or rented, located on the CSPs data

centres

Trust

IT staff

CSP
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[y

, Cloud
Characteristic ConvIeTn tional
laaS PaaS SaaS
Free, on the inside of
the organization,
Data transfer however the cus- Pay for use
tomer must invest op
a LAN
The CSP
manage tg The CSP man-
the below| ages beneath
Management / The organization | to the QS the_data level| CSP manage
maintenance manages the whole level Whllg Wh_lle t_he or- | the whole hi-
hierarchy the organi- ganization’s IT erarchy
zation IT | manages above
manage it
upwards
Undate/U d Customgr_’s responsiprléztoéﬂzir_s CSP’s_ respons -CSP_’s_r_espon
paate/pgrades bility p bility sibility
bility
Vendor lock-in Low Low High High
Customization CSP dependent High Low Limited
Licence fee
enables soft-
ware to use
Customers own the Similar to possibly for
Software Licences| software, typically | conven- | Similar to Saa$ short periods
with annual renewals tional IT of time, and
includes hard
ware’s infra-
structure

3.2.1.1.1 ITIL relationship

Table 21 summarizes the relationship between “[Rediistrategy” framework process and

the ITIL’'s framework. TheStrategy generationprocess of the service strategy’s book

mainly supports this first process of the framework
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Table 21 - Define a Strategy / ITIL
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3.2.1.2 Identify and understand

After recognizing the reasons that led the orgdiumao migrate services to the CC, it is
necessary to identify the details of the IT servioéthe organization, applications, data
and infrastructure to undoubtedly recognize thermetationships between them and
thereby elect what can be migrated to the cloudveimat should stay in the organization.
Large enterprises inevitably have highly intercarted IT infrastructures containing a

large number of computing systems that have beeel@@ed over a long period of time

(Al Khajeh-Hosseini et al., 2010b). The work ofi al. (2013) provides support to the
discovery of the dependencies among servers. Indasdecessary to decide on the cor-
rect workload to be transferred to the cloud andctehe best alternative with respect to
the conditions of the organization (TuSanova, 20@®)ich are not possible without first

deeply understand the IT infrastructure of the pizmtions .

In this process, the IT staffs, along with a bussneooperation collect detailed information
regarding their IT services, applications, dataiafrdstructure related to them. This infor-
mation includes details such as security, the regswsed, communications, access, costs,
dependencies, value, availability, benefits andiiregnents. Here we introduce the costs
so that the manager has a basis to compare latieouse (services applications and data)

with their CC counterparts although the cloud cam a different payment’s scheme.
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The requirements for applications include, for amsie, the special needs that a legacy’s
application might have, such as the operating systied hardware. Special attention

should be given to the business’ criticality ofleat these items, identifying core and non-

core (Dargha, 2012) services and applicationsediney need special attention if they are
to be migrated to the cloud. Additional informatiom core and non-core applications and
their relationship with the CC can be found in (@raa, 2012).

The record of occurrences and answers of the argaoin's help desk service (internal or
external) is an important source of informationt tmaist be analysed so that the reported
problems can be minimized (if not resolved) witle thigration to the CC (A. Khajeh-
Hosseini et al., 2010).

3.2.1.2.1 Services

The IT’s staff, in charge of the migration to tHeud, must identify all the details of the
services provided by the organization in ordeat@tthe most suitable decision concerning

what is to be migrated to the CC and what is ttefien the organization.

Table 22 presents the minimum information, basetftdnService Design - service Port-
folio (Lloyd et al., 2007), that must be gatheredarding services, applications and data,

in order to carry on with the process of migratioghe CC.

Table 22 - Information regarding services (adoptedrbm (Lloyd et al., 2007)

Information regarding services
Name Warranty level, SLA and SLR references
Description Supporting services
Status Supporting resources
Classification and criticality Dependent services
Applications used Supporting OLAS, contracts aneagents
Data and/or data schema used Costs
Business processes supported Charges
Business owners Revenue
Business users Metrics
IT owners Hardware requirements
Security requirements Legal issues
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Moreover, a definition of the interaction pointsarg the services is also needed, namely
the relationship between the services, with thevui® ponder those that can be migrated

to the cloud.

The detailed information regarding the costs ofingthese services/processes in-house is
essential to compare them later with their courtérpn the cloud. In other words, the
customer must create a cost-benefit-risk analgsompare the traditional solution with

the equivalent cloud-based solution.

3.2.1.2.2 Applications

One of the main components of IT services is th@ieggions. While it may not be difficult

to develop a completely new application on the @dJdhere is a question of whether legacy
applications could be migrated to the cloud (Vu &aR 2012). The IT's manager, in order
to acquire the necessary information concernin@g@ications, must organize a list with
the detailed depiction of the existing applicatiomduding a definition of the interactions
among them. Additionally, he needs to collect infation concerning the data they are
handling, as well as the relationship among theththa resources they use such as hard-
ware, staff and equipment. The complexity of thgliaations with interdependent relations
leads to new challenges for selecting appropriatedcservices (C. Chen, Yan, Zhao, Lee,
& Singhal, 2012).

To support solving the problem of finding relatibiss between servers, the Bai et al. work
(2013) proposes a technique for systematicallyosdising complex server and application
dependencies validating their findings by usirg enterprise data. Based on the Galapa-
gos system (Magoutis, Devarakonda, Joukov, & V2Q08), as a data collection’s agent
they present a Kullback-Leibler (KL) divergence-dsnethod for discovering complex

server-to-server and application-to-server relatys.

Some applications have specific constrains or requents that can only be met in tradi-
tional computing platforms and therefore cannosaesfied in the cloud’s environment.
Thus, to determine the feasibility of applicatiomsgration to the CC, it is important to
deduce which of the requirements cannot be satisfithe cloud (Vu & Asal, 2012). More-

over, and similarly to what happens with the sawjdt is necessary to know what are the
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costs of having these applications in-house ar@rder to ascertain the cost-benefit of

moving each of the applications to the cloud.

The migration of applications to the CC can tygdichke done in three ways. The first, by
exchanging from a local application to another thatlready available in the cloud (typi-
cally exporting data from the local application amgborting it in the cloud’s application)
such as a SaaS’ solution. The second way, by asirgpplication developed for the pur-
pose (such as a PaaS’ solution) and the third singply” by moving the application to a
server in the cloud (in an environment such as)lafi&e latter is usually easier since this
layer is arguably the most accessible one to enserpas they could potentially migrate
their systems to the cloud without having to chathgé applications (A. Khajeh-Hosseini
et al., 2010).

Integration issues are on top of the CC adoptianidra’ list (Yao Chen & Sion, 2011,
Gupta, 2010; Phatak & Kamalesh, 2010; Shimba, 200tgrefore, special attention must
be given on how to integrate heterogeneous envieotsnof the solution with the other
applications (internal or external). An exampletlaé issue occurs when it is decided to
use a SaaS’ solution, such as a Customer Relatooralyement (CRM) (“Force.com: The
leading cloud platform for business apps,” 2013aléSforce Customer Relationships
Management (CRM) system.,” 2010), to replace astixj in-house application rather
than migrating the existing application. Moreovers required to identify how to retrieve
the organization’s information (after having beegnated to the new application) and how
to prevent the hypothesis of vendor lock-in (theda lock-in happens when the customer

is dependent on a single supplier for a product).

3.2.1.2.3 Data

The Merriam-Webster dictionary defines data asrmftdion in numerical form, i.e., that
can be digitally transmitted or processed. Amorgdhtivities of the IT manager, when
planning the migration of data to the CC, it in@gdarranging to gather a detailed data
definition, along with the size, format, supportidhe relationship between the clusters of

information.
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Migrating data to the CC expands the insider secarrisk (W. A. Jansen, 2011) and
causes a break in the control and management (&éey 2012). As such, the character-
ization of security policies in use is necessaeynty also required to evaluate the confiden-
tiality, the accesses and the criticality of thieeimation in order to better evaluate if it is

convenient to migrate or not this information te ttioud.

Some CSPs charge extra values for network datdfscttherefore we suggest to recognize
the necessity of data’s exchange with the cloudathdr hidden costs such as inbound or
outbound data transfer or data transfer within CBRsstructure (Martens, Walterbusch,
& Teuteberg, 2012).

3.2.1.2.4 ITIUs relationship

The aim of this process is to understand the Ildcttire and operation mode of the organ-
ization. ITIL’s process, from all the books, supgo the “Identify and understand” frame-

work’s process. Table 23 summarizes this assoaiatio

Table 23 - Identify and understand / ITIL

ITIL processes
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From theService Strategybook, theService Portfolio ManagementA service portfolio

describes the services of a supplier regarding theiness value. By identifying, the value
of services for the organization can obtain impdriaformation about the value of each
service so that it can assess more precisely venaces should be migrated to the cloud.

Demand ManagementThe demand for services serves as a weightingdotdbe service
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supposed to be migrated to the cloud. Services aviiigh demand may be strong candi-
dates for the cloud migratiofrinancial management By providing financial manage-

ment for the whole process of migrating serviceh®CC, by delivering services’ value
it is possible for the manager to use this inforarato be compared with the cost of the

same cloud’s service and by the changing pricéisarCC.

From theService Desigrbook,the Service Catalogue Managemendupports the frame-
work by providing the organization with ways to lyat detailed information on each ser-
vice offered. This process, complemented by theieportfolio management, offers in-
formation regarding all the IT services providedtlilfe organization. Th8ervice Level
Management by documenting the level that the “on premiseV®es must accomplish,
allows the manager to ensure that all running sesvand their performance are measured
in a consistent and professional manner througiheul organization. The reports and the
documentation achieved are useful as a basis éotlttud services’ necessities. Although
using cloud’s resources can be easier to manageaffexity (increase and decrease), the
Capacity Management is used to establish a baseline of capacity requor each service
as well as maintaining an adequate capacity inrdadeninimize costs. In a similar way,
the Availability Management process supports the migration to the CC. [hfi@mation
Security ManagementITIL's process by defining IT’s security in thegamization also
serves as a point of comparison with the securaythe CSP must afford. Either before or
after the migration to the CC it is necessary toage the organization suppliers. The

Supplier Managementwill be helpful in this process.

TheService Asset and Configuration Managemergtrocess from th8ervice Transition
book will support to comprehend the relationshipsigen the services since it covers pol-
icies, project’s documentation, IT’'s infrastructued employees regarding the services.
The Knowledge Managementprocess, being the process used to improve thktyof

the decision-making and ensuring that reliableasuirate information is available is used
as a ubiquitous’ process to manage the whole krinel®f the organization, in particular
the one that will be used in the migration to th& C

The Service Operationbook contains good practices to provide a guidamcefficient
and effective delivery of services (Cannon & Wheeld2007). TheAccess Manage-
ment’s process supports the framework in the initialmigbn of the accesses necessary to

each service.
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The Service Measurementand theService Reporting processes of théontinual Ser-
vice Improvement book, are useful to gather information that sea®s baseline for a
later comparison of the services with their cloodr@erparts in order to evaluate the im-
provement suffered by the processes that were teijta the CC.

3.2.1.3 Define, select, analyse and map

While the earlier process gathers detailed informmatoncerning the current operation of
IT at the organization, this process defines tipeets related with the migration to the CC.
Moreover, are identified and selected the CSPdyserhthe impact of migrating to the CC
and finally, with the information gathered, thehiause services are mapped to their cloud’s

counterparts.

This process includes a collaborative sub-procesmg customers and CSPs (provider’s
selection) however, since the first ones have thpneffort and responsibility is here in-
cluded.

The sub-processes “define a migration plan”, “depeoviders” and “analyse and test”
make up a cycle once the mapping with the clouchmyparts means that the solution
reached was deeply analysed and validated. Ifdda¢ien it is not valid or has some issues,

it is necessary to go back and analyse the solutidihit passes the analysis’ phase.

3.2.1.3.1 Define a migration plan

This sub-process includes activities related tadigr@sion and the definition of details that
are to be used in the migration to the CC suchlzt v8 to be migrated and when. This
sub-process receives information from precedingmobesses and interacts with other
sub-processes of the “Define, select, analyse aaql processes, namely exchanging in-
formation with the CSPs’ selection sub-processsamplying information to analyse and

map sub-processes.

The definition of the migration’s plan is a collahtive activity between the IT services
and the organization’s business management, toeetiseiparticipation of the organization
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in the whole process of migration to the cloud smdssure a complete alignment between

IT and the organization.

3.2.1.3.1.1 Who does it?

The aim of this task, it is to define who interveme the process of migrating to the cloud.
At least the team must include the IT’s staff, blisiness management, the financial man-
agement, the organization’s legal support and d@hgrostaff with relevant knowledge.
Even if some of this staff does not have a directigipation on the migration to the CC,

their collaboration is important to reduce the céhmce to change.

3.2.1.3.1.2 Responsibilities

As stated in (Cochran & Witman, 2011; Kandukurakt 2009; Onwudebelu & Chukuka,

2012) it is imperative that the customers of the se@vices identify their responsibilities,

before the cloud migration (A. Khajeh-Hosseini ket 2010; Mathew, 2012), and comply

with them. Thereby, the organization should cleadyine who will manage the whole

process, identify what are the responsibilitieg@aéh participant, that is, the organization,
the CSP and the services integrator (if any). linaut also importantly is the designation
of who will manage the relationship with the CSR(sprder to obtain a central point of

interaction between the customer and the CSP.

Additionally and considering that, an importanttggpation in this process comes from
the CSP, there are a large number of participamistiaat there are actions to be imple-
mented, it must be clearly defined what their ra@es what support they provide, as well
as what the CSPs responsibilities are. Besidesithatalso necessary to define (on the
customer and the CSP’s side) who is responsibledon of the steps of the cloud’s migra-

tion.

Besides the identification of responsibilities, thrganization must, in its turn, discover
who, within the organization, has relevant inforimatto the process and include them, at

least, as a useful source of information.

For the depiction of the responsibilities of eatthe actors in the migration’s process, we
followed the RACI (Responsible, Accountable, Cotelil and Informed) model (Jacka &
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Keller, 2009) advocated by ITIL (Lloyd et al., 2Q0This model relates the entities (col-
umns) with the activities pertaining to the proj@ttes) putting the interception values (R,
A, C, I) according to Table 24.

Table 24 - Responsibilities in the RACI model

Value to _
Type insert Description

Responsible R Entlty that p.erforms the necessary work to accom-
plish the activity
The entity that has the power of decision on the ac
tivity. Only an entity representing authority for a

Accountable A given activity can exist. This authority is respens
ble for delegating work.

Consulted C Entities whose opinions are sought. Typically ex-
perts.
Those which are kept up-to-date on the develop-

Informed ment of an activity, often only after the completio
of the activity.

Figure 23 shows the form that should be filled wRhA,C, 1, to record the responsibilities

assigned to each area or employee.

Entities Institution Outside

IT area Other institution e ntitie s/staff
Installer

company

T Other entity

Activities
manageme nt

| Legal | Financial

Process 1

Activity 1

Process 2

Activity 1
Activity 2

Figure 23 - Responsibilities assignment
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3.2.1.3.1.3 What to migrate?

Based on the knowledge acquired in earlier prosgssd-processes and activities, as well
as the information gathered from the CSPs andendgtisions of the management, the
staffs responsible for the migration to the CC mied in this task, what, when and in what

sequence to migrate to the CC.

3.2.1.3.1.4 Requirements

Similarly to earlier tasks and based on the requéngts identified there and in the capabil-
ities offered by CSPs, this task identifies th@imum requirements such as hardware,
software and legal, that must be considered sattigpossible to migrate services to the
CC.

3.2.1.3.1.5 Security

Migrating from a traditional IT’s environment, owsh@nd controlled by the business, to
one relying on a plethora of third party supplet bring along a significant change to
the way enterprises manage the risk and ggqi¥tam, Baldwin, Shiu, & loannidis,
2011).

Security, privacy and integrity are some of thegegt concerns in the implementation and
use of CC (Armbrust et al., 2009; Nkhoma & Dangl20 In a survey (Reporter, 2009)

where more than 500 executives and managers frooodntries have been asked, it was
found out that, despite the benefits of CC, thecatiees have more confidence in internal
systems rather than in cloud-based ones becaubeeafs’ safety and loss of control over
information. Another study (Gens, 2008) where ZAditectors were questioned indicates

that 74.6% of the respondents point out safethaditst challenge of CC.

In this task, the IT’s staff defines the securiguirements for the services, applications

and data that are going to be migrated to the CC.
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3.2.1.3.1.6 Access

Taking into account that the access to CC senacesisually made via Internet (Armbrust
et al., 2009; Yanpei Chen et al., 2010; Grobaue.e2010), the access control should
reflect that fact. For instance, while in the indke IT solution the systems’ administrators
have a wide access to data and applications anghdex the control of the organization,
in the CC this is no longer true since the custonaelonger controls the systems’ admin-

istrators.

In this activity, the staffs responsible for migoatto the CC define the details of the access
for each service application and data that is gtorige migrated to the CC. This definition

is based on the information collected in earli@gesses, sub-processes and activities.

3.2.1.3.1.7 Types of cloud

The migration to the CC depends on the type ofdddChang et al., 2014). To choose the
appropriate models, the customer supports hisidedis the evaluation of the traffic vol-
ume that the applications will use in the CC, theusity and the integration requirements
with other applications that somehow are relatetth¢oones migrated to the CC, the secu-
rity and privacy of the information and the typevadrk among others. This choice is ac-
complished with the support of the information ga#d in the sub-process of identification
and selection of the CSPs as well as the “identifyy understand” process.

Based on the research of Chang et al. (Chang,&t(dl4), Table 25 depicts the most ap-

propriate use for each type of cloud.

Table 25 - Choosing the most appropriate type of clal

Cloud type Public | Private | Hybrid | Community
Small or start-ups organizations v v
Organizations with sensitive data v v v
Large-scale simulations and ex- v v
periments
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3.2.1.3.1.8 How many cloud service providers?

In this activity, the organization, defines how m&6Ps will be used in the migration, not
forgetting to check the interoperability betweesyeell as between them and the services
that remain in the organization. If the customesidies to have a backup CSP, he should

include it in this number.

3.2.1.3.2 Select cloud service providers

One of the major obstacles in CCs service selecsitime offer’s diversity that hinders the
comparison’s process of one CSP or service agaihsts (Rehman, Hussain, & Hussain,
2011). In this process the customer, queries Bienarket to find the CSPs holding the

solution that best fit his needs.

The CSP’s selection takes into account certairessuch as price and performance of their
computer resources, the availability, security liggaf the communication lines between
clients and the CSP's, reputation, legal and azgtianal (Beserra et al., 2012). Besides,
the confidence shared by the customer on the C&issue in choosing a CSP. Additional
information in choosing CSPs can be found on (B26&2; Li et al., 2010; Repschlager,
Wind, Zarnekow, & Turowski, 2011).

3.2.1.3.2.1 Identify

The CSPs selection’s process starts with the ifileation of potential CSPs in accordance
with the customer requirements identified in precggrocesses, sub-processes and activ-
ities, in the CSP’s transparency and in the sditaldor the migration’s project. Conse-
guently, the organization must obtain from the GSfsails and features of each service
provided by the CSPs, such as the time requireplgagservice, the time between updates,
the time required to increase and decrease theitapéthe service and the service uptime.
The organization, consecutively, must validate gh¢hered information with the needs

previously identified to make a judicious choicelod CSPs.

Each CC deployment model has its own pros and ddreslaaS requires more expertise
from the customer who needs to know a priori theeasities of computing resources for

the applications. Alternatively, in the PaaS matlel customer must consider the vendor
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lock-in, the knowledge and the development’s tieguired. The SaaS facilitates the man-
agement and responsibility, however, it requires uke of standard applications, which
could be more difficult to obtain the customer’'saday the end of the contract and may

also cause the vendor lock-in.

To minimize vendor lock-in issues, besides theafsstandards as presented in 2.1.8, we
suggest following (or verifying if the CSP follow#)e measures proposed by Hill and
Humphrey in (2010). The first one relates to the a8 APIs, which have multiple inde-

pendent implementations. For example, the EC2 ARdsised by other implementers and
are a de facto standard for interface to cloud mement (Pahl et al., 2013b). The second
is to choose APIs that can run on multiple clouddrenments, for example, Map Reduce

and Hadoop and the third to split the applicatidaggc and the cloud layer.

The customer IT infrastructure may have a combomadif virtualized and traditional serv-
ers. Consequently, the customer must know how tgrate these virtual machines to the
CC'’s environment, for example, simply by moving theualized servers to the cloud’s
infrastructure, by converting the virtual imagetbhe one adopted by the CSP or by in-
stalling each application on the CSP’s server. ddta migration to the CC should also be
analysed by the customer and the CSP, studyingthgpes such as validating the possi-
bility of maintaining the same database server,ingpdata to another database server or
other CSP.

3.2.1.3.2.1.1 Software as a Service - SaaS

The SaaS model offers applications provided, byxt8®, in the CC’s environment. If there
are CC applications available with the requireméatestified by the customer, it is desir-

able to choose this model.

To adopt the SaaS model, it is typically requiredrtigrate the organization data to an
application in the CC. In most cases, this is noigration of an organization's application
to the CC, it is a switch to a new application athe running in the CC. Additionally, the

accountability of backups and server’s maintenangees from the customer to the CSPs,
a detail that should be reflected in the SLA. Thé Sor this model, also requires attention

to guarantee that the CSPs have the required ¢tgpaallow the customer to be able to
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access his data and to migrate it to other appicat as well as to access the necessary
information to validate the SLA. The security ofdrmation that these applications have,
as well as the verification that the customer ig &b do of this security are also related to
the SLA.

3.2.1.3.2.1.2 Platform as a Service - Paa$

Other circumstances exist where there are not @gpins in the CC’s environment that
fulfil the customer needs. In these cases, theooust may opt to implement solutions in
the CC's environment by selecting the laaS or Haa8els. In the PaaS model, the cus-
tomers can implement the applications projectedhleyn in the cloud’s environment by
using the programming languages and tools offeyaiddCSPs. The adaptability and com-
pliance of the development platform made availdyli¢he CSPs with customer needs in-
fluences the choice of one CSP over another. Aafdhtly, in this cloud model the customer
must carefully evaluate the SLAs, the security éssuhe information’s privacy and the
possibility of moving, or not, the information tther vendor’s platforms, that is, to prevent

the vendor lock-in.

3.2.1.3.2.1.3 Infrastructure as a Service - laaS

In some specific circumstances (for instance torateylegacy applications to the cloud;
too long development time; inability to developagplication, among others), neither the
applications offered by SaaS, neither the availdblelopment platforms PaaS, provided
by the CSPs, meet the customer needs. The laa®ydegit’'s model, where the CSP offers
virtual machines to install customer‘s applicatioissthe most suited for these situations.
This service model is the most affordable way fiyamizations to migrate their applica-
tions to the CC, since they may not need to chamgeapplications they already have (A.
Khajeh-Hosseini et al., 2010). However, to deplogperly the customer’s applications,
the IT team committed to the migration to the C€dteto confirm that the virtual machines
provided by the CSPs comply with the requiremehti® applications already developed

in-house.
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3.2.1.3.2.2 Select

After identifying the best-suited CSPs, accordmghie IT requirements identified, the cus-
tomer selects a smaller group, amongst them, t&.War support the organization of elect-
ing this group of CSPs, the organization obtairstamhal information regarding each CSP.
And they manage to do that by querying other eusts who have already acquired the
services of the selected CSPs. Additionally, the@mer must evaluate the CSP’s experi-
ence in the market, its technical expertise, ramracredit, company’s stability and trust
(from other customers of the CSP or from the custonho is migrating the services to the
CC). Another source of information is a live testhe service in form of a free trial of the

services used in real migration.

However, the services provided by CSPs are a hlggaemus world and this leads to the
necessity the customer may have of a more objentatbod for this selection. To support
this purpose, the CloudCmp’s tool (Li et al., 200014) helps by “systematically compare
the performance and cost of CSPs along dimensnat$rtatter to customers”. It is a frame-
work for the systematic comparisons of cloud sawiaimed to support cloud customers
in selecting a CSP. CloudCmp includes a set of lracking tools used to compare com-
ponents. The results are then used to predict énfermance and cost of a cloud user’'s

application when deployed on a CSP.

Additionally, with a similar purpose, Repschlagel. in (2011, p. 163) present a model
to supply “a provider independent classificationd®l for Infrastructure as a Service
(laas)”.

3.2.1.3.3 Analyse and test

After the big decisions have been taken, it is timeonfirm that everything is in accord-
ance with the identified requirements in order togeed to the implementation’s process
of mapping the local services to their CC’s coumaet. Correspondingly, the pros and cons
of the migration to the CC must be checked, as aglvhat kind of impact the organization
and the services suffer and the costs that are &xpected. The analysis of the security

issues should not be forgotten and the ought wolkiered and safeguarded; the risks must
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be appropriately managed, the staff is restructaretlit is decided what to do with unnec-
essary ones, the legal issues are all satisfiedcdimmunications lines should have the

required capacity.

3.2.1.3.3.1 Advantages and challenges

CC offers many advantages; however, it also holdsnaber of challenges. In this activity,
the customer ponders the pros and cons of theieatuto compare them and choose the
most adequate to the organization. A starting dointhis evaluation is based on the issues
presented in sections 2.1.4 and 2.1.6. To thisqa&rphe SWOTanalysis, a planning tool
used to identify Strengths, Weaknesses, Opporasnénd Threats involved in a business
is applied.

Strengths are typically internal characteristics of the lnesis that give advantages over
the competitors. To support the framework we magolysider the CC advantages that are
related with the study. Theeaknessesare classically internal features of the business
placing the organization on disadvantage with otloenpetitors. Accordingly we consider
the weakness of the current IT solution, namelags, its lack of capacity to support the
current requests, its hardware problems, and the iS§liesOpportunities are the exter-
nal conditions that present a chance to improveotganization. Finally, théhreats are

external conditions presenting the risks to thenization.

The strengths and weaknesses are issues thagdr@zation can control. On the other side
are the opportunities and threats that the orgtaizaould not control although it could

influence.

Based on the SWOT analysis the organization derdezss and goals for the migration of
services to the CC.

3.2.1.3.3.2 Impact

The CC changes the way an organization delivers #ild business’ services leading to
not being always clear what the repercussionsearotiyanization will be. In this activity,
the organization tries to find the answer to thegon: What kind of impact will the or-

ganization have if these processes and applicatiogiate to the CC?
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The organization should analyse the influence e&peed by the shift from IT products to
services and in the responsibilities from techng®gnplementation and support towards
activities of sourcing and monitoring (Rohmeyer &BZ2vi, 2012), driven by the CC. For
instance, what changes occur in an organizatiomwlhepting a SaaS solution opposed to
when it needs to purchase and maintain the softiearevery computer in the organiza-
tion? Furthermore, which organization areas su#ifeimpact with this change is something
that should also be explored. For example, miggainthe CC makes it possible to create
a new product or service, up to now forbidden bseanf the prohibitive amounts of com-

puting power required. What new services shouldrbated? To whom?

Another issue that must be observed, also idedtifie(Conway & Curry, 2013), is the
need to fully comprehend the impact on the usesmunity and on the IT’s staff, (more
information regarding the issues related with staff be found in the section 3.2.1.3.3.7).
Moreover, in this activity, the impact sufferedthy organization should also be analysed,
for instance, if the CSP is no longer able to daelithe contracted services, for example

because of a prolonged service outage, or bankruptc

3.2.1.3.3.3 Costs

In the CC world, things often change and withouthmootice and there are also different
pricing schemes (Onwudebelu & Chukuka, 2012). Iddeeigrating services to the CC

may arise unknown costs in the IT, some of whicghhbe un-expected to the organiza-
tions, leading to a necessity of clarification,rgjowith the CSPs, the available payment
models and what they include. Additionally, thetoaser must gather information regard-
ing extra costs, if any, such as monthly fees,aetetxes for traffic above the limit or extra

storage and data transfer.

A concern, shared by IT managers, is whether ts af transition to the CC will be
sufficiently low to benefit from any medium-termveags (Armbrust et al., 2009, 2010;
Bibi, Katsaros, & Bozanis, 2010). Indeed, if on thee hand the customer must gather
information concerning the CC costs, on the otlzgrdh he needs to benchmark the costs
of maintaining the solution at home in order toeassf it pays economically off migrating

services to the CC, once the CC services are walyalcheaper than traditional IT services.
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However, we argue that the migration to the CC khoot be only done for economic
reasons, since there are issues that must be addgfore migrating to the CC such as
trust, security, availability and vendor lock-imang others. Klems at al. (2009) present a
framework that can be used to compare the costsinf) the CC with traditional IT infra-
structures. Additionally, as previously mentiontbe, CC causes a change of the cost model

from CapEx to OpEx that must also be considerechwhigirating to the CC.

3.2.1.3.3.4 Security and Accesses

From a technical point of view, the majority of saty problems endorsed to the CC al-
ready exist in the traditional data centres. Acoaly, when migrating services to the CC
the customer, in collaboration with the CSP, ndeddearly define the responsibilities of
each stakeholder in the process. Similarly, theotner needs to confirm that the CSP
meets the security requirements identified. Itlg arecessary to check which security

standards are being used.

The security must also be analysed from the imuagire’s standpoint, i.e., equipment and
data network levels and from the staff's point aw, i.e., the one responsible for the
management of systems, including systems admitostraand network managers, by
knowing his certifications, training and backgroulde acknowledge that gathering this
kind of information for public clouds could be didffilt; however, as it represents a benefit
for the migration to the CC, it is mentioned héBeyond the infrastructure’s standpoint,
the registration of actions and results (logs)@spnt another security issue (Kandukuri et
al., 2009) that the customer must analyse and gatfoemation from the CSPs. Indeed, it
is required to know, among other information, & tSPs allow accesses to logs (Beserra
et al., 2012), what is registered in these log[Can & Witman, 2011), how long these
records are kept, who has access to the data eztardl how the customer can access this
information. M. Cochran and P.D. Witman in (201f@jphasize the importance of records
(logs) and personal data when stating that the Sthduld clearly identify the data that
administrators have access to and whether or eot tire records of personal data. Still on
security and legal requirements, the customer rolstk how long the information is
stored in order to allow, if necessary, a foremasialysis (Marston et al., 2011). Besides the
technical problems, the implicit need to trust ateenal parties to maintain critical infor-
mation and provide critical IT services, is recagu by the authors of (Ahmed, Xiang, &
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Ali, 2010; W. A. Jansen, 2011; Kandukuri et al.090Ramgovind et al., 2010; Roberts &

Al-Hamdani, 2011; Shimba, 2010) a security issuee €ustomer must recognize if there
is a security breach and in case his data has ssmampromised, the CSPs can be legally
responsible; however, the customer is typicallyttust affected one (Guo, Song, & Song,
2010; Kandukuri et al., 2009; Sabahi, 2011; Spratg,1).

3.2.1.3.3.5 Contracts and Service level agreements

As more customers delegate their tasks to the GB®SLAs between customers and CSPs

emerge as a key aspect (Patel et al., 2009b).

The SLA should include, among others, service uptiproblem solution time, perfor-
mance, response time, security measures and tefngidn. When articulating the SLA
with the supplier, the customer should highligtg thost critical components for his busi-

ness so that he is able to apply measures that@me stringent.

The quality of services affects the service’s vatuehe customer and therefore it must be
possible, for the customer, to be able to valitlaequality of the contracted services. Ac-
cordingly, the customer must find out how to val&the SLA clauses and recognize how
to control the contracted services. Support on tomanage, validate and monitor SLAsS

in the CC can be found in (Baset, 2012; Chaza@tp2Nor Shahida Mohd Jamail, 2013;

Patel, Ranabahu, & Sheth, 2009a; Ul Haq, Brandi§ckikuta, 2010).

For some customers the SLA provided by defauthkyCSP is not sufficient, for example
if it needs to guarantee certain parameters foloadcapplication (Machado & Stiller,
2011). In those circumstances, the customer msgsbder the possibility of SLA’S cus-

tomization to meet their needs.

The contract, unlike the SLA, whose focus congistthe performance and service quality,
is as a legal document describing the servicesigedvalong with predicates such as of

cost, duration, resources available and used.
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The customer, in collaboration with the CSPs, sthewkluate the feasibility of negotiating
the contract, regarding a detailed definition & thsponsibilities of each stakeholder. Re-
garding to the legal issues - the applicable juctgsh, the information provided in an audit,
who has access to the customer’s information arat Wwappens in the event of a data loss
attributable to the CSP — all of this must be asedly Furthermore, some circumstances
must be studied, such as whether there are pladsadter recovery (Clemons & Chen,
2011), clarifications regarding situations of alirapntract termination (Convery, 2010)
and security problems.

The contract must also reflect what occurs at the @& the contract (Onwudebelu &
Chukuka, 2012), that is to say, what are the ptessiomats to retrieve the customer’s data
and applications, what the costs are, for how lang, what kind of support is provided by
the CSP.

3.2.1.3.3.6 Risks

The migration to the CC encompasses some risksé&xdon 2.1.6), that must be analysed
and identified to mitigate them. Therefore, thetomser must study the risks inherent to
the CC’s migration and service models chosen. el'ablpresents the four core areas of
risk (enterprise risk, technical risk, legal risikdacommon risk) for the organizations when

migrating services to the CC recognized by Onwullelded Chukuka in (2012).

Table 26 - Cloud risks (based offOnwudebelu & Chukuka, 2012)

Risk Include
Enterprise CSP switches off, lock-in, lacks in service proarsicloud outage)
Technical Fails in infrastructure, malicious activities, ddt@mage, software

vulnerabilities

Lacks providing legal evidences, changes of jucisoin, software
licencing

Common Natural disasters, backup failures, data disclosure

Legal

The CSP lock-in is a risk that the customer shamlalyse to prevent it, given that it may
result in significant costs - for example, if hentsato migrate his applications and data to

other CSP or back home. Another threat that deséheecustomer's attention is the cloud’s
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interoperability, to prevent CSP lock-in, or if thevided solution encompasses the inter-

action between two or more CSPs.

3.2.1.3.3.7 Staff

Evaluating the stéing requirements for data centres is an extremehpbex endeavour as
it involves components such as software developm@eth management, hardware repair,
maintenance of cooling, building and the netword power services (Yao Chen & Sion,
2011), amongst others. Notwithstanding, the orgsida should consider the human side
of the migration to the CC, given that it resultsaisignificant transformation of responsi-
bilities and roles of IT managers (Adel et al., 2D1n the elimination of some in-house
services and in the redesign of others. Thesesdsaed to a planning by the organization
on what to do with employees that are no longedeé€Convery, 2010), also reformulat-
ing the roles of others, for example learning ndwliss(Adel et al., 2013; Cochran &
Witman, 2011; Heier, Borgman, & Bahli, 2012) angest resistance to change from other

employees.

When migrating IT services to the CC it is compuysto rethink the tasks assigned to
internal IT’s staff because the services, formedyformed by them, will be the of CSPs
responsibility. Considering the plethora of sersiceade available by the CSPs, the IT’s
staff must start performing the integration amomg ¢ontracted services from the CSPs
and those that stayed at home and the manageméme &SPs and their relationships
beyond the internal helpdesk.

3.2.1.3.3.8 Legal

The organization must determine, in detail, whattae legal requirements applied to its
applications and data whether they are “on premisedn the CC, to verify that, when
migrating to the CC they still comply with the légaquirements. Accordingly, the organ-
ization should know the location (Helmbrecht, 20d@kre his information its stored. Alt-
hough this information may not be available forta# CSPs, it is mentioned here because
different locations may have different jurisdictoand therefore different laws may be
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applied to the same data depending on where tbred and comprehend how the CSP

reacts if forensic proofs are requested by a court.

In synthesis, in this activity the organizationifies the fulfilment of the legal IT require-
ments after migrating to the CC. For more informatiegarding legal issues, it is advise
to read (Helmbrecht, 2010).

3.2.1.3.3.9 Communications and dependencies

In the CC, the organizations acquire IT servicesnfremote CSPs and consume them
(predominantly) via Internet (Bibi et al., 2010; icukuri et al., 2009). Providing and con-
suming services over the Internet offers an in@eagfficiency and virtually an access to
services from anywhere, it conversely turns comcations, mainly Internet access, into
a point that deserves special attention by themzgéion because it can easily become a
bottleneck and a single point of failure. Accordinghe organization must evaluate which
is the required capacity; the need for a backugp, lihe security, the costs, what is the in-
formation carried by this line, the data encrypt@eds (Cochran & Witman, 2011) among
others, to prevent forthcoming problems such asrmétion leakage, inability to access
their applications and data. Additionally, the cusér must understand the communica-
tions services costs and conditions available énG$P, to satisfy his needs. Support on

the management of communications costs can be fioufMazhelis & Tyrvainen, 2011).

The identification of the dependencies identifisdhe 3.2.1.1.1 section may change with
the migration of services to the CC or with theelepment of new services, consequently

it is here necessary to analyse the bandwidth rexpgints to prevent any issue.

3.2.1.3.3.10Applications and data

There are three groups of applications within tk The first group encompasses the ap-
plications developed or migrated to the CC by amsie commonly available via laaS or
PaaS. The customer must validate, among othersatbgy, confirm who has access to the
customer’s information, the integrity of the infaatron, how are the updates made, how
are backup and replacement copies accomplished méthods are available for importing
and exporting applications, what is the portabigitgvel of applications between dissimilar

CSPs and how can the client test the applications.
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The second group (SaaS model), is the approachhys&@EPs to make the applications
deployed by them available. The customer shouldstigate what are the possibilities for
customization to better adjust the applicationfiwiis needs. Additionally, it is necessary
to know who developed the applications, where anaiftoom they were tested to increase
the confidence in the applications. The customestraiso gather information regarding
the details of the software update’s process, Hmvcustomer is notified and the issues
concerning the compatibility among the various w#rs. With these applications, it is
mandatory to analyse how to monitor them, partitylk® validate contracts and SLA.

The third group covers the applications used byGB® to manage their clouds. It is re-
quired to know by whom they were developed ancdktesiow they can be monitored and

what accesses and security they have regardirig toustomer’s information.

When migrating applications to the CC, a numbeissfies must be handled such as the
changes that the applications must undergo toftdkadvantage of cloud scalability. Ap-
plications can be migrated to the laaS model, aljhahe flexibility of this model has a
serious drawback, the fact that a considerable atudu work is needed by the developers
to ensure that the advantages of the cloud arg éuibloited. At the other extreme, SaaS
can reduce, the work of the development team, simees less flexibility and greater scala-
bility. A midway solution is PaaS, where thetomser has less development’s work than
with laaS since the platform made available byGB® already implements various details
related to cloud development, although it is nmeusceptible to vendor lock-in.

The traditional development of applications inclsitteree layers, namely, the presentation,
the business logic and the data. The existendeesttthree layers allows the migration of
the applications to the CC to be performed seplgréde each of them. Hence, migrating
applications to the CC can be carried out by follmwarious architectures. For example,
the business logic can be implemented by usingsib@gle App Engine whereas the data
can be handled by the Amazon Relational Databasec8eln view of this, several issues
must be solved, such as the following: definingatybart(s) of the applications should be
migrated, understanding how to recode the apptinat comply with this new environ-
ment (Andrikopoulos, Binz, Leymann, & Strauch, 2Da8d determining what cloud mod-

els should be used, should any part of the apmitaemain “on premise” (for security
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reasons for example), should we use one or se¥es&ls (compatibility issues may arise),
and assessing what impact the applications widlkeogo as a result of these changes. In
(Andrikopoulos et al., 2013) more information danfound on migrating applications to
CC. Additionally, some CSPs also provide informatam how to migrate applications to
CC. For instance in (Varia, 2010) a phase-drivethod is employed to migrate appli-
cations to the AWS cloud.

From the data side it is necessary to find the ansvirom the CSP, to the questions raised
by the data import and export (to and from the C8&M)cerning what type of support is
provided, what are the standards in usage in tfoenmation’s transfer and what are the
costs to transfer data to and from the cloud. &tard to data’s storage, the customer
must identify what data formats and standards aesl o store data, who manages the
storage, that is, a third party or the CSP himselfat are the backup procedures and
whether there is redundancy of data, among otfbeslegislation governing the protection
of data can vary according to the location whery thare stored, leading to that is also
needed to know which one is the location (or lan®) where the data is stored, what

jurisdiction is governing the access (who has a&tehis data).

Applications in traditional data centres are subjedissimilar licencing schemes, for in-
stance the payment, for a certain period (for exarapnual) of a fee or by perpetual when
purchasing the application. With the migrationtie CC, the organization should listen to
the CSP as to know how to transport his licencoigeme to the CC, not to forgetting new
licencing schemas that may be more favourableairttiey include a dynamic number of

servers (because of the dynamic nature of the CC).

3.2.1.3.3.11 Test the solution

Zhang and Liu in (2011) identify the following reas that leads the migration to CC is
error-prone. The first reason is based on the enmient changes that invalidate many
environment dependent configurations, for examiple;onfigurations and its dependen-
cies. The second reason, are the dependencies ahmrgmponents that are to be mi-
grated to the CC, the third reason is related eagtieat number of controlling settings and

lastly the human factor.
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Although the earlier processes and activities dlyesddress these issues, in this task, the
solution is tested in a controlled environment émfom that all the details are working

properly before they go to production.

3.2.1.3.4 Map

In this sub-process, with all the information ga#gtkand validated the customer defines,
for those services who has been decided to be taeigwdhe CC, the matching between the
in-house services and applications and the CC’s/alunts. This mapping, concerning the
applications, data and infrastructure, could bégoered either by migrating the in-house
application to the CC environment, by developimga CC application to replace a legacy
in-house application or “simply” by migrating thatd to an already available cloud’s ap-

plication.

Each of the items to be migrated to CC should Iseriiged, at least, with the information
portrayed in Table 27. The reference should bevadgnt as the item is described in the
service portfolio to link this table with a comp@etervice description. In a similar way the
CSP should refer the CSP in the same way the C$Rgament does.

Table 27 - Map of services to their cloud counterpas

Item Description
ID Reference
Department Department or section that owns the service
Name Name of the item to be migrated
Type Service, application, data ....
Part Part of the service or 'all' if no subdivision
Responsible Person responsible for the service
Scheduling Timetable for moving the service to the cloud
Order Order by which the services will be migrated to ¢heud

Cloud service provider CSP for which the service will be migrated
Cloud service provider re-

Person (of the CSP) responsible for the service

sponsible

Cloud type laaS, PaaS or SaaS

Service Service name, on the CSP side
SLA Service SLA “on premise”
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Item Description
Cloud SLA SLA to be observed on the CSP’s side
. Action to be done before the service is migratethe
Action to do before cloud
Action to do after ggtllj%n to be done after the service is migrateth®
Special conditions Spec_:lal conditions to be considered when migratting
service
Observations Any additional comments

3.2.1.3.5 [TIL relationship

As expected, since the aim of the M2CC frameworto imigrate services to the CC, the
major ITIL support comes from the ITIL books See/idesign and Service Transition. As
already stated, the ITIEinancial Managementprocess provides support throughout the
entire process of migration to the CC. Table 28 manizes the relationship between the

Define, select, analyse and map M2CC frameworldegss and the ITIL framework.

While in the earlier process of the M2CC framewdhkeService Level Managementrom

the Service Strategybook mainly aims to document the existing SLAsthiis process it

is useful to support the negotiation, with the CS#she SLAs based on the information
gathered. ThdT Service continuity managementprocess supports the framework to
manage the risks caused by the migration to thea@Cthe impact on IT services, by
assuring that the services, when migrated to the l@&e alternative service options to
guarantee that they are still able to operateeretrent of a significant business outage or
disruption. Likewise in the “ldentify and understdmM2CC framework process, tHe-
formation security management another global process, supports the framewosdein
curity related issues. To support the managenmehselection of CSPs tigupplier man-

agementlTIL’s process is advised.

137



The Framework

Table 28 — Define, select, analyse and map / ITIL

ITIL processes

Service

Service design Service Transition Service Operatiol as
strategy

Framework processes

Service asset and configuration management
Release and deployment management

Service portfolio management
Service catalogue management

Strategy generation
Demand management
Capacity management
Availability management
Event Management
Request fulfiment
Incident management
Problem management
Service measurement
Service reporting

7 step improvement

Evaluation

o ||IT Service continuity management
o ||Information Security management

e ||Transition planning and support

e ||Financial management

o ||Service level management

o ||Supplier management

e |[Change management

o ||Service validation and testing
o ||Knowledge management

o ||Access management

[Define, select, analyse and mag|

From the third ITIL bookService Transition, M2CC gets support in planning and coor-
dinating the resources in order to put a servitepnoduction with a predictability of cost,
quality and time, from th&ransition planning and support process. From th€hange
managementprocess the support is to ensure the use of si@imddrprocedures for the
efficient and prompt handling of all changes to imize the impact on service quality. Still
from the same book, the M2CC framework gets badkup theService validation and
testing process, to validate and test the services migjtatehe CC. Th&nowledge man-
agement,as mentioned earlier, is a ubiquitous processdtpports the whole M2CC'’s

framework in the gathering, analysing, storing ahdring knowledge.

The framework manages issues related with accegsesnforcing the policies defined in
the Information security management, accordingheinhformation prescribed in thc-

cess managemeryrocess from th&ervice operationbook.

3.2.1.4 Migrate and govern

This is the final process of the M2CC frameworkisTprocess, embraces a strategic defi-
nition of how the identified services are migratedhe CC. It includes a test pilot to try,
once more, the new architecture before it goes pnbduction and, in this way, find out
whether the new functionalities are working as exge or not. After a successful test pilot,

it is time to put the whole architecture (in-hoasel the CC services) into production.
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Once the migration has been tested and everythimgaccordingly, it is advisable to start
a continuous improvement and monitoring process ftocess is useful to maintain, val-
idate and improve the services’ quality and consatjy to evaluate and validate the SLA
and the fulfilling of the contract.

3.2.1.4.1 ITIL relationship

As expected, this last process of the M2CC'’s fraor&v{‘on premise” issues) gets most
support from the&ervice transition, Service operationandContinual service improve-
ment of ITIL processes, because it aims to migratelthgervices from traditional envi-
ronments to the CC and govern them. The relatipnsbtween this M2CC process and
ITIL is summarized in Table 29.

Table 29 — Migrate and govern / ITIL

ITIL processes
Service . . . - . .
Service design Service Transition Service Operatiof as
strategy
=
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Beginning from the Service strategy book procegbeft)emand managemenis useful

to support the organization in managing the comtisudemand of the services. As said
earlier, theFinancial managementis a holistic ITIL process regarding the suppaveg

to the M2CC framework.

The second bool§ervice designsupports the “Migrate and govern” process oM C
framework with theService Level ManagementtheIT Service Continuity Manage-
ment, thelnformation Security Management and theSupplier Management TheSer-
vice Level Managements a useful process targeted to monitor the Slgkslitions. Con-

versely, the support provided by teService Continuity Management is similar to the
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one given in the preceding M2CC process framewexkluding the fact that this process
is applied to the selected CSPs. As mentioned altoemformation Security Manage-
ment ITIL process is an omnipresent process in the M2@@ework because of the large
weight that security holds on the migration to @€. The last process of this book, the
Supplier Management ensures that the contracts made with the prelyigetected CSPs,
are consistent with the needs of the businesstatdite CSPs meet their contractual com-

mitments.

The Service transition book, as the name implias,its focus on the conversion of services
into a live/operational use. As such, it is expedteat the majority of the processes of this
book support the Migrate and govern M2CC framewardcess, because it is the one tak-
ing care of the real migration to the CC. Thansition Planning and Support process
ensures the methodical transition of new or modi§ervices into production. Therefore,
this ITIL process supports the “Migrate and goveimdimework’s process by preparing,
coordinating and supporting the services’ transitmthe CC. Th€hange Management
support this framework process by handling all¢hanges (resulting from migration to
the CC) necessary to achieve the minimum disrugbdhe IT services. Despite the urge
to handle configurations in CC environments isléaser than in-house, it continues to be
necessary to keep the configurations for in-hoeséces, for services migrated to the CC
and for their relationship between them. Bwrvice Asset and Configuration Manage-
ment ITIL process supports this framework process lyviging an accurate configura-
tion’s information to minimize the number of qugland compliance issues caused by an

incorrect or inaccurate configuration.

The Release and Deployment ManagemenTIL process aims to build, test and deliver
services specified in the service design. It istiiis reason why this process supports for
the M2CC'’s framework. Accordingly, the IT’s staff charge of migrating IT to the CC,

must decide what to do and verify if the releas@agament of the CSPs is compatible

with the organization business’ calendar and reguis.

In its turn, theService Validation and Testing supports the framework by helping the IT
management ensuring that the IT services still rtteebrganization’s expectations after

the migration to CC. Th&valuation process, as the name implies, aims to evaluate the
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processes on a regular basis, an important pénedMigrate and govern” M2CC frame-

work mainly for the “Evaluate and monitor” and “¢omuous improvement” sub-processes.
Lastly, theKnowledge Management,a ubiquitous process of the whole M2CC frame-
work, supports it in the management of the knowdedgllected and produced in the mi-

gration to the CC process.

Because this M2CC framework process takes careeafetal migration to the CC and the
initial operation of services into the CC, all tBervice Operationprocesses support the
M2CC framework process of “Migration and governlthdugh theEvent Management
Incident ManagementandProblem Management,per seare not directly related with
the migration to the CC, they are considered ig fiimal process of the framework and the
initial period of production to cope with the evenincidents and problems found in this
process. However, it is advisable that the respbadiy the migration of IT to the CC

knows how the events, incidents and problems aokéxd and reported by the CSP.

The Continual Service Improvementbook supports the M2CC'’s framework process not
only to evaluate the services that were migrateith¢oCC but also do the needed adjust-

ments.

3.2.2 Off premise

This second group of processes includes the wafknoeed with the support of the CSPs.
It includes the provision, by the CSPs, of inforimaton the services they deliver, namely
the ones concerning laaS, PaaS and SaaS.

3.2.2.1 Information regarding cloud services

The identification of services provided by each GSPRital when the suppliers are to be
selected. In this process, the CSPs make avatlableformation concerning the services
they provide, which could automatically be gathdsgdising the sematic web technology
(Joshi, Yesha, Finin, & Joshi, 2012; Joshi, Firihal., 2012). The information includes
details regarding the possible contracts and SLiAgtvare the available resources, the in-
formation concerning continuity and availabilithetsoftware in use such as the applica-

tions made available via SaaS and the softwarsageiby the CSP to manage the cloud
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services. Additionally, the CSP must also offer ptate information regarding the costs

of each service and security.

The communication of problems and issues amonguests and the CSPs must be fluid
so that the migration to the CC and the CC’s walkes place in a smoothly way. The
support issues can be divided in two groups, tisedne encompassing the incident’s man-
agement and the problem’s resolution, while th@sdagroup covers the relationship be-

tween customer and CSP.

In the first group, the customer must take intoocact how the CSP does the detection,

registration, handling and what are the respontdslifor each player, and incident occurs.

The second group ensembles customer/service prasedemunications, and gives infor-
mation to the customer regarding how the incidantsproblem solving, are reported, what
support is given to the customer, what trainingny, is given to the customer.

3.2.2.1.1 ITIUs relationship

Table 30 — Information regarding cloud services andloud services / ITIL
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A major impact of ITIL on outsourcing is via meclens that are designed to improve
communication (Alojail, Rouse, & Corbitt, 2012). Asch, this communication between

the parties involved in the migration to the CCaliso improved by the use of use ITIL.
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This M2CC'’s framework’s process, as it represdmsithole tasks of the CSP, gets support

from the whole ITIL books as illustrated in Table. 3

3.2.3 Insynthesis

The M2CC framework includes the processes, “Defmestrategy”, “ldentify and under-

stand”, “Define, select, analyse and map” and “Migrand govern”.

Before starting the process of migrating to the @€, organization must at first identify

and understand the business and technical isshéd) igad to a migration of services and
applications to the CC. Among these issues, therea@st savings, agility and scalability

offered by the CC. At the “Define a strategy” pregethe organization comprehends the
concept of CC, identifies the reasons why to magisrvices to the CC and develop a
strategy plan. In the “Identify and understand”qass, the customer performs a full as-
sessment of the infrastructure, services, apptinatand data, to perceive in full detail its
IT, to identify what to move and to later comparénbuse versus CC solutions. After com-
prehending his IT, the customer is ready to dedimeigration’s plan in the “Select analyse
and map” process. Based on the information of #nkee processes, on the migration plan
and in the information gathered from the CSPs,Homses the most appropriate suppliers

for the migration.

A sub-process analyses and ponders the whole iatamto produce the input to the

“map” sub-process mapping out services to themalcounterparts or creating new ones.
Lastly, in the “Migrate and govern” process, thgamization migrates the selected services
and applications to the CSPs according to the défmigration’s plan. The migration is

performed with the joint participation of the ITmletment, business, CSPs and with the
service integrator (where appropriated). This ntigramay be phased, and there must be
a validation by the end of each phase, accordinbdaustomer needs. Finally, the cus-
tomer collects information regarding the perform@aatthe CSPs and checks if they are in

accordance as specified in the contracts and tihe SL

3.3 ITIL and the migration to cloud computing

To migrate IT services to the CC in a straightfaidwaay, with more control and in a more
accurate way, the organization must use the raghlst The migration to the CC involves
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a standardization (Banerjee, 2012) as such, wecadlwdhat the use of ITIL, a de facto
standard (Iden & Eikebrokk, 2011; M. Jansen, 2@#hibudin et al., 2008), and the refer-
ence model for IT management processes, is apptepw support the migration of IT

services, applications and data to the CC.

While the preceding section presents our framewaitk the processes that must be under-
taken by the organization, with and without the @S®llaboration, to migrate services to
the CC, this section demonstrates how ITIL couldi®ed to support the application of the

framework.

The activities and issues presented in the framlewag similar with the tasks and issues
found in the implementation and management ofidwdittonal IT services life cycle. Ad-
ditionally, so that CC delivers real value, it mbst aligned to the enterprise rather than
simply be a platform for simple tasks, such asiappbn testing or running product demos
(Ali Khajeh-Hosseini et al., 2010b). Consequenblging the ITIL's framework a set of
good practices for the identification, planninglivring, supporting of IT services and
alignment of IT services with the business, it doallso solve the issues presented for the
migration to the CC and support the organizatiother development of those activities.
Furthermore, ITIL facilitates the communication weén the CSPs and the customers

(Nehme, Persson, & Lahiji, 2009), the two main estaf the migration to the CC process.

To summarize the whole mapping between ITIL and K2€Eigure 24 exposes the rela-
tionship between the processes defined in the bdbks, theService Strategy Service
Design Service Transition, Service Operation and Continual Service Improvement

and the activities of our framework, the M2CC.
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Figure 24: ITIL and the migration to cloud computing

3.3.1 Service Strategy

Uzedin the cloud management by the provider

As previously mentioned, the CC is similar to auioh outsourcing IT operations. In this

area, the ITIL also supports the migration to tiely having in itsService Strategybook

(Igbal, Nieves, & Taylor, 2007) a specific sectfon outsourcing “Sourcing Strategy”.
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3.3.1.1 Strategy generation

Because of the issues involved and bearing in mindt surrounds the migration to the
CC, we must not start without it first outliningi@gration strategy’s process. A strategi-
cally designed migration’s process will ensure thatmigration to the CC is suited to its
purpose and not to follow the trends or becausersttarried it out. This ITIL process will
support the first step of the framework, that define a strategy”.

3.3.1.2 Service Portfolio Management

The “Service Portfolio Management” is a key proceghin the migration of IT services
to the CC because it provides a service’s catalagtlading information concerning all
services, that is, existing services (serviceslagi), services under development (ser-
vices pipeline) and retired services, allowing évaluation of each one their value and

costs, so that organizations can make informedsabers.

This ITIL process is useful not only for the orgaation that wants to migrate services to
the CC but also for the CSP. The organization iisesdentify the features of their services
in order to support it in recognizing what can bignated to the CC as well as to assist in
the comparison of the services’ characteristicsvben different CSPs. When the CSPs
also use ITIL, it allows them (Igbal et al., 20@@)be able to comprehend the quality re-
quirements and related delivery costs and that ey can strive to reduce costs through
alternative means while maintaining the qualityiaf service. Additionally, it supports the
CSPs to produce a catalogue of services deliverédg@pporting it when answering ques-
tions such as: (Igbal et al., 2007) Why should st@mmer purchase these services? Why
should they purchase these services from us? Waahe pricing or charge back models?
What are our strengths and weaknesses, priorkYy How should our resources and capa-

bilities be allocated?

As aforementioned, it is important to recognize tagponsibilities of each actor in the
migration to the CC. The “service portfolio manageti also provides support in this ac-
tivity since it requires that the services and mgpions to be clearly specified to all parties

so that they comprehend their roles and respoitsbil
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3.3.1.3 Demand Management

The demand of services needs to be managed tooowerproblems in the business’ pro-
cesses. Over and under subscription of servicasssurce of risks and costs. The ITIL
“Demand Management” process presents the goodgeaain how to solve the challenge
of maintaining the IT resources on an ideal lelfelhe organization has more resources
than the ones necessary, it will not create vaheiastead it will incur in unnecessary
expenses; conversely, if there are fewer resotinegsthose needed, the quality of services
will be negatively affected. Although the acqumitiand release of resources in the CC is
based on an easy process, the “demand managemihtisan important role to maintain
the resources at an optimum level, lowering castsmaximizing the CC benefits.

In the CC if the organization has a contract wisaneices are automatically provided ac-
cording to the needs and the agreed level is laggpead the real needs, the costs of the

cloud services can become expensive.

Conversely, if the customer has a pay-as-you-goemaad reduce the costs, the demand
should follow the necessities over the time; thialso done with “demand management”.
For example, the “demand management” also mitigdtescosts of a flooding security
attack. When a server is in CC and the owner pgyshage, there is a seemingly an infinite
amount of resources for the server (Roberts & Addani, 2011), causing an increase of
the costs to the costumer due to this misuse ofiress by the flooding attack.

To take advantage of the CC’s ability to managed&nges on demand, the activities
presented in the “demand management” should bewell to follow the trends and Pat-
terns of the Business Activity (PBA) (Hanna, 2011).

The “demand management” is required to performrthial study, before starting the mi-
gration’s process, to clarify what the resource=ded are, when and from whom. Moreo-
ver, in the detailed definition of the processesyises and applications it is also necessary
to identify the initial requirements of resourceeded when deciding what to migrate to
the CC. The information gathered in the “demandagament” process also supports the
customer on the CSP’s selection since he can dwagse a CSP if it guarantees that he can
provide the services according to the identifiechdeds. This warranty should be encom-

passed on the SLA or on contract made betweenrffamization (costumer) and the CSP.
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Additionally, the customer needs to evaluate trelable CC services against internal ser-
vices regarding competitiveness for dissimilar iaakls so it should be aware of the de-

mands for different workloads.

As already mentioned, this ITIL process will sugpbe “Identify and understand” process
of the framework by identifying the demand of theqesses. However, the information it

provides is also helpful in other processes sudha@$Define, select, analyse and map”.

3.3.1.4 Financial Management

The “Financial Management” is an ITIL process definn the “Service Strategy” book
used in all the ITIL books. The purpose is to pdeyiboth the organization and the IT,
financial information concerning IT services valtiee value of the assets behind the pro-
visioning of the IT services and the budgetinghaf tosts of providing IT services. In the
CC, the financial management is also used becaeserganization must clearly compre-

hend the services’ costs (both in-house and irclied).

The budgeting of services on site and within tloeidlis useful in order to know where and
how much it is spending, to compare the costs efstrvices in different CSPs and to
compare them with the costs of services withindifganization, that is, to conduct a cost-
benefit analysis. In other words, the “Financialnagement” process provides details on
the “Return on Investment”, (Rol), and on the T@,“on premise” and on the CC ser-

vices.

By definition, in the CC, the customer is chargedda on the service consumption, which

means that Financial Management can no longer ¢lected.

Because of its importance, this ITIL process iduldga the whole framework’s processes.

3.3.2 Service Design

The ITIL “Service Design” book (Lloyd et al., 2007, 23),’covers the design principles
and methods for converting strategic objectives purtfolios of services and service as-

sets. The scope of “Service Design” is not limitechew services. It includes the changes
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and improvements necessary to increase or maivdduie to customers over the life cycle

of services...”.

3.3.2.1 Service Catalogue Management

According to (Taylor, 2007) the objective of theet8ice Catalogue Management” process
is to manage the information contained within tee/ge’s catalogue and to ensure that its
information is accurate and reflects the curremditke status, interfaces and dependencies

of all services that are being run or being pregpémeun in the live environment.

The service catalogue holds information regardivegydurrently available services. Both
the customer and the CSP must use an accurateasigtent picture of the services. The
customer, to decide which could be migrated toGi&and to recognize the necessary
resources (based for example on the requirementsanvices’ interrelations identified
when they are “in-house”). In its turn, the CSPsltify the customers on understanding
of what services are made available by the CSRypgliens and costs for each one so that

customers can easily find the services they need.

3.3.2.2 Service Level Management

The objectives of “Service Level Management” precexludes the monitoring and the
improving of customer’s satisfaction with the gtyabf the services delivered. However,
it should be highlighted that (Taylor, 2007) nothshould be included in the SLA unless
it can be effectively monitored and measured atnarnonly agreed point. The achievement
of “Service Level Management” purposes supportGemigration and maintenance be-
cause while monitoring the SLA, the customer i® alalidating the quality of services
provided by the CSPs and therefore ensures th&@hservices are being supplied in ac-
cordance with the contract. Additionally and takingp account that the SLA must also
reflect (M. Jansen, 2011) the amount of the respoitg transferred towards the CSP,

there is a prior clarification of the responsilegigt of each actor in the process.

The CSP must have a mature and well-designed selevel’'s agreement to attract cus-
tomers and give them assurances of a service gu@linversely, the customers weigh

their decisions of which service’s supplier to cb®oon a detailed analysis of levels of
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service guaranteed by each CSP, that is, the ‘Gelevel management” also assists cus-
tomers to compare the candidates CSPs. Furthertheragrvice level agreement allows
customers to be able to verify that the servicedavle in the CC have the same or a higher
level of service than those available on premise.

The “Service Level Management” process supportdMBEC framework in the “Define,
select, analyse and map” process because itlgsiptocess that the SLAs of the different
CSPs are analysed and compared and the “Migratg@retn”, to allow the customer to
monitor service performance against the SLA. Addailly it also gives support to the “In-
formation regarding cloud services” process toshigsbe CSPs in developing the SLA for

their services.

3.3.2.3 Capacity Management

The goal of the “Capacity Management” ITIL's progsésto ensure that cost-justifiable IT
capacity in all areas of IT always exists and isamad to the current and future (Lloyd et
al., 2007).

With the information gathered with the support frins ITIL’s process and from the “in-
house” services/processes, the organization castmrsly, manage, choose, purchase and
monitor the resources from the CSPs in an effiora with costs’ minimization. To un-
derstand of how much of the cloud’s infrastructrese, and therefore, how much it will
cost, the customer first needs to comprehend gwiree requirements. The capacity man-
agement also supports the validation of the SLAseshaving a correct idea of what the
requirements are the customer could confirm if@@&SLAs are reasonable for the needs.
Moreover, the customer uses the capacity managewmleanh migrating to the CC, to know,

in detail, the capacity needed for each service.

The “Capacity Management”, when used to managetivadl data centres, focuses on
peak needs and guarantees that they are meet. dgwiels management is done taking
into consideration that these resources are linstade the organization must own these
same resources as well as the staff used to mana@e, when used in the CC, the organ-
ization no longer holds the obligation to own tlesaurces or the staff in charge of its

management and maintenance. Therefore, the “Cgpddaibagement” process is used to
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take advantage of the CC’s elasticity and to marfagee efficiently) the services con-

tracted to minimize costs and acquire the necessanurces.

The “Capacity Management” process has three sutepses: component, service and
business capacity management that can be mappetth@three service models of the CC
(laaS, PaaS and SaaS). The Component Capacity Eiaeats emphasis is on the IT

infrastructure, which holds the service provisiand is related with laaS. The Service Ca-
pacity Management focuses on the delivery of thstieg services that support the busi-
ness and is associated with the PaaS. The BusGesscity Management enhances the

current and future business’ requirements and doaN@ repercussions in the SaasS.

Thus, in short, this ITIL process is suitable tport the “Identify and understand” frame-
work’s process to gather information concerning‘théhouse” services in order to have a

baseline for the capacity needed when the serai@migrated to the CC.

3.3.2.4 Availability Management

According to (Lloyd et al., 2007), the goal of thevailability Management” process is to
ensure that the level of service’s availabilityideded in all services matches or exceeds
the current and future agreed needs of the busimesscost-effective manner. The out-
comes of this process support the customer orsthbleshment and validation of the SLAs

and on the risk analysis of migrating the servicethe CC.

The ITIL “Availability Management” process suppotte framework in the “ldentify and
understand” process by gathering information camiogrthe “in-house” services and pro-
vides information to the “Define, select, analysd anap” process. Additionally, it should
be highlighted that much of the responsibility &ailability management is transferred to
the CSP.

3.3.2.5 IT Service Continuity Management

The goal of the “IT Service Continuity ManagemdiiSCM)”, is “to support the overall
Business Continuity Management process by ensthiaigthe required IT technical and

service facilities (including computer systems,wweks, applications, data repositories,
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telecommunications, environment, technical suppod Service Desk) can be resumed

within required, and agreed, business time-sca(efoVd et al., 2007, p. 216).

As organizations, depend more on the use of teolggpthe requirement for ITSCM in-
creases in order to be able to maintain its sesvitbe use of ITSCM, by the CSP, can
become a competitive advantage by demonstratirgkiils to reposition services in oper-

ation, which can affect the choice of CSP by th&t@mer.

As stated in (Lloyd et al., 2007) the only waeftectively implement ITSCM is identify-
ing critical processes and analysing of the reguiezhnology and supporting services.
This identification, although it may be challengiiifghe CSP and customer Business Con-
tinuity Plans (BCP) must be combined), it is intpat and useful to know the organization
processes, hamely those to be migrated to the BE€BUsiness Impact Analysis (BIA), a
process under the ITSCM and whose aim is to quatht# impact to the business that lose
a service, is useful to explore and quantify sofa@® impact problems stated in section
3.2 and should be reflected in the SLA with the &SP

In turn, the CC also supports the organizatiorhamitnplementation of some ITSCM en-

visaged recovery options, such as gradual, inteatesdfast and immediate recovery by
temporary providing the affected services and sshgathem when the recovery’s process
ends. Considering that it is widely perceived tingplementing ITSCM is an expensive

challenge (M. Klems et al., 2010) and that the Gf&rs a model for dynamic, scalable

infrastructure resource allocation on a pay-perhess, the CC provides cost-efficiency
to ITSCM.

Although most of the responsibility of this procéssnoved to the CSPs, it is still neces-
sary, because of the resources remaining the aafgon. The ITSCM'’s process is suitable
to support the “migrate and govern” framework’sqass in order to provide advice on
continuity and to negotiate the necessary contrfactservice continuity in the process of

the supplier's management.

152



The Framework

3.3.2.6 Information Security Management

The purpose of the “Information Security Managem@siM)” process is (Lloyd et al.,
2007) to ensure that the security aspects regastingces and all Service Management

activities are appropriately managed and contralidahe with business’ needs and risks.

As aforementioned, one of the major concerns whignating to the CC is security. There-
fore, ISM is a key area of concern and it is mamgato ensure that the IT security is
integrated with the business security. Howevenust be highlighted that the migration of
services to the CC, transfer some of the secuaiygerns to the CSP, albeit the customer
still has responsibilities (the ultimate resporigipis always from the customer) in the

security of his services.

The ISM supports the migration to the CC in thesavay the SLM does, that is, it assists
in defining the security requirements and respolits#s, their inclusion within Service
Level Reports (SLRs) and SLAs and the validatiosemfurity measures made available by
the CSPs. After migrating the services to the @G, ITIL process, supports the validation
of the security made available by the CSPs. ltubiguitous process in the M2CC's frame-

work.

3.3.2.7 Supplier Management

The ITIL “Supplier Management” process is respolesibr ensuring that all contracts with
the suppliers support the needs of the businesthanhdll suppliers honour their contractual

commitments (Lloyd et al., 2007).

This ITIL process becomes important in the “Defiselect, analyse and map” process of
the framework by supporting the organization inaging the CSPs. Given the easiness
that the CC services are made available to the@mest the “Supplier Management” pro-
cess also assumes the role of eliminating an uraslgoitoliferation of service contracts
with the CSPs. Additionally, after the contractyddeen signed, it is employed, in the
“Migrate and govern” process, to maintain and retie¢e them and to manage the rela-
tionships with the CSPs.
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3.3.3 Service Transition

The aim of the ITIL processes, from the “Servicar&ition” book, is to move the planned
services into production, to remove old and wogslgervices, and to improve services in

order to keep the business in competitive levels.

3.3.3.1 Transition planning and support

This first process of the ITIL “Service transitiobbok aims to plan and coordinate the
resources that are to be used to successfullyameyw or changed service into production
with cost predictability, quality and deadlines.dkibnally it provides support to service

transition teams and ensures that the serviceiti@ngroblems, risks and deviations are

reported to the stakeholders and decision makeasy(& Macfarlane, 2007).

The M2CC framework use this process to support@iedine a migration plan” stage of
the “Define, select, analyse and map” process st the production of the migration
plan and define the necessary resources. Additioitatontributes to the “Migrate and

govern” process by putting the CC services intapotion (with the CSP’s support).

3.3.3.2 Change management

The aim of the “Change management” process is $arerthe use of standardized proce-
dures for an efficient and immediate handling dfcalnges to minimize the impact on

service quality and consequently to improve thetdaglay. Moreover it ensures that only

the authorized and carefully considered changea@mked (Lacy & Macfarlane, 2007).

Similarly to the “Transition Planning and Suppottfie “Change Management” process
supports the M2CC'’s framework in the “Define, Selémalyse and Map” and in the “Mi-
grate and Govern” processes. The process helpsgdlve problems arising with the
changes, that IT processes experience along watitgration to the CC. Bearing in mind
that the migration to the CC could itself be a d&to the existing “in-house” processes
the “Change Management” process also supports¢famization in defining the migration

itself.
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3.3.3.3 Service asset and configuration management

The main goal of the SACM is to support the sewit@nagement processes in an efficient
way. This is possible by providing accurate infotima concerning the configuration to
enable the decision-making at the right time, witburate information when planning and
authorizing changes and releases and solving intsded problems more rapidly. More-
over, it ensures the integrity of the assets amdigorations required to control the IT’'s
infrastructure and services. Therefore, this ITthgess, provisions the “Identify and un-
derstand” framework’s process with information resegy to better know the IT’s infra-

structure, IT's components and their relationship.

3.3.3.4 Release and deployment management

While the change management process determines, wihde changed and why, the

“Release and Deployment Management” regulates h@set changes are implemented.
This ITIL process supports the CSPs in deploying redeases into production and estab-
lishes an effective use of the service to add vadu¢he customer and to be able to make

the transfer to Service Operation.

When migrating services to the CC the need to raerihe releases of software remains
(although in a smaller level), such as the Intebmewser and other cloud related software
that should be maintained according to the requeregmstated by the CSPs. For example,
if there is a software update on the CSP’s sidetate of the browser plugin may be
necessary so that the CC applications continuirtotion properly. Consequently, this
ITIL process, in addition to supporting the frameki® process of "Migrate and govern"
also assists the CSP to provide information tacttetomer regarding how he processes the
availability of new releases (framework procesdafotmation regarding cloud services”

and “Cloud services”).

3.3.3.5 Service validation and testing

This process is responsible for the validationtasting of an IT Service (new or changed).
It ensures that the service meets the specificaaond the needs of business. Thus, it assists

the framework in the processes “Define analysenagol’, by verifying that the CC services
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delivered by the selected CSPs meet the requirenpeaviously identified and the “Mi-

grate and Govern” to assure a service quality ®fs#rvices that were migrated to the CC.

3.3.3.6 Evaluation

This ITIL process aims to evaluate the processesregular basis. According to (Cartlidge
et al., 2007, p. 28) the “Evaluation” process “emsuthat the service will be useful to the
business is central to successful Service Transémal this extends into ensuring that the
service will continue to be relevant by establighappropriate metrics and measurement
techniques.”. This process provides a way to thegtdte and Govern” framework’s pro-

cess to validate that the CC services continueget e required obligations.

3.3.3.7 Knowledge management

The “Knowledge Management” process is responsini¢hie gathering, the analysis, stor-
age and sharing of information and knowledge indtganization. The main goal of this
process is to improve efficiency by reducing thedhef rediscovering the organization’s

knowledge.

Being the information, the knowledge and their nggmaent are mandatory for all pro-
cesses; they are also required for the whole psagfasigration to the CC where it supports
all framework processes. This support is based amaging the information collected con-
cerning the “in-house” datacentre (“ldentify andlarstand” process) or by taking care of
the information gathered from the CSPs and theatigr plan (“Define, select, analyse
and map” process). Additionally it supports thegaiss of “Migrate and Govern” to manage
the information gathered in this process. On th@’€Side, it is useful to document all the
aspects of the services they provide.

Similarly, to the process “Financial Managemenltie t‘Knowledge management” is a

ubiquitous process supporting the M2CC framewordlliprocesses.
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3.3.4 Service Operation

The objective of the ITIL book, “Service Operatiois to make sure that the IT services
are delivered effectively and efficiently, i.e.,a@lidge et al., 2007) in accordance with the

agreed levels of service to users and customers.

3.3.4.1 Event management

Similarly to what happens when the services aréhtinse”, in the CC the events are still
generated, hence must be managed. When the seavécesgrated to the CC, the number
of events that must be managed by the organizdgoreases because some of the respon-
sibility is moved to the CSPs. Consequently it aatatory to have a clear definition of the

responsibilities and roles of the organization HreCSP.

The “Event Management” supports the “Migrate and&n” (organization’s side) and the

“Cloud Services” (CSP’s side) processes of the éaork, to cope with the events gener-
ated by the services migrated to the CC accordiniget responsibilities and roles identified
for each one. Besides that, the “Event Managememtess continues to deal with the

events of the services that remain in the orgaioizat

3.3.4.2 Request fulfilment

The purpose of the “Request Fulfilment” proces®iallow users to request and receive
standard services; to acquire and provide thesacssr to provide information to users
and customers regarding services and procedurebta&ining them; to assist them with

general information, complaints and comments.

Since, by definition, the request of the CC sewisamade by the selected members of an
organization, it is advantageous to have a prabessnanages the whole procedure. There-
fore, this process is useful for the framework’eqass of “Migrate and Govern” and the

“Cloud Services”, although, for the last one, ifas management of the CC services.
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3.3.4.3 Incident management

The ITIL process taking care of the incidents is tincident Management” that aims to
restore normal service operation as quickly asiplessand to minimize the adverse impact
on business operations. As such, this ITIL prosegports the processes of the framework
more closely related to put services into producba the CC “Migrate and Govern” and

“Cloud Services”.

3.3.4.4 Problem management

The main goals of the “Problem Management” are iplelt such as preventing problems
and their resulting incidents from happening, atiating recurring incidents and minimiz-
ing the impact of incidents that cannot be avoidnilarly to what happens with “Event
Management” and “Incident Management”, this procaggports the “Migrate and Gov-

ern” and the “Cloud Services” processes of the éaork.

Although the “Event Management”, “Incident Managetieand “Problem Management”
are not directly related with the migration to &€, they are considered here since the
final phase of the framework and the initial per@fdoroduction are normally more sus-

ceptible to have problems.

3.3.4.5 Access management

The objective of the “Access Management” proceds iguarantee authorized users the
right to use a service and preventing the accessaathorized ones. It backups the frame-
work processes, “Identify and understand” to idgrithe access to services and to provide
a baseline for the access within the CC, the “efBelect analyse and Map” to define the
access in the CC and the “Migrate and Govern” mete provide the initial set of accesses

to the systems migrated to CC.
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3.3.5 Continual service improvement

This last ITIL book, “Continual Service Improvem&(ESI), consists on maintaining the
value for customers through a continuous assessamehimprovement of quality of ser-
vices and the overall maturity of the IT and sesViiée cycle as well as the underlying
processes (Spalding, 2007). It is useful for taenework, to gather information regarding
the organization’s services in order to later corapeith the CC’s counterpart services, to
evaluate the services that were migrated to thea@Cto do the necessary adjustments
(framework processes “ldentify and Understand” ‘daviijrate and Govern”).

3.3.6 Insynthesis

Five books compose the version 3 of ITIL. The “S&xStrategy”, where the requirements
are identified and the business outcomes are gdyithe second book, “Service Design”,
handles the design of the service in all its faaet$ documents every detail.

In the third book, “Service Transition”, the empisais on the service implementation
where this is monitored, tested and validated. fbleth book, “Service Operation”, is

about the issues concerning the maintenance ckitvice in operation in accordance with
the established SLA.

The fifth and last book, “Continual Service improwent”, deals with the identification of
opportunities to improve the service. These boakshe grouped in three major areas: the
requirements analysis and initial definition (irdilog the “Service Strategy” and “Service
Design” books), the migration to the productioniemwvment (including the “Service Tran-
sition” book) and the operation and improvemengrimduction (consisting of “Service Op-

eration” and “Continual Service Improvement”).

This chapter demonstrates how each process ofiteelFIL books are related to the
M2CC'’s framework proposed in the section 3.2. Inhébe M2CC framework processes
could be mapped to the identified ITIL groups. Actingly, the framework’s processes
“Define a Strategy” and the “Identify and Understanan be acknowledged into the ITIL
group of “Requirements analysis and initial defont. Similarly, the “Define analyse and

map” process could be recognized in the “Migratiorproduction” group. Finally, the
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framework’s process, “Migrate and Govern”, couldrbapped in the ITIL group “opera-

tion and improvement in production”.

Beyond these macro relationships, the same ocateslbwer level. On the other side, and
having ITIL to support the whole process, it adesdfits such as providing a common
language between the customer and the CSP, imgreupport in the decision-making
process and discipline IT. From the foregoing we @anclude that ITIL can be applied to
support the migration of IT services to the CC. dwer, this does not mean that every
organization that wishes to migrate services toGfemust at first implement the whole

ITIL's good practices.

As mentioned earlier, in 2011, ITIL has suffereduglate to incorporate improvements
and suggested changes. This update (Ltd, 2011y netv version, was designed to solve
errors and inconsistencies as well as to improggtiblications, address suggestions made
by the training’s community and to review the “SeevStrategy” book to guarantee that
the concepts are explained more clearly. This eseaéw processes and updates others;
however, the considerations with the CC are lim{tddurad & Hussain, 2014). The new
processes and their relationship with the M2CGisework are exposed on Table 31.

Table 31 - The relationship between new ITIL 2011 prosses and the M2CC framework

Processes intro-

Book duced /reformulated

M2CC support

Identify and understand — to recognize the cufrent
demand for services and resources needed tojcom-
pare later with CC counterparts and to increase the
n;gotential of migrating a service to the CC. The ser
Demand Managemeft. L : >
vices with high or variable demand are strong can-
and Demand Manager;. .
Service  |role d|Qates for migration to the C_ZC.
Strate Migrate and govern — When in the CC and because
gy of the dynamic of the CC this process is useful to
reduce the costs by maintaining the demand so that
it follows the necessities over the time.
1Pefine a strategy (and globally the whole frame-
work) — By assuring that, the strategy is defined,
maintained and achieves the purposes.

Strategy Manageme
for IT Services
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Processes intro-

Book duced /reformulated M2CC support
Select CSPs — Since this ITIL process manages the
relationship between the provider and the cus-
. : tomer it supports the CSP’s selection.
Business Relationsh Rii , :
igrate and govern — Namely the continuous |im-
Management . X
provement sub-process in all the issues related
with the relationship between the CSP and the|cus-
tomer.
. ... | Define, select, analyse and map process — $ince
. Design Coordination| , . . o
Service . .| this framework process is where the solution ig de-
: and the service design. : ) )
Design signed this ITIL process is useful to coordinat th
manager role
process.
. Define, select, analyse and map and migrate and
Service . . )
Transition Change Evaluation |govern — To evaluate the changes (migrating to

CC) in a consistent and standardized way.

3.4 Conclusion

The migration of services to the CC includes at#isiand issues that must be managed

and resolved. This chapter proposes a framewosupport organizations in the task of

migrating IT services to the CC. The activitiestlodé framework are assembled into two

major groups: the “on premise” and “off premise”’hNg the first one gathers the issues

that must be addressed by the organization, ttehdemombines the activities that are un-

dertaken with the collaboration of CSPs.

Despite the services’ migration for the CC is ngtic¢ally a one-way task, that is, once

migrating to the CC they cannot move back homis,atcomplicated and time-consuming

job, not always possible to accomplish and not gbataae better solution. Therefore, to

properly migrate services to the CC and to takeathge of the real benefits of the CC the

organization must hold all the required informatérd run the process in a controlled and

structured way.

The study has revealed that the best practiceSlbfsupport the framework presented in

section 3.2, either by obtaining necessary inforomatdr by pointing the appropriate meth-

odology for the resolution of issues.

In (Chang et al., 2014) the authors, identify fdasired features for a framework for cloud

adoption. These features and how the M2CC meatritezia are exposed in the Table 32.
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Table 32 - Chang et al. criteria vs. M2CC

Criteria

How M2CC meets the criteria

Align technical activities with
business models and strate-
gies

In the first stage of the framework, “Define a Sy’
the information coming from the business with the|i
formation gathered from the IT are the base for
generation of the strategy of migrating to the Che

same alignment is presented in the whole framework,

when gathering information, from actual servicgs, a
plications and data, in the “Identify and Undersfan
process and in the “Define, select analyse and’ map
stage, where, for example, all the analysis and t&e

accomplished by having as a background the needs of

the business.
On the other side, and bearing in mind that ITllais
framework whose focus is on the alignment between
IT and business and that the M2CC framework ffol-
lows ITIL’s principles, the framework aligns itstae
ities with the business.

Be easily adopted by the in-
dustry or any organization

Although the framework has not yet been used in
many organizations we believe that the adoption is
easy since it was not difficult to follow the recorn-
dations established in the case study.

To fully integrate fully with
activities of the organization
that adopt the Cloud Compu-
ting

The close relationship of the framework with ITIlIw
support this integration.

Compile all key lessons
learned and recommenda-
tions that might be influen-
tial to the academia and in-
dustry

Since the proposed framework is the result of a re-

search based both in the current academic stadkee of
art and in industry technical reports, the resalirfe-
work was based on the compilation, organization

studies.
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Chapter 4
CASE STUDY

This chapter introduces and discusses the reseaetihodology and the case study that

underpinned the validation of the developed frant&wo

The chapter begins with a perspective of the cas#y’s methodology followed by the

characterization of Portucalense University, thgaaization where the case study occurs.

In the subsequent section, the case study of nmgraervices and applications to the CC
is carefully presented, following the demonstrat@inresults and the validation of the

framework itself. Finally, the conclusions drawarfr this case study are exposed.

4.1 Introduction

The framework for migrating applications and segsgito the CC, developed and described
in preceding chapters, presents the procedureslibatd be adopted when migrating ser-

vices and applications to the CC.
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According to Yin (2003) the case study is usecdes {ratification, contradiction or altera-
tion) of a formulated theory (framework developelking into account, on the one side,
the benefits that the methodology of the case sexghpse in investigating real life phe-
nomena (R.K. Yin, 2003) and for the other handpfescription the same author does of
it, we consider the case study to be the adequmtiee of a methodological approach to

comprehend the problem under the research.

The migration of services to the CC includes a daegwledge of the organization’s IT
infrastructure, such as information, applicationd ¢he processes and as well as their in-
terrelationships. Nevertheless, privacy issues rgélgdimit this knowledge’s availability

to the outside of the enterprise, causing the biiggi of released information to hold a

reduced backup as far as a research work is cogatern

On the other side, the organization must be abdéfén time, human resources and support

to the project’s development.

These constraints led us to consider the optiaroofiucting a single case study to obtain
the necessary information to develop the resedmiperform an additional validation of
the developed work the opinion of an expert groap heen collected, three interviews

were conducted, a book chapter and other peerwedi@apers were published.

4.2 Case study

After the migration’s framework to the CC is pretsehand how ITIL can support each
process is identified, this chapter follows witk tralidation of the work done. We therefore
begin this section by identifying the aims of thase study and the reasons the why the
University Portucalense Infante D. Henrique (hereiferred to as UPT) was adopted as
the organization of this case study. In subsecati@nwe discuss the details of the research
methodology used (the case study) and in the fatigwubsection the instruments used in
gathering information and the working methods usetthe pursuit of this study. Finally,

the motives that led us to consider the followedhméology as valid are explained.
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421 Goals

The migration of infrastructures, applications,adahd services to the CC includes pro-
cesses that must be followed, managed and orgasa#tht the drive to the new environ-
ment runs smoothly. Accordingly, with this casedstuwe intend to deeply comprehend

the migration’s process.

The aim of this case study is to understand, egm@od describe the migration’s process to
the CC under the framework developed as part sfwhurk (presented in 3.2). With this
approach, we validate and demonstrate the usedfamework as well as its relationship
with ITIL.

The purposes of this case study include an in-defpidhy of the process of migrating infra-

structures, data, applications and services @ithtional data centre to a CC’s environment.
Additionally we recognize the applicability of tleveloped framework to the migration

to the CC. Lastly we validate the ITIL’'s applicatyilto the framework developed for the

migration to the CC and accordingly, to the migmatio the CC.

4.2.2 Why this case study

According to the knowledge previously gathered, ritigration to the CC implies that a
thorough knowledge of the organization, IT, bussnegrvices and operating mode is nec-
essary. This fact, concomitantly with the obligatiaf finding an organization that is de-
veloping its migration to the CC by the time ofststudy makes the choice more difficult.
Additionally and considering the urge of having @mening large enough to expose its
internal structure to this study and to support résearcher in the development of this

research, made it impossible to timely find an argation under these circumstances.

The UPT is in process of migrating part of theird@rvices to the CC (private cloud).
Bearing also in mind that the issues we had toes@hith this migration) were coincident
with the ones addressed by the framework develaplds been decided to use the UPT

and this case study to validate the developed frnarieof migration to the CC.
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4.3 Research methodology

This case study focuses on the thorough investigati the implementation and migration

of IT services from a data centre to a private @dlou

According to (R.K. Yin, 2003), three questions miistanalysed to assist in the selection
of the most appropriate research methodology ®tdpic being studied. The first of these
guestions relates to the type of research questioesecond with the extent of control the
investigator has over the events and the thirdtgures regarding the focus on contempo-
rary versus historical events. To answer the fjugistion, we can state that the present work
aims to answer questions such as “how” (how togoerfthe migration of services and
applications for the CC, how can ITIL support thigpose). Regarding the second ques-
tion, the phenomenon is observed in its naturarenmnent. Concerning the third question,

this research focusses on contemporary phenomeealdife.

We also take into account the fact that the casgyss one of the most meaningful re-
searches in information systems (Palvia, Mao, Saka®oliman, 2003), the specific fea-
tures of this type of study (see section 4.2.2 rdsearch questions leading to this work’s
development, the relevance of the study itselfcime study is widely used in the charac-

teristics survey and the operation rules or opemati systems and processes (Jung, 2003).

According to the above and with the case studyeptejrecognized by (R.K. Yin, 2003)
(Figure 25), the research methodology chosen washencase study of typology of
“uniqueness” as a method of validation’s work, tisad holistic single-case .

Izak Benbasat et al. in (1987, p. 370) define chsdy as “a methodology that examines a
phenomenon in its natural setting, employing mldtimethods of data collection. The
boundaries of the phenomenon under study are eatlglevident at the beginning of the
investigation and is not used control or experirmemanipulation.”. In summary, this
methodology allows to create theories from pracfezzebon & Freitas, 1998) and to
answer questions such as “how” and “why” in ordecomprehend the nature and com-

plexity of the processes.

The present study focusses on contemporary evientthé time of this study’s develop-
ment the UPT is migrating some of its IT to the CT3)is migration has been developed in
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a real context, which allowed the events of thei@amigration to be properly observed,

described and studied.

Single-case Multiple-case
Context Context Context
(@)
)
L
O Case Case Case
I
Context Context Context
k5
2 Case Case Case
E arL1J :Ilyts?sfl arl1J :I:/tsic;fz arL1J :I:/ts?sfl ar?ar::/tsic;fZ ar?ar::/tsic;fl arl1J ar}:/tsic;fz
L

Figure 25 - Basic types of case study projects (goied from (R.K. Yin, 2003)

The research for this work includes four major stepcluding the literature review, the
case study and action research, the writing of isaged a book chapter, the validation of
the work done by a group of experts and intervieats the staff affected by the services
migrated to the private cloud and with the IT dfstiaat performed the migration. The aim
of the literature review is to conduce a criticatiacomparative analysis of the works pub-
lished in the area of the current work. Additiogait was useful to gather deep knowledge
concerning the CC, the ITIL and research methodetod he knowledge gathered together
with the case study, has been advantageous tatalide applicability of the framework
developed to the migration of processes, applioatidata and infrastructure to the CC and
to work out some rough edges in the developed fnarie The writing of papers and the
opinion of experts have also been important toggadpinions, concerning our work, from
other researchers in the area. The interviewstélstaff affected by the services migrated

is useful to authenticate the fact that the migratwas successful and smoothly performed.
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The interviews with IT’s staff provide informatia@bout the technical advantages of the

migration of services to the CC.

4.3.1 Tools used to collect information

The sources of information are one of the compaehthe case study’s protocol includ-
ing, according to (Robert K. Yin, 2005), documemégords, interviews, a direct observa-
tion and a participative observation. The goabigde qualitative data (data whose purpose

is to provide information that can be describetenms or theories) collection techniques.

Consequently, to provide this study with the neagsslepth, the following instruments

were used to gather information:

* A survey of existing systems and processe3his survey was entirely conducted
by the UPT IT’s area and includes the gatheringaaradysis of detailed information
regarding IT services, data and servers underdbgonsibility of the IT’s area.
Armed with this information, the decisions concaginot only what could, what
should be migrated to the CC but also what shosidain unchanged, are taken
much more consciously and accurately.

* Meetings’ participation and definition of what processes, systenend data to
migrate - The majority of these meetings only involve IT etnts of the UPT. The
contribution of the team providing the solutionl(gmn provider) was merely used
to clarify technical details that could influente tinstallation.

* Review of documents anelectronic messagesxchangedwith the suppliers -
The review includes documents made available byJthigersity and by the con-
tacted companies. This documentation consists@mttial proposals from differ-
ent companies, the final proposal, the contracts&irAs of the selected firm, the
technical report of the installation, the contrattand financial documentation and
in email messages. This information was helpfuinderstanding the whole project
as well as its interactions.

* Meetings’ participation with the suppliers - These meetings have proved to be
useful when acquiring knowledge concerning the psep solutions, the service
offerings of each provider, the contracts and SL&er selecting the vendor that

would implement the solution, these meetings welpfhl to clarify details related
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to either installation or operation mode, so thaould follow the developed frame-
work.

Direct and attendee’s observation These observations allowed the author to con-
tact with a real migration of services to a CC'svimmnment, which enabled the
knowledge capture in real time and, consequentlyetéer understanding of the
work to be performed. Furthermore, this observati@s also advantageous be-
cause it was possible to monitor the activitieseligyed by the users (either from
those with responsibilities in the migration and fleose that were somehow af-
fected by it) in their day-to-day work. Those olysgions were performed on a daily
basis throughout the period of the project’s depelent.

Participation in the testing activitiesbefore the migration —The participation in
test activities was fruitful to smooth out a fewagh edges from a technical forum
that persisted, such as checking the possibilitynigrate machines with old Mi-
crosoft operating systems and the possibility afadgically changing memory set-
tings. Moreover, it was profitable to make somglgliadjustments to the M2CC’s
framework, such as increasing the importance oftéséing phase so that it is
aligned with the reality.

Active participation during the effective migration - By participating in the most
practical stages of the migration to the CC, we enaoihtact with the reality of
migration and thus we saw how all the previous wuaakl been useful since this
phase ran smoothly and in a completely transpavagtfor end users of service’s

migrated.

4.3.2 Working methodology

The followed working methodology towards this cagely entailed a close monitoring of
all stages leading to the migration of serviceth®oCC, the participation in the decision-
making process and the intervention in the whotegss of installing a private cloud and

on the migration of services to the implementedrenwment.

All of the work in this case study took place irtaaance with the directions of the frame-
work developed and presented earlier. Thus, the IRRTarea starts the whole process by

defining the initial strategy with broad outlinasdaguidelines for the whole process. This

169



Case study

phase is followed by the stage of identificationl amderstanding of all services, applica-
tions and data in use by the UPT area of informatexhnology. This stage is vital to
establish a strong foundation of information forguing the subsequent phases of the

framework.

The next process, “Define, select, analyse and rhagihs by defining a migration’s plan,
which delineates all the details of the migratioogess itself. Concomitantly, it runs the
“Select providers” sub-process where the propasa@snalysed and the suppliers that best
fit the needs identified are selected. Followingsth processes and according to the infor-
mation added so far, the team responsible for tigeation’s process analyses the aspects
of the solution and conducts, in collaboration vitie supplier, a test to the solution. The
“Map” sub-process follows near the end of this psxc It is a sub-process where the ser-
vices’ applications and data, defined to be migratethe CC, and the corresponding CC
services are matched. The migration’s process eitishe physical migration of the se-
lected services to the CC’s environment. This pge@dso includes a pilot test of the entire
solution as well as the training of actors andaéginning of a continuous process of mon-

itoring and improvement of the solution as a whole.

The case study, similarly to all scientific invesiiions, requires the definition of the crite-
ria for evaluate their credibility. The quality tie research undertaken depends on the
fulfilment of requirements such as reliability, iky and credibility that, once satisfied,
ensure that the goal to be achieved with the reBamas reached with credibility. Conse-
guently, the reliability is related to other invigstors, who by that using the same methods
would achieve the same results as they perfornrdbearch. The validity relates to the
interpretation of the adequacy of the collectednmfation, which implies that the findings
have to be based on data. Finally, the credibgitthe degree of probability between ob-

served and described.

Considering that the research methodology used;abe study (selected among the meth-
odologies presented according to the identifiedifsjoand that the results achieved have
been subject of published papers and subjecteds&t af experts, we consider valid the

research methodology used in this work valid.
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4.4 QOrganization’s description

This section is now presenting the UPT, the orgatiom where this case study has been
developed. This description will be accomplishedwo levels, the first one where the
environment surrounding the case study will beldssd and the second, a more technical

one, where the details of the IT's infrastructuféhe UPT will be known.

441 Problem statement

With the ever-changing necessities of day-to-daytae subsequent demands of IT to ac-
commodate these developments, the circumstancese wihe requirements of an occa-
sional IT resources’ needs - such as higher prowesapacity, memory and extra servers

to attend the necessary requirements - appeareetyr

Some of the existing servers, of the UPT IT’s isfracture, are no longer able to fulfil the
tasks requested. Yet, others had to be temporaplaced to solve some technical failures,
causing a downtime in services, a circumstancelvzays compatible with the services’
needs and not well suited with the normal functignof the organization. Therefore, the
UPT, decided to search a solution for their prolsl@mthe availability of services and
servers. The solution should solve the technicalas and conform to the needs of the
organization, including the financial services atddemic ones. To this extent, the infor-
mation received from the different areas of thevdrsity proved to be an important con-

tribution.

4.4.2 The organization

The UPT is an organization of higher education evafive and scientific research whose
creation was legally supported by Order no. 122B8&une 28 being its usefulness recog-
nized. This organization teaches academic degrekpast graduations, recognized by the
authority, for which features its own universityliEd and qualified, spread over four de-
partments: “Law”, “Economy, Management and Infonmafl echnologies”, “Psychology

and Education” and “Tourism, Heritage and Cultuiidie UPT offers a large campus, in-
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serted into the University’s polo of Asprela, resagd for their high degree of technolog-
ical innovation, a commitment that aims to provitiedents who attend high quality edu-

cation (“Universidade Portucalense Infante D. Hgunei- Apresentacao,” 2013).

UPT was chosen for this case study, to allow canftieeory (migration’s framework de-
veloped) with practice and thus demonstrating ielity and feasibility of the developed
work. The motives that led us to choose this ozgtion are based on the knowledge that
we have of the organization and the openness demtets by its heads that enabled this
study. Furthermore, the University is on the depeient time of this study, performing a
migration of a group of its servers to a privateud and the problems they had to solve

were at all similar to the framework developed moted to address.

4.4.3 The information technology’s infrastructure

At UPT, the IT’s infrastructure supports the adtas of the University, such as teaching,
support services (Administrative Services, AcadeSecvices, Technical Services, Legal
Consultancy and Advisory Planning Services and &d&ttion) and students’ associa-

tions.

The team in charge of the UPT IT’s infrastructigé¢hie Information Systems Area (ISA).
It includes seven full time technicians and onekiay in part time. The ISA’s responsi-
bilities include the servers’ maintenance, netwsmianagement, Helpdesk, application’s

development and maintenance (hardware and software)

44.3.1 Servers

The UPT computing infrastructure includes threeanagrver groups, one supports the
teaching activities, while the second holds alksa®lated to administrative services also
supporting the University and a third backs uplifie infrastructure. These server groups
support 17 computer labs, school activities, ctamsis, administrative offices and the man-

agement of the University.

The services offered by these groups of servera@essed by workstations both within
the University’s network and via Internet (VPN araditional). The multitude of services
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provided includes databases servers from differemtlors (Microsoft SQL, MySQL, Post-
greSQL) that give information for applications eithWeb (running on Web servers such
as Apache and Internet Information Server) or tisenver applications (such as print man-
agement and ERP).

Additionally, and because the set of services haen constantly evolving over time, these
server applications (both database and web serggis)in distinct versions and are in-
stalled on multiple server operating systems (®ibrcMicrosoft Windows and Linux in
various versions). The backups for all of thesdieptons and servers are configured and
running according to the UPT policies. Similarlgetsecurity is properly configured ac-
cording to the security policies in use in the oigation, both at the server and at network

levels.

In its most basic form, a cluster is a set of twanore computers (the so-called nodes) that
work together in order to run applications or tofpen other tasks so that the cluster’s
users have the impression that it is only a siegl@puter. The cluster’'s nodes are con-
stantly communicating with each other to detedikuffe or an unavailability of a node. If
one of the nodes is not available, another one idmey starts providing the service with-
out human intervention in a process known as faloVhe administrative area database
servers - because of the importance of their rokdeé normal functioning of IT (and con-
sequently the organization) and the need to mairatdiigh availability of access to infor-
mation - are installed in a cluster environmenhwite operating system Microsoft Win-
dows 2000 Server.

4.4.3.2 Applications

The servers, applications and data’s architecttisnarganization are closely related to

the applications and services intended to be peaviry the organization.

The Information System of University PortucalerSBJPT) is an application continuously
being developed by the ISA of UPT. It is used ia thanagement of academic activities,
such as, student’s enrolment, registration anchiegclt is a web application (running on
an Apache web server) for general use by the eptipailation of the University (faculty,
students and staff) whose information is stored database Microsoft SQL Server 2008.

This application already works on a virtual ser(@ith an operating system Microsoft
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Windows Server 2008) which caused a decrease is assa direct result of reducing the
number of physical servers required, a better ustfee hardware, and a higher easiness
in migrating to other environments (avoiding réatiation and reconfiguration). The vir-
tualization also facilitates the migration to th€.CThe UPT website, which shares the
servers’ infrastructure with SIUPT, is closely telhto this application (sharing and man-
agement of information). Another web platform thderacts with the SIUPT (a learning
platform) is the platform providing information tiee curricular units. It is used by teachers
for the content’s availability of different degregight at the University. This platform,
available to teachers and students, operates @n s#hvers, not yet virtualized, with the

Linux operating system, the Apache web server hadvtySQL database.

The SIUPT also interacts (at database and webcssrievels) with the application of the
financial support, based on an application instiatle each user’s workstations and a data-
base server Microsoft SQL Server 2000. The databahester houses the database of an
old academic management’s application still avéddor information’s reference and
other database from an old application of finansigdport (only in use for historical refer-

ence).

In addition, also interfacing with the SIUPT andking use of a server with the operating
system Microsoft Windows 2000 Server and an endat@base Microsoft SQL Server
2000 (non-virtualized) is the application that cof# the printing system. The interaction
between this application and SIUPT is also perfaraethe database level, allowing stu-
dents to query the history of prints and the maiatee of the balance (loading and query

values).

This set of applications, with their intricate t&aships and dependencies as well as their
issues, contributed to the decision of migrating farivate cloud.

4.4.3.3 Data communications network

Consisting of a structured network-based on therhat Protocol (IP) over Ethernet and
Asynchronous Transfer Mode (ATM) the network dadanmunication interconnects all
workstations, servers, printers and other resowneslocal computer’s network. To allow
an easy access management and security, the datarkeés split into multiple virtual

networks (VLANS) grouping students, teachers, aegeers and support services, which
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are interconnected on a router that defines thargg@olicies inter-vlan. The network
fixed access points are distributed by the offickgeachers, classrooms, computer labs,

the different rooms of users and services all tverUniversity.

The Internet connection is provided through a Bokported by fibre optics. This connec-
tion allows the access to services provided byreatesuppliers, and the sharing of the

resources of the organization for users locatedideithe University.

4.5 The adoption of cloud computing at UPT

To obtain all the information for this case stuthe author followed the implementation’s
project of a private cloud at UPT. This follow-wgok place with us being present both in
working meetings held (with the selected suppli#rs approved vendor, the technical team
responsible for the implementation of the IT proged other staff members with respon-
sibilities in the UPT) and in decision-making thghwut the whole project as the IT area’s
manager of UPT. Thus, the information providedhis tvork reflects the author's partici-
pation during the course of the entire migratiopisject, which allowed an in-depth
knowledge of the whole procedure and a privilegezss to the information necessary for
this case study.

Under framework’s validation, we understand theficoration that the developed frame-
work behaves properly in relation to the goalsefstudy. The implementation of this case
study (described in this chapter) followed the clirees defined on the M2CC'’s framework.
This way, together with the papers published aedrformation gathered with the group
of experts, we intent to validate the developedt&work, reason why the following sec-

tions match the processes of the framework.

4.5.1 Define a strategy

A first approach to solving the problems with tleevers was based on purchasing some
servers for the most urgent situations in ordeepdace those who had the greatest impact
to the business. However, this option has beereglaside, since there were some servers
whose use increased exponentially during some gie(mg. admissions’ time for different

degrees of the UPT, the beginning of school semgedtmes of school evaluation) and on
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the remaining this extra capacity was not used.ddeer, the problem of maintaining the

service in operation (for instance, due to tecHrpoablems) remains.

Another issue that caused the rejection of thie tyfsolution was the fact that some servers
were used for testing server’s applications, ang thnce the tests were made, the servers

were no Ionger necessary.

However, attributable to the specified constraiiitsyas envisaged to use a CC solution
that could solve the three major issues, namestielty, the use of temporary servers (and
hence the profitability of the investment) into cggeon and the maintenance services (qual-
ity of the services provided). Accordingly and tolerstand and ascertain the suitability of
a CC’s solution to fill the needs, the ISA of thailkrsity, started researching on the CC,
more details on this paradigm can be found in ctige 2.1. After the paradigm was un-

derstood, the IT and the business’ management fthatdhe CC was the most appropriate
technology to solve of the problems presented aaslttwis initiated the development of a
plan that would indicate the next steps to be tattenparticipants in the process and would

outline their responsibilities and major requirersen

Table 33 presents the inputs, outputs and thecpaatits of the “Define a strategy” process
to better comprehend the behaviour of the M2CGmgwork. A similar table is presented
at the end of each section describing the useatf eathe M2CC processes. The column
“Input” contains the external information neededls process to work. The column “Out-
put” includes the results produced and the paditig column includes the stakeholders

and the staff responsible for the process.

Table 33 - Define a strategy synthesis

Input Output Participants
ISA
General overview with technical informatipn
Strategy to follow, im- regarding the current IT’s infrastructure, main

Issues to |plement a private cloud, issues of the current IT solution, pros and ¢ons
solve and |maintain the actual ser{ of CC

constrains.|vices, although on the | Business management
cloud Information concerning the business, busingss
constrains, support the project of migrating to
the CC;
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4.5.2 Identify and understand

To obtain all the necessary details and fully caghpnd the entire IT’s infrastructure, that
is software, hardware, data, applications and sesyithe ISA gathered information con-
cerning its server’s infrastructure, informatiomtlked and the available services. This in-
formation will be helpful throughout the whole pess to select what to migrate to the CC,
to request proposals from the CSPs in for solvirggproblems, to enable a correct evalua-
tion of the proposals received, in short, to makeogper and effective migration to the CC.
To structure the gathering of this information, uwe were formed according to the sub-
sections indicated below (according to the develdpgmework). Due to the information
already available in the UPT, no extra tools weeeessary to gather this information.
However, this same information could be added ugiedgTIL’'s processes as well as tools
such as the purposed in (Bai et al., 2013).

45.2.1 Details

The details of the IT services delivered are preskraccording to the ITIL (service tran-
sition), in the catalogue of services. Since thesent migration to the CC does not intend,
in this phase, to change the services alreadyabtaito users, it was not considered nec-
essary to use more details than those previouglgsd. Thus, we can group the infor-
mation regarding the services in Table 34 whereénir@duce an excerpt of the UPT’s
catalogue of services (business + technical), nvajctine services that would equate to
migrate to the CC.
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Table 34 - Service catalogue

Service Description Tvoe Supporting | Business owner Business| Service |Security
name P P Services | impact Priority hours Rating
Service available via welp Customer Develop zj\ji(;)(:ss
SIUP whose role is academid . DB,ERP High ment Critical - High

management facing team availabilty of
g 99.99%.
Open Source Learning Customer zj\ji(;)(:ss
ELEARN Management System . DB1,SIUP High ASI Critical - Medium
(LMS) facing availabilty of
99.99%.
24X7x365
WWW Portucalense Web site Custgmer- DB,SIUP | Medium ASI Medium V\."th .a. " | Medium
facing availabilty of
99.99%.
24X7x365
Is an open source Custormer- with an
Libraryl Integrate((jI Ii_éb)rary System facing DB2 Medium | Library| Medium avaiabilty of Medium
' 99.99%.
Is an open source
reposrtory software 2AXTX365
package typicaly used fqr .
. ) Customer- . . ) with an .
Library2 creating open access . DB2 Medium | Library| Medium o Medium
L facing availabilty of
repositories for scholarly
) . 99.99%.
and/or published digital
content
24X7x365
- Customer- . Financial » with an .
ERP Institutional ERP . DB2 High Critical N High
facing area availabilty of
99.99%.
24X7x365
. » with an .
DB Database SQLsrv3 Support High IT Crmcalavailability of High
99.99%.
24X7x365
. » with an .
DB1 Database MySQL Support High IT Critica avaiabilty of High
99.99%.
24X7x365
. " with an .
Database Support High IT Critica High
DB2 upp 9 avaiabiity of| 0
99.99%.
4.5.2.2 Costs

The information regarding the costs of the cursaitition is useful to compare them with

the costs of the solution migrated to the CC. Smeeivate cloud is to be installed on the
customer’s premises, the UPT must initially sup@drtcharges as opposed to a public
cloud, where the customer simply pays the senheasses. Conversely, we solved several

issues simultaneously. One of those issues isubg since the infrastructure is on premise
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and maintained by the in-house staff. The legableras associated to the legislation ap-

plicable to the information stored on the cloud @lated to this, and these are solved in

this implementation. The Single Point of Failuré@(f) caused by the Internet access or
the need to upgrade/create a backup solutionvedand consequently the loose of access
to the service due to Internet access problemsitiaddlly the compatibility and interop-

erability questions are also solved.

4.5.2.3 Value

The value indicates the importance that is assighgdhe organization, to each of the
services, applications or information that is cdesing migrating to the CC. Thus, appli-
cations with too much value should not be migratethe cloud unless the cloud’s envi-
ronment is fully trusted by the organization, forample a private cloud owned by the

organization who migrates services to the cloud.

In the current study, the UPT’s cloud (privatejuBy trusted by the organization. There-
fore, the value was not considered as a weaknesgytate the applications to the private
cloud. Contrariwise, a decisive aspect for migrati@as considered, mainly because of the
great value that the applications and data in gquesépresent for the normal functioning
of the University. These will guarantee the impmoeat of service quality that the cloud

brings to these services.

4.5.2.4 Benefits and issues

In this subsection, we introduce the benefits asdes included in the actual solution. Ac-

cordingly, Table 35 presents the benefits and sseeognized to this current solution.

Table 35 - Benefits and problems of the current sotion

Benefits Issues

* Provides the currently required ser-

vices by the business. » Hardware problems

* The services and applications are » Difficulty in creating new services
properly integrated » Availability

» The security is properly configured ac- + Poor performance of the services
cording to the identified needs * Maintenance costs

* Accesses properly configured

179



Case study

4.5.2.5 Requirements

The identification procedure includes requirememiaglysis of the features to be considered
for services, applications and data to meet thels\aad expectations of the organization.
Therefore, and taking into consideration that wasgas planned to migrate services to a
private cloud, in a short time and to maintaindlready existing applications running, the
requirements presented match the current charstatsrilt is considered, however, the
possibility of upgrades concerning operating systamd databases management systems
that enhance the quality of services provided ntdiBng changes in applications already

existing.

Taking into consideration the constraints exposel following requirements for the ser-
vices candidates for migration to the CC were ifiexlt

» Database management system: the applications eigvefoped by the ISA or ac-
quired externally such as the financial area aedpttinting control, are based on
database servers Microsoft SQL Server 2000. Noigbetonomically feasible, nor
part of the planning in the short or medium-termeadments to such applications,
the requirement is to keep the vendor's manageimietite system database (alt-
hough being possible to perform version updatds} iE a mandatory requirement
for these applications. Likewise, a former applmabf the financial area (retained
for consultation issues of historical informatiomyrks using a different database
management system and must be maintained.

» Operating Systems: Similarly, the Microsoft Windogygerating system must also
be maintained, although version updates can baedsresl possible. This same so-
lution must be adopted for the web applications/jgliag a content for school ac-
tivities and the management of library work usimgtaer operating system. This
situation should also remain unchanged.

» Cluster’'s environment: The existing database serwanrk in a cluster’'s environ-
ment. Therefore, it is mandatory that this server bve migrated to a virtual ma-
chine or kept in a cluster functioning in the cl@udnvironment.

* The backup process: All the services have confjtine backups of information
according to the policies defined by the UPT. Tfareethe backup’s responsibility
of the services migrated to CC should be trandgdetoethe management of the

cloud.
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» Computer Network: All IT services of the UPT ara#able over the TCP/IP com-
munication protocol. Consequently, the solutiobeanstalled should also work on
this protocol. An important aspect on the secuaitg access control to IT is based
on the data’s network, namely, the operation ofuair networks. Therefore, the
solution to be installed must support the sepamatibservices / servers through
virtual networks now existing or to be created.

» Dependencies of services: The services planned toigrated to the CC hold de-
pendencies from other services that will be migtdatethe CC and from services
that will remain unchanged. Therefore, the depecigsrmpresented on subsection
4.5.2.5.4 below, are also seen as a requiremeniniinst be satisfied when migrat-
ing to the CC.

4,5.2.5.1 Resources

According to the strategy initially drawn, the apptions that were equated to being mi-
grated to the CC require no additional resourceggamormal functioning. Therefore, tak-
ing into account that one of the goals of this miigm is to achieve a significant improve-
ment in the availability of the existing servicesveell as a consolidation of the same, they
shall be considered as requirements for the nofumationing of each of the applications
and identified as recommended manufacturers of ebttte applications.

4.,5.2.5.2 Communications

All servers access the computer’s network witheesgpequal to or greater than 100 Mbps
using the TCP/IP protocol over Ethernet and Gigatiernet.

To overcome the limitations imposed by the physigahitecture of a data’s network, the
servers are connected using the VLANSBhe number of virtual servers in each network
diverges according to the needs; however, eacleiskelongs to a VLAN only. The access
control, performed by way of the network, is acki@wnot only through the firewall in-

stalled on each server but also through the adists€onfigured on a router.

L A Virtual Local Area Network (VLAN) is a local nebrk that groups a set of machines
in the same logical network instead of a physiced.o
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45.2.5.3 Access and Security

According to ITIL (Lloyd et al., 2007) the securiipjectives of most organizations consist
on availability, confidentiality, integrity and stitransactions. The identification of what
must be protected as well as the degree of protedidefined by the business. Accord-
ingly, the security policies for the services ttte¢ UPT is planning to migrate to the CC
are properly configured. The security items, ththaatication of multiple services using
Microsoft Windows platforms, the configuration aad server’s firewall, the settings of

the services and the existing network configurationst not be changed.

4.5.2.5.4 Dependencies

To understand the dependencies of services andrsgRigure 26 presents (only to those
who UPT intends to migrate to DC or are in any wedgted to the services to be migrated)

the dependencies between the different serverbetmeeen applications.

The information introduced in the following paragia is an excerpt of the information

contained in the configuration management data(28¥B).
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DataBase Cluster

»
P

SIUP (internal)
WebServer

PRNALCOUNT

PRN-DOCE
Printing management

ERP clients

Printing management

A

SIUF
Neb cluster

PRNSQL
Data Base Server

PROCESSOS
Document Management

SIUPT(development)
WebServer
(Virtualized)

DataBase server

APLICACOES
File Server

LOGINS
ActiveDirectory

CATALOGOBIB
WebServer

DSPACE
WebServer

Figure 26 - Dependencies among the services

As defined by ITIL (Lloyd et al., 2007) the CMDBpsirt of the Configuration Management
System and is a repository containing an authoweaa of the components within the IT’s
infrastructure, with each component — such aseser application — represented by an

ITIL-defined Configuration Iltem (Cl). The CMDB alstaptures relationships between
these Cls — for instance, if an application runsa@pecific server.
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The set of servers and applications UPT has intemtigrate to CC includes some servers
already virtualized (marked as virtualized) and sghysical machines with different pro-

cessors, operating systems and memory.

The machine SIUPT (one of the machines alreadyaliged) runs an Apache web server
on a platform Microsoft Windows Server 2008 R2 anavides a web application with the
same name, used throughout the University’s comipiimimanage the academic activi-
ties. The information in use by this applicatioe&rver is managed by a database server
Microsoft SQL Server 2008 running on an operatipsteam Microsoft Windows Server
2008 R2. This group also provides other web sermgch as the University web server and

web servers from research centres.

The second machine also already virtualized, id bye¢he development’s team, as a server
for development and testing of Web application®teebeing put into production. An ac-
cess to this machine is restricted to the developiéeam and Helpdesk services. The
SIUPT in a programmatic level provides web servitesexample for authentication to
other services such as document’'s management ahtc&ense University Library man-
agement applications.

The SIUPT’s former version, the SIUP, is currenthed mainly to query historical data
and is distributed over five physical servers. Thetonging to the databases cluster, provid-
ing database services for applications (includiigPS , the other two servers, belonging
to the web’s cluster providing web services foplagations, such as a website that hosts
the web pages of the teachers of the UPT and tb@’Slinterface to the outside of the
University. The internal interface of this applicat, providing another type of operation
for internal clients such as academic serviceayaslable through the machine SIUP (in-
ternal). The SIUP also supplies web services, usedher applications, for instance by

SIUPT, to access information from the applicatigmsting and financial management.

4.5.2.5.5 Availability

ITIL (Igbal et al., 2007) defines availability aset ability of a Configuration Item or IT

Service to perform its function as agreed when seany.
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According to Hui Liu et al. (2010), the availabjlitan be viewed from the perspectives of
business and users. From the point of view of ti&ness, availability is related to the
impact on vital functions of the business itsetlt the users, the significance is the response
time; however, to the CSP the importance is thedivice and the component’s availabil-
ity. Therefore and considering the importance efittiormation stored on these servers for
the University and for students and teachers,gheess must have an availability of 99.9%.
Additionally, and bearing in mind that the avail#piis also affected by servers problems,
including hardware, the solution to be installedigtl reduce these problems.

As stated by Vernon Lloyd in (2007), the availakibf a service is as good as the weakest
link of the solution. The availability of the saoloih can be much incremented through the
elimination of SPoFs, for example at the comporidet®l. Thus, and unlike the current
solution, the key components of the solution muastehsolutions to eliminate the SPoFs,

including, for example, components’ duplication.

4.5.2.5.6 Capacity

The purpose of the ITIL process “Capacity manageir(&ioyd et al., 2007) is to ensure
the existence, at a cost-justifiable capacity andlliareas of IT, according to current and
future needs of the business. The process shoutet edl areas of technology, both hard-

ware and software for all components and infornmatezhnology environments.
Currently, the systems are being installed accgrtinthe available hardware if it fulfils
the required minimum capacity of the systems thatkl support.

4.5.2.6 Synthesis

Table 36 presents the inputs, outputs and thecpgaatits of the “Identify and understand”
M2CC’s process.
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Table 36 - Identify and understand synthesis

Input Output Participants
ISA

Detailed infor- Technical details concerning IT services,
The output of | mation regarding benefits and issues, requirements, depend-
the “Define a | current IT's infra- encies among services;
strategy” pro-| structure (services,| Financial services
cess applications, data, Budgeting (existing solution costs );

infrastructure) Business management

Value of services, priorities;

4.5.3 Define, select, analyse and map

Although in the earlier process, the goal was theainformation concerning the current
IT’s infrastructure and the operation at the URiTthis process the aspects related with the
migration to the CC are defined. Moreover, the C&#®sdentified and selected, the impact
of the migration to the CC is analysed and with itifermation gathered, the in-house

services to their CC counterparts are mapped.

4.5.3.1 Define a migration plan

The migration plan includes the delineation of detsuch as the definition of the stake-
holders in the process and allocation of respolitsisi, the definition of the applications
and information to migrate requirements and seguaiinong others. This section presents

the constituents considered in the migration’s plan

4.5.3.1.1 Migration stakeholders

This task identifies the actors of the migratigorecess. The actors involved in the process
of migrating to the CC include all those who dihkgcotr indirectly participate in the process.
The participants were grouped, (see Table 37),rdoapto the type of interaction they had

in the process.
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Table 37 - Actors of the migration process

Group Interaction

Information sys- | Technical issues related to the implementationtacianical deci-
tems area sions

Financial ser- Includes financial issues for analysis of payméatms and re-
vices lated issues
Juridical ser-

. Legal issues and contracts
vices

Administration Business decisions

Users Interact with the services provided

CSP The CSP and technicians who installed the solution

In the financial and legal areas, the actors wieeeatea managers; in the computing tech-
nical area, beyond the manager, also cooperataeéspensible for the network and server

management and the team responsible for the apphsadevelopment.

The goal of this migration is to improve the wougioonditions of the users; we consider

them as stakeholders in the process with the rfolal@ators of the whole process.

4.5.3.1.2 Responsibilities

The allocation of responsibilities to each of tkekeholders of a process is a crucial step
towards a fluid way of migration, allowing eachy®ato know the role it he has to play,
in addition to allow a professional to completexgktand another professional to start the

execution of the next task without any service ksea

Accordingly, Table 38 introduces the RACI modelttbatlines the responsibilities of each

actor in each activity of this project’'s migratitmthe CC.
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Table 38 - Responsibilities assignment

188

UPT Ouside
Entities IT area Other UPT entities
Network and [ Application Installer
IT . . - . company
Activities management server development Legal Financial [ Administration
manageme ntf manage ment
Define a strategy
Define a strategy I AR [ C [ C I C C 11
Ide ntify and understand
Details AR C C
Costs AR C C
Value AR C C C C C
Benefits AR C C C C C
Requirements AR R R C
Resources A R C
Communications A R
Access and security A R
Dependencies A R C
Availability AR C C
Capacity A R
Define, select analyse and map
Define a migration plan
Migration stake holders AR | |
Responsabilities AR C
What to move AR C C
Cloud computation typpes AR C
Requirements AR C C
Capacity A R R
Number of providers AR C
Security A R R
Access A R R
Select service providers
Identify AR C C
Select AR C C C C C
Analyze and test
Analyse
Impact AR C C
Risks AR C C
Advantages and issues AR C C
Costs R C A
Staff AR C
Communications 1A R
Security 1A R
Legal | R A
Applications and data AR
Contracts and SLAs C R C A C
Solution testing A R R R
Mapping AR R C
Migrate and govern
Migrate A R C R
Perform a pilot test AR R R
Training | | AR
Evaluation and monitoring AR R C
Governance AR R C
Continuous improve ment AR R C
Legend
R: Responsible A: Accountable C: Consulted |: Informed
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4.5.3.1.3 What to migrate

Based on the knowledge acquired, in the informagjathered from the CSPs and in the
decisions of the management in this stage, thésstdponsible for the migration to the
CC (technicians from ISA) define what to migratbus, it was decided to migrate primar-
ily the applications related to the academic andrfcial management, the applications used
by the library services and the applications relate the availability of content for the

degrees taught at the University.

4.5.3.1.4 Cloud computing types

According to the availability, the CC services #ygically divided into public cloud, pri-
vate cloud and hybrid cloud. The selection of th& €nsidered three major issues: the

technical, safety and availability and the economic

Under the technical point of view it was taken iotmsideration the impossibility of up-
dating some applications still in production and tieed to keep operating systems and
other resources used for these applications, uggtaand the intricate relationship be-
tween the delivered IT services. Additionally, thificulty to return (if necessary) to the
traditional environment after unsuccessful migmatio a public cloud and the limited time

with the process for migrating to the CC it wasstaknto account.

Regarding the safety and availability, the confiddity of the information handled by the
processes migrated to the cloud and the high dedeaailability of necessary applications

and data were weighed.

As far as the economic issues are concerned, weodidnore the higher initial investment
carried out when installing the private cloud relyag the use of the public cloud.

Opposed to this high initial investment, we tootoiaccount that the migration to the CC
significantly improved the operating costs sinapghocesses of virtualization, automation,
standardization dramatically reduce, support castisoperation the migrated server as well

as reducing time-to-production of new servers.

Therefore, taking into account the above issues détision was made to use a private

cloud architecture. The public cloud was put asidenly because of issues related with
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data privacy, impact on the current IT infrastruetand vendor lock-in. The hybrid’s cloud
solution also holds great impact on the IT infrasture since the services and applications
have to be reconfigured, in some cases recodedlot® some services to remain at UPT
while others are migrated to the CC. Currentlys ihot feasible to make such changes to
applications. Another issue is the latency thahéstime required to transfer data over the
Internet between the CSP and the UPT.

4.5.3.1.5 Requirements

In this sub-process, we identify the requiremehtg the organization wishes to see ful-
filled with the migration of applications and dagervices to the CC. The requirements
identified herein are an addition to those ideatifin section 4.5.2 and as such should be
compatible with them. Accordingly, the requiremeiatsnigrate to the CC are identified in
Table 39.

Table 39 - Solution requirements

ID Requirement Description

Physical machines should be grouped accordingeteeleurity re-
Servers’ consolida-| quirements and the services they provide basedh®mperating
tion according to | system they run. For example, the servers’ dataldasesoft (con-

R1 their function or trol prints, and SIUP, SIUPT, financial managemgapplication,
operating system | they should be together in the same machine), aindl MySQL
server (e-learn, Catalogobib among others).
Some of the current servers are on the same netohleir users
Modification of IP but in order to improve safety, so that it does oy depend on
R2 the server’s software, the intention is to place gbrvers in other

networks of servers networks, something that will be created for thisgose, allowing

the traffic control to be mastered by the netwogdgsipment.

Ability to dynamically change servers’ charactécistiike CPU,
memory and disk space so that the services achieverganiza-
tion’s objectives and thereby fulfilling the ITIpscifications of
capacity’s management.

Dynamically
R3 | changing servers’
characteristics

Usage statistics an( Allow to access, gather and create records (logg3a&ge statistic
R4 | performance analyq and performance regarding the constituents ofyhtes.
Sis

[v2)

Bearing in mind that an attack on a host machimgdjcal) can
have great impact on all virtual machines that ddpm it, the host
) machines must belong to an IP network dissimilamfiall virtual
rg | Protection of host | machines’ networks. This way should be used a métwith ac-
machines cess only from the team dealing directly with thachines. Addi-
tionally, all sensitive components must be dupédat
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4.5.3.1.6 Capacity

Being aware that a key factor in the success cd@aps the management is to ensure that
it is taken into account during the design phaseyd.et al., 2007), we considered it here
in plan design’s migration to the cloud. Thus, thpacity identified in the section 4.5.2 is

also regarded here so that the capacity to migextaces to the cloud remains in accord-
ance to the business needs and cost-justified.

The ability to dynamically change the featureshefservers will facilitate the maintenance
of the capacity’s plan that adequately reflectsdieent and future needs. This happens
because it is no longer necessary to plan in adven&increases in memory or disk space
or a processor’s update to answer to work peakewarrequests in a more adequate way.
Moreover, the certification that the results mdethee performance targets established, it
is easier to achieve because the solution it taliesl to allow adjustment of characteristics

of the applications servers to migrate.

An additional goal of the capacity management iassist in the diagnosis and resolution
of incidents and problems related to the perforrear capacity. Since this solution must
enable a dynamic modification of the features thay influence the performance of the
solution, the incident’s diagnosis is made easemabse it allows to perform a “what if”

analysis in a simple way once it is not necessaphtysically change the hardware com-
ponents to be able to evaluate the best solutiomleBly, we can assess the impact of any
changes in the “Capacity Plan” as well as in thdgpmance and capacity of all services

and resources.

One last objective of “Capacity Management” (ITlhxludes an implementation of pro-
active measures to improve the performance of sesvivherever it is economically justi-
fiable to do so. To meet this goal the solution trasmply with the requirement R4 to

make it possible to monitor the performance andedessary, take the corrective measures.

4.5.3.1.7 Number of CSPs

As far as the installation of a private cloud wathrelatively small number of services is
concerned, no other cloud service models will dy®aaS and SaaS) nor was it consid-

ered necessary to have more than one CSP.
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4,5.3.1.8 Security

According to Michael Armbrust et al. (2009), theimaoncerns in the deployment and
utilization of the CC services are security, privand integrity. Accordingly, this task
defines the security requirements for servicesliegions and data to be migrated to the
CC.

From a technical point of view, the majority of gaty risks associated with CC are already
present in traditional data centres (Cardoso & $8n@012a). Accordingly, and consider-
ing that what is to migrate and to a private clahé, arising security problems are similar

to those already found on the servers of UPT.

The virtualization can increase the impact of s@afety hazards since the successful at-
tacks host machines (where the hypervisor is ldgatan potentially compromise each
virtual machine hosted on the host machine. Howestach events can be reasonably
avoided and / or controlled by using appropriatgguotive mechanisms to host machines.
Failures in virtualization platforms themselves als® an obvious risk but, so far, there are
few examples of such failures (and fewer negatoresequences of such failures) (Cardoso
& Simdes, 2012a).

The ITIL process responsible for the security is tinformation Security Management”
(ISM) whose main objective is to align IT secusitith business security to ensure that the
information security is effectively managed in sdirvice (Lloyd et al., 2007). However,
most problems of the CC are not inherently tecinitout they relate to the implicit need
to trust third parties to maintain critical infortiem and provide critical IT services
(Cardoso & Simdes, 2012a).

It is taken into account that the services to ntegta private cloud already follow the safety
standards defined in UPT and that there will bedifi@rences in the way services work.
Additionally, since it is a private cloud installdte premises of UPT and that the respon-
sibility and maintenance continue to be carriedlmumembers of UPT, we does not con-

sider necessary to change the security policyesddlservices.
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4,5.3.1.9 Access

In a similar way to what happens with the secuthg,access policy to services is regarded
as appropriate and should remain unchanged aétenityration to private cloud’s environ-
ment. With this procedure, we also intend to cdhedeast possible impact on the normal

operation of services.

4.5.3.2 Select CSPs

An incorrect supplier's selection causes probleffecang the organization in either the

cost or the quality of the final solution. In tlpscess, the potential suppliers are identified
according to the needs uncovered above, and seldtise that best fulfil the constraints

presented by the UPT.

45.3.2.1 Identify

According to what has been the established eathiersolution to be implemented under-
goes a private cloud mainly providing infrastruetgervices (laaS). A solution that does
not place the UPT in a vendor lock-in conditioeiwisioned, i.e., an independent solution
in terms of supplier. The initial investment wasset by the information’s privacy, the

access speed, the nonexistence of vendor lockridebreasing legal problems (related to
the location of information). Thus, the prospectieas accomplished either by direct con-
tact, or by mail or even by an appointment of coapowebsites from companies to ascer-

tain which of them would be able to install an mded solution.

4.5.3.2.2 Select

In possession of the collected information in” Idgnand understand” (section 4.5.2) and
in “Define a migration plan” (section 4.5.3.1) aadobtain the initial proposals, individual
meetings with each of the selected suppliers wele fThe University IT’s infrastructure
was disclosed to allow service providers to drafivsh attempt of the solution. After this
first interaction, some of the competitors werengliated because they did not have suitable
proposals. Two more interactions followed, thisdimith a smaller set of suppliers, to
clarify some issues and present the final proposhdsen the receipt of proposals from this

set of suppliers it was necessary to validate tif@nation received and select the CSP
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that best met the needs previously identified. Pdi@alysing the advantages and problems,
the security issues and risks that each selecletisoinvolves, the supplier that would
implement the solution was elected by the managewfethe information’s technology
area in collaboration with the team responsiblarfi@naging servers and the team respon-

sible for the application’s development,

4.5.3.3 Analyse and test

In this sub-process, the aim is to verify that gtleéng is according to the requirements
identified to proceed to the implementation’s psscef mapping the local services to their

cloud’s counterpart.

4.5.3.3.1 Analyse

In this step, the issues that may influence thegss of migrating the IT services to the CC

are evaluated.

4.5.3.3.1.1 Impact

ITIL defines impact as a measure of the effectahaident, problem or change in business
processes (Igbal et al., 2007). The impact is hgslased on how service levels will be
affected.

During the tests, one of the results achieved wasxpected and significant improvement
in terms of response time in the tested applicg®DP) either in application execution or
in the database access. The other applicationsatagjto the CC also suffered improve-
ments, namely in runtime. Therefore, we expectstpe impact on services migrated by
an increased speed of processing, reliability arailability of services. Regarding to the
availability of services, we go from a solution lwé reduced level of redundancy to another

completely redundant in network access, power sef@torage and processor.
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45.3.3.1.2 Risks

A risk, according to ITIL (Igbal et al., 20Q74% a possible event that may cause damage or
loss, or affect the ability to achieve goals. Aiis calculated by the likelihood of a partic-
ular threat to occur, the vulnerability of the d¢sdhe threat and the impact generated if it
had occurred.

To properly assess the risks with the purpose pbmant countermeasures, the methodol-
ogy prescribed by ITIL’s management of risk (M_o_frocess responsible for identify-

ing, assessing and controlling risks) (Igbal et2007) was followed.

Therefore, we started identifying the potentiaksisind threats. The results are illustrated
in Table 40.

Table 40 - Risks and threats

Risks Threats

Natural causes
Electrical power’s failure
Sabotage
Software problems
Attacks
Equipment’s failure
Data network problems
Technical failure
Information [ Human error

loss Malicious software
Software problems
Virus
Virus
Malicious software
Technical failure
Application attacks
Software problems
Unauthorized access
Data network
Infrastructure | HVAC
Electrical power failure

Losing access
to IT systems

Security

After identifying the risks that the implementatioray suffer, these were analysed to eval-

uate and comprehend the effects and exposurehbairganization may have and thus
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enable the UPT to take the appropriate decisiongr3hat the implementation occurs on
the premises of a UPT data centre, most risksiegady adequately safeguarded. However,
as we will add more equipment to the already engstwill be necessary to validate that
the current infrastructure, namely the cooling,rgpesupply and data network can accom-
modate the addition of the new equipment. Isskesviiruses, software problems or hard-
ware problems were reported to solution providersheit they were solved either with

antivirus solutions or failover systems, or evethwedundant hardware components.

Based on the risks identified in Table 40 the pséfile was set up in Figure 27, which
relates the probability of the risk happening #edent levels of severity. With the help of
this profile, some preventive measures have bdamtauch as strengthening the HVAC
equipment, the increasing of network equipment \aldiated, with the supplier, redun-
dancy and warranty for the solution to be install€dus, it was possible to reduce the
probability and severity of risks to diminish timegact that they would have for the solution

and consequently for the business.

N
Natural Equipment
causes failure
Application
.. problems Technical
> Malicious .
2 failure
= software iy
> Issues of data i
ks Sabotage Climate

Unauthorized network Control

access Human
error

Electrical power
failure

Occurrence probability >

Figure 27 - Risk profile
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4.5.3.3.1.3 Advantages and challenges

The SWOT analysis is a strategic planning methadl us evaluate the strengths, weak-
nesses, opportunities and threats involved in gepirdBy using this tool, Figure 28 identi-
fies and compares the advantages and challenged bmith in the actual infrastructure and

in the migration of services to the CC.

As may be seen, the weaknesses of the actual tmichge are solved by the strengths
afforded by the CC. For example the, “Unstable igppibns” are attributable to issues on
the hardware platforms supporting these applicatidhese weakness are solved with the
migration to the CC and the equivalent improvemertardware both made available in

this application.

Strengths Weaknesses

Resource pooling

On demand self-service
Measured service

Cost reduction

Risk reduction
Scalability

Service’s Availability
Improve hardware
Agility/elasticity

Broad network access

Our technologies facilities are obsolete
Internal operating problems

Higher overall costs

Unstable applications

The ERP works slowly

The web site technology need to be updated
Initial investment

We can expand our services to mee
the customer needs
Provide better services

t . .
The competition offers new services

Opportunities Threats

Figure 28 - Advantages and challenges SWOT analysis

4,5.3.3.1.4 Costs

Although it was not possible to determine the odshe original installation, there will be
achievements from implementing the solution. At émel of the migration, 14 physical
machines (with corresponding savings of energy wmmion, space requirements and op-
erational management) will be released. Accordingbysidering not only the sum of the
average consumption of the old servers but alssuheof the average of the new servers,
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the number of physical machines reduced (14) amdkitt that these new machines’ power
consumption is lower than the old ones, the powasomption decreases more than 70%.
Regarding the software licences, four licencespafrating systems and four of engine da-
tabases are released. This licences’ release haippeause, from now on, it is possible to

consolidate some servers.

4533.15 Staff

In this section, the issues related to the mignatibservices to the CC affecting the IT’s
staff are considered. Taking into account thatetiveill be many services, which would

remain unchanged and available with use of thatioadl servers, the team responsible
for the data’s network and the servers will renthgnsame. However, the need for training
in use and maintenance of this new paradigm far gnoup should be pointed out. The
remaining IT team, such as helpdesk, applicatideselopment and maintenance of hard-

ware and software have the same procedures feethrieces migrated.

4.5.3.3.1.6 Communications and dependencies

Since this migration does not consider the ne@attoduce new services requiring network
access and since among the issues previously equetievork access does not appear, it
is not considered necessary to change the featdirdkge existing communication lines.

However, the physical network is designed to enalileer an increase in the number of

applications or an increase in bandwidth requirestar the applications.

The dependencies of the services migrated aresatifified.

4.5.3.3.1.7 Security

According to the migration plan, the informatiorcee/ed from the supplier, the tests per-
formed and classified as being a private clouds ihot considered necessary to make
changes to the initial plan.
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45.3.3.1.8 Legal

One of the areas that concern the most when ngraervices to the CC relates to the
legal issues concurrently with the problems of sec@and data’s protection. However,
with a private cloud (hosted on the premises ofilveer and managed by the same and in
one locality) the issues of information’s locatemd the applicable legislation do not arise.
Nevertheless, it is also important to considerdiigjects of an improper disclosure of in-
formation as well as other questions placed befoaise of the CC. Therefore, it was not

necessary to take these extra measures with congdegal matters into account.

4.5.3.3.1.9 Applications and data

Here, the applications and data that are to beatgdrto the CC as well as the necessary
software to migrate to the CC are identified. Sitiee solution is based on laaS and the
private cloud supports our operating systems amdapplications, no additional require-
ments have been identified.

4.,5.3.3.1.10Contracts and SLAs

As said by Vernon Lloyd et al. the “services prarsl should be aware that SLAs are
widely used to formalize services based relatiboj internally and externally.“(LIoyd et
al., 2007, p. 269). Internally among the departmentn organization, there may be other
types of agreements, Operating Level AgreementA[@Ghat define the support services
to be provided and the responsibilities of eackestalder. The objectives of these service
level agreements include monitoring and increasiiegcustomer’s satisfaction with the
quality of services provided. Achieving these objexs will support the migration to the
CC as well as the maintenance of the servicesiglthud. Thus, according to this idea, we
considered in this implementation two types of agrent in this implementation, an SLA
between the supplier of the private cloud and thiv&fsity Portucalense and an OLA (ex-
isting) between the IT area of the University anel University itself. The first one is re-
lated to the installation, an initial configuratiof the equipment and ensuring that the
equipment remains operable for a specified pefibe. second assures that the IT area has
to give to the University so that, with a certaggcee of confidence, that the services of-
fered work as expected.
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Security issues found in the processes must alsefleeted in the SLA, to take a written
agreement with the supplier to ensure that therggaeeds of the customer are met. To
that extend, the University has agreed, along théhsupplier, the minimum-security re-
qguirements (such as security copies, network trai#iparated by VLANS, duplication of

key components and access levels) that shouldsegemhby the installation.

4.5.3.3.2 Solution testing

To solve minor issues prior to the presentatiomheffinal proposal, a working meeting
with the provider was held to schedule tests fonesonigration solution details. Thus, the
selected provider, gave technical support and spaeialized equipment with versions of
operating systems and characteristics similar désdlof the final solution to evaluate the
solution and clarify the doubts that persisted.

These tests included, in an initial phase, the atign of an Oracle database engine (run-
ning so far in the cluster’s environment on therapeg system Microsoft Windows 2000
Server), and other databases engines Microsoft S&pier 2000. After the installation of
this prototype, services were available for 14 vgefek key users of the management, fi-

nance, IT computer area, who could assess thésitytaf this migration.

In a second step, migrations from other physicaless to virtual by IT area were tested.
These two sets of tests were successfully perforacedrding to the answers of the first
guestionnaire. The Oracle machine (which was exgect be the trickiest stage of testing
either by the age of the operating system or becdugperates on a cluster and became a
virtual machine environment without cluster) wasaassfully migrated. The same hap-

pened with the other set of virtualized machinesngduthe testing.

4534 Map

In this sub-process are mapped the in-house ITiGgipins and data to their cloud coun-
terparts. Accordingly, Table 41 shows examplesefrhapping of services to their cloud

counterparts.
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) A A Provider Cloud . Actiontodo [Actiontodo Special .
ID | Department | Name | Type |Part| Responsible | Scheduling [Order| Provider . Service . Observations
responsible type before after conditions
Outside Migrate Physical to
1001 ALL ERP Data | All FA,ISA . 1 UPT UPT laaS ERP NA NA .
working hours database virtual
. Outside Physical to
1002 ALL ELEARN |Service | All AC,ISA . 2 UPT UPT laaS ELEARN NA NA NA :
working hours virtual
Migrate SIUPT Usesthe | o)\ cical to
1003 ALL WWW |Service| All MA,ISA Any time 4 UPT UPT laaS WwWww € NA SIUPT y
database virtual
database
Test
Outside Migrate SIUPT conn:cst' it Physical to
1004 ALL SIUPT |Service| All | AC,ISA ust 3 UPT UPT laas | SIUPT | databaseand | oo 'Y NA vl
working hours with SIUP virtual
SIUPT
database
. . . New virtual
1005 Library DSPACE|Service | All LIB,ISA Any time 5 UPT UPT laaS DSPACE NA NA NA machine
. . Outside . New virtual
1005 Library Koha [Service| All LIB,ISA ) 6 UPT UPT laaS Koha [Migrate DSPACE NA NA )
working hours machine
Responsibles: FA - Financial area ISA - Information Systems area MA - Marketing LIB - Library AC - Academia

spedialunod pnojo 118y} 0] sadlales del - Ty ajgel

Apnis ase)
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4.5.3.5 Synthesis

Similarly, to previous processes, Table 42 intraduthe inputs, outputs and the partici-

pants of the “analyse and map” process.

Table 42 — Define, Select analyse and map synthesis

Input Output Participants
Define a migration plan
ISA
Identify stakeholders
Assignment of responsibilities
. , Define what to migrate
The output fS_tak_ehoIders identi- - Kefine cloud details
. | fication N .
of the previ- . Identification of requirements
Assignment of re- .
ous pro- g Decide the number of CSPs
sponsibilities
cesses o
Migration plan .
Business management
Assignment of responsibilities
Approval of ISA decisions
Identification of requirements
Select CSPs
ISA
gptehglijé%lﬁ]t_ Identify suitable CSPs
: Select the CSPs that most fit the identi
tify and un- i
fied needs
derstand, the L : .
o CSPs list including | Business management
migration ) e .
. prices and conditions  Approve the solution
plan infor-
mation gath- CSPs
ered from o : .
Detailed information regarding the ser-
the CSPs : .
vices provided
Analyse and test
ISA
Evaluate the impact and risks
Identify the advantages and challenges
Staff's reorganization
The migra- Requirements’ validation
tion’s plan | Information regarding  Validate contracts and SLA
and the list |the solution that best
of the se- |fits the needs Financial area
lected CSPs Costs
Legal area
Validate contracts and SLA
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Input Output Participants

Business management
Identify the advantages and challenges

Map
ISA
All the infor-| The map of applica- Map services to their cloud counterparts
mation gath-|tions and services to
ered the cloud CSP

Support the mapping process

4.5.4 Migrate and govern

This last process of the framework includes themalcesses to achieve the physical mi-
gration of services and data to the CC and a fekitto verify that everything is working

as expected. It also includes a training step ¢wige the stakeholders with the necessary
information to operate the new services, a stegdtiress the governance of the new ser-

vices and a step to continually improve of the egbd solution.

4.5.4.1 Migrate

Here the services defined in the earlier processes physically migrated to the CC. The
servers that were already operating as virtual inashfurther facilitated this step. To this
group of servers the migration is resumed to theyad the virtual machines’ files to the
new environment and the backup system’s configomagor the other group of servers the
migration to the CC was trickier since prior totmg the servers on the new environment
the IT’s staff needed to virtualize the serversiclvhs not always an easy task to accom-
plish because of the servers’ age, hence with p&ating systems, with little or non-ex-

istent support, installed on old hardware platfarms

4.5.4.2 Perform a pilot test

ITIL defines pilot, under the “Transition of ther8ee” book, as the limited deployment
of an IT service, launch or a process for the émgironment (Igbal et al., 2007). A pilot is
used to reduce the risk and to acquire the useedidack and acceptance. Thus, we tested,
in this task, the functionality of the services maigd to the CC to verify that the new ar-

chitecture works as expected before going into pectdn.
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The tests were performed by the supplier’s teacollaboration with the IT area and the

other areas of the University that had migratedises to the CC.

4.5.4.3 Training

The task of training the IT area (responsible faintaining the private cloud after instal-
lation by the CSP) was taken into account fromaieset of the project. For this purpose,
all suppliers were ordered to include in their megls the training and documentation of

the solution they intend to install.

The training included components: the first one, details of the installation were ex-
plained whereas the second was based on a oneagap training. In both types of train-
ing were present the management of the IT aredhsndetwork and server's management
teams were introduced. If, in the first trainingg themes followed the timing of the instal-
lation’s process, in the second one an overviewhefinstalled solution was given and
followed by a detailed training (aimed at the couning operation of the system) on each

of its constituents.

4.5.4.4 Evaluation and monitoring

The evaluation of the solution included checkingdlesceptance conditions identifying that

the migration is complete as well as the accordanitewhat has been hired by University

Portucalense. Thus, the physical installation efelquipment (servers, system backups),
tests of redundancy, the installation of softwaigefating systems, backup software, mon-
itoring), the migration of servers agreed for theduction’s environment, the receipt and

delivery of training documentation of the entirstgyn have all been validated. The solu-
tion was deemed acceptable after the successidhatiah of all items (see Table 43).

Table 43 — Solution acceptance conditions

Group Item Done
Servers 4
Equipment physical | Management computer v
installation Storage v
Backup equipment v
Redundancy tests | Electrical power v
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Group Item Done
Servers 4
Storage v
Connections v
Operating systems v
Software install Virtualization platform v
ottware Installa- "ncp and DNS services v
tion . .

Active directory v
Backup v
Oracle v
Migrating servers | Microsoft SQL Server v
to the production | Apache 4
environment Windows 2000 v
Documental management 4
. On-job v

Training and docu- .J :
. Training v

mentation . .

Documentation delivery v

The solution was conditionally accepted though¢esisome problems might arise from a
normal operation. Simultaneously its monitoringaashole for detecting any anomaly that
has not been possible to detect in the earlies teas started. During the first week, some
problems with backup software were detected andstipplier of the solution promptly
solved these. Moreover, and according to the reqents by ITIL, as in SLA, it is im-
portant that OLAs be monitored to detect potergrablems. Thus was the IT’s area re-
sponsible for monitoring the compliance with theASdnd OLA and take corrective action

it deems necessary when problems arise.

45.45 Governance

As previously said, the governance in CC is defimedGuo et al., 2010) as the set of

processes used to monitor and control the appandimplementation of a service based
on the CC, in accordance with recognized poli@eslit procedures and management pol-
icies. The governance, until now applied to tradisil IT, has been expanded to the private

cloud without major problems.
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4.5.4.6 Continuous improvement

In this step, the solution is continually improvéuht is the services, applications data and
infrastructure migrated to the cloud. Since thia icontinuous process, the IT area is con-

tinually searching for improvements that can belengented to improve the solution.

4.5.4.7 Synthesis

Table 44 presents the inputs, outputs and thecpaatits of the “Migrate” process.

Table 44 — Migrate synthesis

Input Output Participants

Migrate

ISA

List of services . . Migrating services to the CC
: . Services migrated to
defined in the the CC

earlier process CSP
Migrating services to the CC

Perform a pilot test

. . ISA
Ia'St. of SCTVICES| The results of the pi- Perform the pilot test

ef'T‘ed in the lot test CSP
earlier process Perform the pilot test
Training

ISA

Issues regard- Receives the training sessions
ing the installa+{ Training sessions
tion CSP

Give the training

Evaluation and monitoring

ISA

Acceptance Acceptance condi- Validation of the acceptance conditions

conditions tions validated CSP

Validation of the acceptance conditions

Governance

Governance in 1SA
traditional sys- | Governance in the CC
tems

Continuous improvement

Do the governance

Information re- ISA

garding the Continuous improve-
cloud system | ment
installed

Discover and implement the improvements

4

CSP
Support the improvement
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4.6 Results obtained

The UPT, organization that hosted this case sigdytypical organization teaching higher
education. In technical terms the solution impletednmproved, the operating conditions
of services migrated to the private cloud. Thisrowement reflected at the level of man-
agement, which became centralized and was carteth@a much more automated way

and the services provided require now consideraislytime in order to produce results.

Since UPT decided to improve its IT's infrastruetuwe foresaw an opportunity to apply
the new CC’s paradigm and accordingly to validagedeveloped framework. Thereby, we
requested the University’s management permissi@taid the migration to the CC by fol-
lowing the rules identified in the developed franoekv Practice suggested a different path
from the followed framework after it was fully cadsred and the pros and cons weighed.

The framework was improved where it was convenient.

The work started by an in-depth research regarthiegCC, its related technologies, the
service and deployment models and the pros and &ased on the research developed
and on the Portucalense IT needs identified it @aadirmed that the private cloud is the

best suitable solution.

To perform the migration of IT services, data anflastructures to the new paradigm a
framework has been developed to know in detail winagét be done and in what order to
achieve the task in a smoothly way. However aneisauises: How should each of the
framework tasks be done? For that purpose we bgigalying the frameworks presented
in section 2.3.1, which could help us resolve #sai¢ and find that ITIL is the most appro-
priate to this end. Armed with these two tools, M2CC’s framework and the ITIL, the
migration to the private cloud could now begin.

The tasks of the framework were performed accorthngIL. The developed framework
does not fit well a few times and, after a carefudlysis and evaluation, the framework has

finally been adapted.

For every process of the M2CC’s framework, we foontthat ITIL has support, except
in what relates to the management of the IT’s stdie complete results are presented in
major detail in Chapter 5.
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4.7 Conclusion

The case study developed at UPT allows us to obseomprehend, analyse and describe
a particular real situation of migrating serviceshe CC. Specifically speaking, this study
allowed us to gain knowledge of the whole procdsmigrating some UPT IT processes,
data and infrastructure to a private cloud and geze therefore the issues involved in
such undertaking. By using ITIL to support the feamork, we can perceive that the ITIL's
framework has support for the majority of our needh the exception of the issues related
to the management of the IT staff. It could notdaend in ITIL's support for reconverting
and adapting IT personnel to the new demands a€@is framework neither for the staff

that is no longer necessary since their taskseairgperformed by the CSP.
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Chapter 5
DISCUSSION

This chapter synthesizes the research findingegadhooth in the academic literature and
in the overall work.

The main objective of the study was to verify tipplacability of IT governance, namely

ITIL, to the migration to CC. Accordingly, the reseh explored the information regarding
CC and governance frameworks. To provide an inkdeptlerstanding concerning the mi-
gration to CC a case study has been developedalidate the work developed besides the
case study and the published papers we appeatbd tipinion of a group of experts and
made structured interviews to the stakeholdersathey their perception of the results

achieved with the migration and to validate thekaeveloped.
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5.1 Case study findings

This section shows the results of the case studgldeed at UPT. The deployment of a
private cloud at the UPT and the corresponding atign of IT to that cloud served as the
basis for the case study that we use to valida&dé/hCC’s framework developed.

The research question defined in the beginnindpisfwork mentions the applicability of
the IT governance, namely ITIL, to the migrationDfervices to the CC. The findings of
the case study indicated a close relationship bettlee process identified in the M2CC'’s
framework to migrate IT to the CC and ITIL, althdugpme aspects, like the management
of IT’s human resources and the project managenaeatnot covered by ITIL. All other

are sufficient to cover the demands of the M2CE&isework.

The first ITIL book, “Service Strategy”, provideggaidance on clarification and prioriti-
zation of service provider investments in serviéessuch, and as observed in section 3.3.1
as well as in Figure 24 on page 145, the majogeisacurs is in the first two processes of
the M2CC'’s framework — the first defining a strategnd the second gathering information
concerning the current state of the in-house Iiifsastructure. The second book, “Service
Design”, aims to design appropriate and innovaseeices to meet the business require-

ments.

Hence, as seen in Figure 24, its major usage &dbas the gathering of information from
current IT’s infrastructure and definition of thergices in the cloud. Hereinafter is the
“Service Transition” book, and as the name suggéstskes care of the transition of ser-
vices, that is, builds and deploys IT servicestiggor usage, as seen in Figure 24, is in the
“Migrate and Govern” M2CC framework’s process, whis the process that is responsible
for the real migration of services, applicationsl a@ata to the CC. This last process of the
M2CC'’s framework is also responsible for the segsit the cloud environment function-
ing and its improvement. As such, and as it wasahetnated, the last ITIL books, “Service

Operation” and “Continual Service improvement” ga®s major support to this process.

The first ITIL book, “Service strategy”, supportetmigration to the CC. The activities of
the strategy generation’s process give their douation. The “definition of the market”

activity is helpful to identify new markets, foraxple, those that are until now impossible
to reach so far - important to reach/expand, ansuab considered to migrate the corre-

sponding services to CC as to provide the senacesrdingly.

210



Discussion

In the same way, the “development of the offeriacfivity helps to identifying the possible
candidates on the migration to the CC or the nevdyxcts that can now be developed,
because of the cloud’s functionalities. The “depedent of the strategic assets” activity
gives information regarding the importance of teseds to the organization so that we can

more properly decide if a service is a strong cdaue for the migration to the CC, or not.

The last activity “prepare for execution”, whosenas to select the appropriate strategy to
deliver the services, once again gives informatmmelp decide what to migrate to the
cloud. The “service portfolio management” procpssvides information concerning IT

services required to meet organization businessomés to support the decision of what

to migrate to the cloud.

By its turn, the “demand management” adds morerm&ion concerning the IT services
to comprehend and anticipate the customer’s derfaargervices. This is a useful to sup-
port the decision’s process of what to migraténeodloud since services with high demand

may be strong candidates for the cloud migration.

The financial managemerds the name implies, takes care of the budgetiddginancial
aspects of services, an omnipresent process iseinmigration’s procedure. The infor-

mation provided is used to recognize, or not, tenemic advantage of migrating to CC.

The second ITIL book, “Service design”, also supgptre migration of services to the CC.
Actually, the “Service catalogue management” pre@ss to ensure the service catalogue
to be produced and accurately maintained. Sincesé¢in@ce catalogue provides service
details, status and services interdependenciissaitital process to be aware of the organ-
ization services’ details that necessary for itgration to the CC. The “Service level man-
agement” process is responsible for negotiatingSih&s and OLAS as it ensures they are
met, either on premise or in cloud. SLA documehéslével that the on premise services
must accomplish - a starting point to define thaimum service level that the services on

cloud have to observe.

Additionally, by migrating of services to the CCeth are responsibilities that change,
therefore this ITIL process is also used to supg@tmigration of services to the cloud
when defining the responsibilities as well as ieithnclusion on the SLAs. Although in

CC the resources can be easier to manage, acqdirelaase, the “Capacity management”
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process is important to maintain the adequate dgpatd to establish a baseline of capac-
ity required for each service. Besides the majaftthe availability, the issues are moved
to the CSP, the “Availability management” procegpports the migration to the CC by
defining a baseline for the necessary availabibtyeach service in the organization and
therefore it supports the SLA’s definition. ThE Service continuity management” pro-
cess supports the M2CC by managing the risks bgabtigration to the CC cause on IT
services, by ensuring that these services, wherateto the CC, have alternative service
options, such as another service provider, to gueeshat they still operate in the event of
a significant business outage or disruption. The obthe “Information Security manage-
ment” process in the migration to CC is twofold: a baselbf information’s security for
the definition of the cloud security requiremems a proof, after the services are migrated
to the cloud, the security constrains are applied.

This book continues with the “Supplier managememdcess, that supports the manage-
ment and selection of the cloud service providé€he organization needs to manage its
providers both before and after the migration ef ith to the CC. Additionally, and given
the easiness the cloud services are hired, theplleupManagement” process plays an im-
portant role to eliminate an unwanted proliferatodrcloud contracts. Moreover, after the
contracts are signed, it is used to maintain andgetiate them and to manage the relation-
ships with the CSPs.

The third ITIL book, “Service transition”, also pides support to the M2CC framework.
The “Transition planning and support” process sufgpiie “Migrate and govern” frame-

work’s process by preparing, organising and backimgervices’ transition to the CC.

Following, in the same book, is the “Change manaaggfrthat supports the M2CC frame-
work in the “Define, Select, Analyse and Map” andhe “Migrate and Govern” processes.
This process contributes in the sense that safeeproblems arising with the changes, that

IT processes experience, when migrating to the CC.

The next process, “Service asset and configuratianagement” helps to understand the
relationships between the services as it covergips] project documentation and IT’s

infrastructure regarding services.

The “Service Transition” book continues with theelRase and deployment management”

process that supports the CSPs when they deployreleases into production. “Service
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validation and testing” assist the M2CC proces¥astine, analyse and map”, by confirm-
ing that the CC services delivered by the CSPs thegequirements previously identified
and the “Migrate and Govern” process by assuriegs#rvice’s quality of the services that
were migrated to the CC.

The “Evaluation” process follows. It supports tiigrate and Govern” M2CC framework
by evaluating the services migrated to the CC.l@keprocess of the “Service Transition”
book, “Knowledge management”, is a ubiquitous pssde the M2CC framework.Being
the information, the knowledge and their managenmnegidatory for all processes, this

ITIL process is also the case.

The processes of the fourth ITIL book, the “Servigeration”, also support the M2CC
framework. Indeed, the “Event Management” supptbrés“Migrate and Govern” (on the
organization side) and the “Cloud Services” (on@&Ps side) processes of the framework.
They are used to cope with the events createdebgdfvices migrated to the CC according
to the responsibilities and roles identified focle@ne. Moreover, it continues to process

the events of the services that remain in the orgéion.

The next process, “Request Fulfilment”, aims to/pde users with such means so they can
be able to request and receive services. Accdidingupports the M2CC on the “Migrate

and Govern” process.

Thereafter we have the “Incident Management” ard‘Broblem Management”: support-
ing the final phase of the framework and initiatipe of production - normally more sus-
ceptible to have problems, that is the “Migrate @aVern” process. Subsequently, there
is the “Access Management” process that suppoetfrdéimework processes, “Identify and
understand”, “Define, Select analyse and Map” dred“Migrate and Govern”. The first
one identifies the access to services and proddesseline for the access on the CC. The
second defines the access that the services alidaigns must have in the CC and finally

the third process provides the initial set of asesdo the systems migrated to the CC.

The last of the five ITIL books, “Continual Serviteprovement”, also supports the M2CC
framework. Indeed, the “Service Measurement”, t8erVice Reporting” and the “7-step
improvement” are useful to gather information segvas a baseline for a later comparison

of the services with their cloud counterparts taleate the improvement that the migrated
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processes to the CC have suffered. Accordingly, sheport the “Identify and understand”

and the “Migrate and Govern”.

Despite the M2CC framework widely benefits fromUTit is not required that the organ-
ization previously implements ITIL so that it islatto perform the migration to the CC.
The team responsible for the migration to the clmay only implement the necessary ITIL

processes to gather the required information ondoage some processes.

However, it should be pointed out that if the oigation already follows the ITIL frame-
work, the application of the M2CC framework by team responsible for the migration to

computing, is simplified.

The case study allowed us to validate the develfipetework and solve minor issues. For
example, the task “Test the solution in a conttb#avironment”, was added because of a
practical necessity by the time of the cloud’s iempéntation. This testing is helpful to
validate and test each of the proposed solutionsgttify, in practice, the real the issues of
each solution. Another improvement was about taréi@mulation of the cycle between

the sub-processes of the “Define, select, analydenvaap” process.

The use of CC involves the automation of proceffeesxample the allocation of a new

server) rather than the “simple” migration of agess to an external CSP (outsourcing).

However, as another result obtained from the wakcould say that the CC may be seen

as an evolution of outsourcing.

5.2 Difficulties in making a more comprehensive validation

As mentioned, it was not feasible, by the timehis tvork, to find the appropriate number
of organizations where this work could be valida#ctording to the knowledge gathered,
in the initial phase of this work, the migration@& implied that the owner of the process
had to have an in-depth knowledge of the orgammmatoncerning IT, business, services
and the operating mode. This fact, along with #guirement to find an organization that
was in the development time of this study, makisgmigration to CC and having imple-
mented ITIL (or being available to implement theegsary processes by the migration to
CC) makes the choice more difficult. In additioansidering the need for the organization

to be sufficiently open in order to either expotseimternal structure to this study, or to
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support the researcher in the development of hikwod also to deploy the developed
framework, we were able to observe that it wastimo¢ly possible to find organizations

under these circumstances. Therefore, it has beedeat] to use the migration of services
to a private cloud that UPT is deploying and agpk developed framework and the ITIL

mapping to carry out a more thorough validatiortha$ same developed work. Further-
more, to complete the validation we appealed toohiaion of an expert team regarding
the work developed, the comments received fronstiemission of published papers and
guestionnaires to the UPT staff related with thasky

The following paragraph describes the necessaryrament to perform a complete
framework’s validation. The verification and valiaa of a framework are crucial steps of
the of its development process. The verificatioadsomplished to ensure that the frame-
work does not contain errors and that the requirdsngre complete. The validation ensures
that the framework meets the requirements and esghat the framework addresses the

true problem.

We recognize that, in order to fully validate thisrk, it is necessary to find organizations,
where the framework could be applied for the fdoud deployment models that are pub-
lic, private, hybrid and community (first axis dfet cube); for each deployment models

each service model, laaS, PaaS and SaaS must $idered (second axis of the cube).

The above combinations should be tested in orghaimathat have already implemented
ITIL and others that do not have implemented ITthir@l axis of the cube).

Finally, the identified sequences must be verifredissimilar types of organizations for

example small and medium sized enterprises.

Figure 29 illustrates the three axes of the coreplalidation of the M2CC framework.
This cube has to be considered for the disparaestgf organizations like as SMES.
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Service models

Deployment models 1 Deployment models 1

L Small business Medium business J
Y

Enterprise types

Figure 29 — Framework’s validation

Furthermore, in order to truly validate the impafthe framework, it would be advisable
to have baseline migrations to compare what happé@hsand without the application of
the developed framework.

5.3 Expert group

The difficulty in finding organizations that coudtcommodate the validation of this work
lead us to finding out other ways to proceed whi mecessary validation. Therefore, we

conducted a survey to collect the opinion of areexgroup regarding the work developed.

This expert group has agreed that ITIL is applieablthe migration of IT services to CC.
The legal issues of the migration to CC, namelyhenmigration to a private cloud such as
the one used in the case study, are reduced wimepazong with the migration to a public

cloud.

One of the experts indicated that the work wouldriowe if a deeper comparison amongst
the various governance frameworks were explainedoslingly, in the chapter of the lit-
erature review that same comparison has been iragrdhe same expert also pointed out
that neither the meaning of the service nor theaeavhy ITILv3 was selected was clear.
To answer to these issues a terminology sectioéas added and reformulated the sec-

tion that explains the reasons why this ITIL vensi@s been chosen.

Another expert, when answering the question ablmiappropriateness of the framework,
wrote “In general | believe the framework can befukfor medium sized companies...".
The same expert also indicates that the differebhetseen the CC and the conventional

IT were not clearly stated. Therefore, a table canmg both technologies was introduced.
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The three experts share the opinion that the I$lagplicable to the migration of services
to the CC. The third expert also mentions the tfaa&t the issues occurred at the level of the
interfaces between the various applications arepnmperly discussed. The applications
step of the framework has been rewritten to exglamissue in major detail.

5.4 Cloud computing and ITIL trends

To demonstrate that both the public and the acadeoammunity maintain their interest on
the focus of this work and thus ensure it is cutrédmns section introduces statistics con-
cerning the CC, ITIL and the migration to the CGhgaed from a number of recognized

authorities.

Figure 30 presents the Google search trends (“@obginds,” n.d.) of ITIL and CC. Alt-
hough CC follows the Gartner Hype Cycle (“Hype @ggt n.d.), the ITIL maintains its
interest. Because of the increased research angséhef CC, some of its issues started to

appear causing the hype to be fading away.

However, as the Gartner Hype Cycle for Cloud Conmgu013, depicted in Figure 31,

demonstrates, not all CC’s aspects are decreasiegms of interest.

Additionally, many companies are suddenly includmctures of clouds in their adverts
and adding phrases similar to “cloud-based” or “seabed cloud applications”, indicating
that “cloud finds its way to all aspects of lifese it seems to attract customers!” (R. Hill
et al., 2013).

Nevertheless, it is commonly agreed by experts@ats here to stay (Birman et al., 2009;
Yanpei Chen et al., 2010; Chow et al., 2009; Dargba2; R. Hill et al., 2013; Kaur, 2014).
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cloud computing il

Figure 30 - Cloud computing, ITIL trends (“Google Trends,” n.d))
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Figure 31 - Hype Cycle for Cloud Computing, 2013‘Hype Cycles,” n.d.)

Additionally, to further demonstrate the interefsthe academic community in the CC area,
each editor, i.e., IEEE, Springer, Google Schatat ACM was individually searched with
the string “cloud computing” individually for theegrs 2011, 2012 and 2013. Examining
the numbers of the scientific production publisdedng the years in study by the editors,
we build the Table 45 where the maintenance oirttezest of the academics in CC for the
period 2011-2013 is noticeable.
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Table 46 - Scientific production related with migra-
tion to cloud computing

Editor 2011 | 2012 | 2013 Editor 2011 2012 2013
IEEE 3062 | 4717 4527 IEEE 9,05% 8,63% 9,65%
Springer 1716] 2253 3038 Springer 47,4020,79%| 43,32%
Google Google 0 0 0
Scholar 31300 40800| 39100| | Scholar 47,03%) 48,65%) 48,49%
ACM 29036| 30880| 25303| | ACM 1,36% | 1,65%| 2,42%

Total | 65114] 78650| 71968] Total | 26,23%| 24,93%| 25,97%)|

Similarly, to edit the Table 46, illustrating therpentage of papers concerning CC which
analyse the migration to this new paradigm, we ddide string “and (move or adoption or
outsourcing or migrate)” to the search string dodgach cell of Table 46, we computed

the percentage.

Analysing the numbers of the scientific productietated to migrating to the CC, summa-
rized in the Table 46, it is possible to obsenat #n average of 25,71% of the scientific
production regarding the CC is concerned with tigration to CC itself. Notwithstanding

the slightly decrease in 2012 the researcherg’astegemains.

By analysing the Google Trends of the managemamédworks, ITIL, COBIT, CMMI
and 1SO20000, depicted on the Figure 32, it is iptesshat although ITIL, similarly to
other frameworks, slightly lowers the interest,UBtill has a notorious advantage com-

pared to of all others.

In accordance with the presented values, the sttefenot only the researchers but also the
public’s by CC and the migration to this paradigas lemained constant for the period of
this work’s development. Thus, we consider thatttiteme of this work keeps updated,

drawing the attention of the scientific communigyveell as the public.
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Figure 32 - ITIL, COBIT, CMMI and ISO 20000 trends (“Google Trends,” n.d))

5.5 Discussion

According to the results obtained from the casdystthe published papers as well as the
expert’s opinion we can positively answer to theesech question raised at the beginning
of this research work: The IT service managemeaely ITIL, can be applied to the

migration of existing systems to the CC?

According to our study, the use of good practicasiplement the migration of services to
the CC benefits the organizations, mainly becalesset can reuse the majority of the work
performed by them when deploying the good practitamework and their results in the
migration to the CC. These good practices havadjrbeen tested by organizations around

the world and proved their value.

Additionally, when both the customer and the CSRehmplemented the same good prac-

tices, they have a common language facilitatingetloee their communication.

To demonstrate the ITIL's applicability to the magon of services, applications and data
to the CC it is necessary to find out how the pssagorks and to verify that for each step
the ITIL could be used. Accordingly, to find thesarer to the research question, we defined
a generic framework for migrating IT to the CC, alhwas sought to be used by the ma-

jority of organizations.

The framework must take into account the issuestiiiled in the Chapter 2. Therefore,
and following the structure of Chapter 2, it mushsider the services and deployment
models of the CC. Indeed, the M2CC framework prees®f “Select the CSPs”, "Infor-
mation regarding cloud services”, "Cloud servicast the tasks types of the cloud take
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care of this organization of cloud. The chapterticres by introducing the Key features
and advantages and the Key challenges - issueslecgr in the whole M2CC framework

processes namely to define a strategy’s plan, pdhdeisks and the legal constrains, eval-
uate the impact of migrating services to the CQ #na so far in-house, comprehend the

service level agreements and the security issues.

Besides the information gathered, the related vats& gives an important contribution to
the development of the M2CC framework, namely thesection 2.2.1. The M2CC frame-
work starts with a process devoted to compreheagdnadigm and, with business collab-
oration, develop a strategy’s plan. The businesicgaation is useful in the whole process

as recognized by the majority of the authors ofrtiated work presented.

Another finding was the urge to obtain a thorougbwledge of the IT of the organization
prior to the migration. This conclusion is alsorotorated by the analysis done in section
2.2.1 since all the frameworks studied consides ti@cessity, with the exception of the

Khajeh-Hosseini’'s work (at least according to thegr consulted).

Based on the Table 14 on page 76 which compaeewdinks about the migration to CC
analysed against the M2CC framework developed,diteceTable 47 that summarizes the
findings gathered. The values indicate the pergastaf frameworks analysed had the in-
dicated feature. For example, the first row indésahat 56% of the works analysed do not
consider a step to “Understand CC” while 33% dosader a step to understand the para-
digm. The remaining (11%) consider it superficialljne column “Other” includes classi-
fications such as, “Superficial”, “Yes (applicat®)ty “Legacy applications” and “Ab-

stract”.

As expected, the security and costs are the topwsred by the majority of the frameworks
analysed. In its turn, the majority of the framekanalysed does not cover vendor lock-

in neither a continual improvement nor the useawfdypractices.

Despite 44% of the works analysed do not mentienrigk’'s management, all changes in
IT involve some risks. Yet, migrating IT to the @ludes changes in the organization IT
and it also includes moving our information to thparties which can induce increased
risks to the organization's IT, reason why we od&rsa task in our framework to manage

risk.
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Table 47 - Related proposals comparison’s summary

Features No Yes Other
Understanding the CC 56% | 33% 11%
Definition of a strategic plan 56% | 44% 0%
lir(l)cr:udes business management participa- 330 56% 11%
Analyses the current institution's IT 11% 56% 33%
g/lri]gr?g]ic?;;rz (s:?J\r/éces, applications, data 2904 44% 33%
Cloud provider selection 33% 56% 11%
Risks management 44% 33% 22%
Security 0% 78% 22%
Legal 56% 11% 33%
Impact 56% 33% 11%
Costs 11% | 78% 11%
Issues considered 22% 44% 33%
Staff 44% 22% 33%
Contracts 67% 11% 22%
SLA 44% 44% 11%
Vendor lock-in 78% 22% 0%
rl:]rizf:tri\(t)sn a formal process to support CC 11% 56% 33%
Solution testing 56% 22% 22%
Continual improvement 78% 22% 0%
Support of case studies 67% 33% 0%
IT Governance (good practices) 100% 0% 0%




Discussion

The legal issue, with no reference to more than 5®%he considered works, is another
task taken into account in our framework. It is mhgiincluded because of the need of
placing information outside the organization, tgaamic of CC and consequently the pos-
sibility of changing the jurisdiction governing thdormation and to support in SLA and

contract’s management.

The human side of the migration to the CC mustdresiclered since it holds a significant
transformation, dependent of the migrated serviesgonsibilities and roles of IT manag-
ers in the elimination of some in-house servicabiarthe redesign of others.

Although more than 44% of the works analysed docooisider this issue that varies ac-
cording to the organization human resources paliey the capabilities of each member of

staff affected by migration to the CC, we see MIRCC as a reminder of these issues.

The solution testing, in the migration of IT to t8€, supports finding defects/errors and
to ensure the created solution meets design spains prior to going into production.
Although 56% of the frameworks for migrating IT@C studied does not address the so-
lution testing issue the M2CC does it, either befibre final solution is defined, to verify
that the solution meets the specifications of tegigh phase and after going to production

to filing edges and resolve small issues that arise

Bearing in mind the effort undertaken by the orgations to implement good practices’
frameworks such as ITIL, the framework adoption@ex introduced in Figure 21 on page
98, ITIL and CC both concern are services and thiput of the ITIL processes’ respond
to the necessities of the framework we studied.ai¥e implemented our framework with

the support of the ITIL’s good practices.

None of the analysed frameworks addresses thioosuippm ITIL or other good practices’
framework. Thus, since we already have a framewmrkigrate IT to the CC it was nec-
essary to validate the fact that the processesideddaherein could be executed in accord-

ance with ITIL prescriptions.

As expected, however, there is no direct mappetgvben the framework processes and
the ITIL ones. Accordingly, we analysed each stigh® framework and researched which

ITIL processes could be used to produce the negesssults for the full implementation
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of the framework. As can be seen in the case stabtjon 4.2, and in Figure 24, all the

processes of the framework are addressed in om®@ of the ITIL processes.

In short, the ITIL “Service design” book with itsqeesses takes the lead of the “Identify
and understand” process’ support of the M2CC fraarkwT he “Service transition” pro-
cesses give more guidance to the “Migrate and gdvesmework process that also gets
backup from the “Service operation” book sincelsbaakes care of the initial “steps” of

the services on the cloud’s environment.

The issues related with the migration to the CCehagen taken into account both in the
literature’s review and the design of the framewdekeloped. However, the case study
serving as the basis for one form of the validasiovork addressed in a less deeply way

some of these issues.

Thus, the following paragraphs, present the isthussdue to constraints of the case study

were less deeply considered.

The first issue is about the legal aspects. Altiaihg case study used to validate the work
developed does not fully consider the problemgedito the legal aspects of migration to
the CC, these are analysed throughout the docunmérdgucing the actions to be per-

formed so as to minimize the impact on migratiod diastrated its use in the case study,

namely in what concerns to contracts and SLAs.

The security concerns is the second issue to poBéeeral aspects related to the security
of CC have been taken into account on the caseg sthdn migrating to a private cloud

like a network security, user accesses and datalgiby.

Moreover, as mentioned, most of the security proklen CC are already present in tradi-
tional environments. With the migration to a puldioud, beyond the traditional security
issues (that the leading providers of CC serviagdoe better than most organizations
(“Examining Cloud Maturity and Adoption in the Agd Digital Business — Gartner
Symposium / ITxpo 2014 Q&A with Daryl Plummer,” 201 there are some confidence
issues since the information of an organizatigeiased on servers controlled by third par-
ties.
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However, this type of problems are treated throughibe document and a paper exclu-

sively dedicated to the topic of security in the SQ@ublished.

When migrating to a public cloud, the access tostheices is done by way of the Internet.
Accordingly, the breaking of Internet access isthapbissue to contemplate. Using a pri-
vate cloud installed on the premises of the orgsitn solves the issue of Internet connec-
tion becoming a SPoF. The migration to a publiazidlooutside the premises of the cus-
tomer, in its turn, emphasizes the issue of Inteswceess, however, this can be solved, for
example, by using redundant links. Once againi$isise is explained throughout the doc-

ument.

The financial issues is another concern to envisaben migrating IT services to a private
cloud, the organization does not enjoy all of itharicial advantages of the CC’s adoption.
These advantages are compensated by an increasidkence in the place where infor-
mation is saved and the staff in charge of its rgangent and the non-appearance of the

problems of jurisdiction of the CC.

However, the case study’s implementation, proveddatinue to having economic ad-
vantages such as the easiness with which resoare@sleased and ordered, the reduction

of the physical servers and the ease of maintenance

To further, demonstrate the results achieved,daheviing paragraphs present the results

of the interviews |, 1l and Ill, presented on pagés 26 and 27 .

The first interview, done to a restricted audieisaatended to validate the tests performed
in a controlled environment to validate the detafishe achieved solution. According to
the results, the tests provide the expected outsertiee migration to the CC of the selected

applications was successful and the technicalcdities were overcome.

Interview Il was accomplished to evaluate the patioa of the staff directly affected by
the migration to the CC. Taking into account theveers to questions one, two and three
of the conducted survey, we can conclude that 160%e users consider that the func-
tionalities of the applications remains unchanged @ot suffer any access breaks during
the migration’s period.
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In terms of access, the users also recognizettbeg had been no change in accessing the
applications they already had. The previous andileetanalysis of the applications used
and the users’ habits led to selecting a periodh® migration of applications that would
have less impact to the users. This analysis wdsrpeed in the process of “Identify and
Understand” and reinforced in the “Define, selecialyze and Map” particularly in “De-

fine a Migration Plan" for example in the accessnit&n.

Questions four and five refer to the troubleshaptequated in the initial phase of imple-
mentation of the framework, in the process “Defingrategy” when defining “Why move
to cloud”. It is widely spread view that the speddiccess to services has been improved
and the availability problems were solved. Somthese, still felt by some users, are due

to intermediate servers that have not yet migriatéide new solution, such as proxy servers.

Question six aims to assess the initial study efitifiormation that each application uses.
According to the feedback from the users, all tiermation used by applications has been
preserved in the new environment. This informati@s collected in connection with the

“Identify and Understand”.

According to the answers obtained to questionsrgesight and nine, we found out that
the migration did not cause any disruptions duriognal day-to-day of the users. These
issues resulted from the validation of processdsriiify and Understand”, “Analyse and
test” and “Migrate and govern”, for example in gathg information about services in the
process “ldentify and Understand”, in analysing ith@act on the sub-process “Analyse
and test” and in selecting applications to migrfaben sub-process “Define a migration

plan”, namely “What to move”.

Question 10 relates to the cloud type chosen insthieprocess “Defines the migration
plan”. However, it is also comprehends the secueuired by the institution validated in
the sub-process “Define a migration plan”, with tis&s discussed in the sub-process “An-

alyse and test” and the sub-process “Select thaqers”.

Interview lll, aims to validate the fact that theligion achieved encompasses the CC’s

technical advantages.

This interview has proved that the solution achienmeludes various CC advantages such

as, the capacity to dynamically change the resswtée machines, facilitate the task of
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creating new machines, activate and deactivatehimas according to the needs and the

possibility of having templates to create new maeki based on a common configuration.

Moreover, the solution also solves some problemsdo such as improving the backup
processes, increase the service’s availabilitythadspeed to access these services.
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Chapter 6
CONCLUSION

IT managers are increasingly concerned in miningiznvestments; capitalize on invest-
ments already made and the way the services d@med to achieve greater productivity
with lesser costs. The CC is a paradigm that allowgsomers to start new services or ex-
pand already existent ones without requiring langieont investments, enabling customers
to acquire and release resources dynamically arcgptd their needs in a pay-as-you-go

form.

One of the main challenges facing the migratiothi®new paradigm is the need to review
and to adapt the services and IT processes toteperthe new paradigm. Another issue
arises from the difficulty of bringing services kao the environment they had before,
after they have migrated to the cloud. One otlsrasoccurs from the costs involved in the
migration. Therefore, the migration to CC must aeetully planned and performed. So, it
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is important to investigate how the organizatioas efficiently and effectively migrate IT

from the conventional model to CC.

Taking into account, the need to better meet tlee texjuirements with lower costs, the
advantages of the CC presented, the advantag&sLoinl managing IT services (with its

major acceptance and adoption’s index compared etithr service management frame-
works) and the possibility to use the informatiathgred by ITIL, the work developed

examined the adequacy of ITIL in the migrationrafiitional IT environments to CC.
Therefore, the present study sought to answerdllering research question:

Can the IT service management, namely ITIL, beiagdgb the migration of existing sys-

tems to CC?

The IT service management frameworks, such as T@QBIT and CMMI, provide a deep
understanding regarding IT services and providimgdrganization with processes to deal
with IT services. However, as it has been obsenvé@able 14, none of the analysed related
works for the CC migration makes use of an IT serynanagement framework, in order
to to take advantage of the work done at deployraetd use the procedures prescribed in
the frameworks that have been tested by a largdoauof organizations.

By creating a framework to migrate services to @@ mapping the processes of the frame-

work to the ITIL processes, we validate the apbiilcg of ITIL to the migration to CC.

In the following section, we present the contribos of this research and the ideas to forth-
coming research related with the aim of this work.

6.1 Thesis summary

Thus, after the introductory information (Chaptgrthe literature review is presented on
Chapter 2, providing the base concepts to undetstenCC and IT governance paradigms’
base of the entire work.

The same chapter also introduces the works founth@mcademic literature, developed

regarding the migrating issues to the CC.
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Chapter 3 describes in detail the framework dewetddp migrate IT to CC. It begins with
the presentation of the framework and proceeds thighmapping of the framework pro-
cesses, sub-processes and activities to ITIL psesed he validation of the work done is
underpinned in the case study clarified in Chagtén additional validation, of the results
obtained by the implementation of the work devethpeas accomplished with a structured

interview to the UPT’s staff, more closely relateith the performed migration.

Lastly, in Chapter 5 the results achieved are dised.

6.2 Contribution of the research and limitations

To support the work to be developed, a consisitgarature review regarding the topics

“CC”, “migration to CC” and “IT service managementas carried out.

By means of this work, it was possible to achidwe gurpose of developing a framework
to guide the organizations in the task of migratingp CC. Moreover, a mapping between
the framework processes and the ITIL ones waspatsduced. This is a main contribution
as it supports the answer to the research questiocerning the ITIL applicability to the

migration of services to the CC.

In addition, papers have been published concethie@C “Cloud Computing: Concepts,
Technologies and Challenges” (Cardoso & Simdes2BNICC and security “Cloud com-
puting and Security” (Cardoso & Simdes, 2012a),liagbility of IT governance to CC
“Aplicabilidade da governanca de {TI} ao paradigdeacomputacdo em nuvem” (Cardoso
& Simdes, 2011) and a survey of CC Migration issares frameworks “A Survey of Cloud
Computing Migration Issues and Frameworks” (Cardzisa., 2014). Additionally, a book
chapter about how the work developed could be usad e-Government environment “A
Support Framework for Migration of e-Government&ass to the Cloud” (Cardoso et al.,
2015) was also published.

With these contributions, we intend to prove tHdt lis applicable to the migration of IT
to CC.

The migration of IT to CC implies an in-depth knedde regarding the organization, its

IT, its business, its services and overall opegatmode. This fact, concomitantly with the
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requirement to find an organization that, in theelepment time of this study, was per-
forming its migration to the CC makes the choicérading more organizations to validate
the developed work more difficult. This leads teemf the limitations of this work, that
is, the small number of case organizations sineectise study was accomplished in one

single organization.

Another limitation stems from the challenge to gafiee from case studies, especially
single case designs (Scapens, 1990). This leatlhe tfact that these generalizations may
be limited to other organizations. However, andwercome the restriction, the work was
also validated not only by an expert group buteheere also papers published concerning

the work developed.

A third limitation was the participation of the ezgcher in the development of the case
study. If on one hand, it is possible to assistgathering of information and rely on the
data, on the other hand, there is the chance ah@aesearcher bias. To minimize this
issue the participants in the case study - then@irzh, human resources and academic sup-

port — authenticated the data gathered by meamsen¥iews.

6.3 Future Research

Bearing in mind that there are some interdependsraninong the ITIL processes and that
implementing the whole ITIL is not an easy task,puepose to develop a “mini-ITIL” to
support the Small and Medium Enterprises (SMEd)hihge not implemented ITIL, in the
migration to the CC.

A second purpose to future work is an attempt tp tha developed framework to other IT

governance frameworks, combining ideas and prosdss@ distinct frameworks.

Sometimes it is difficult to track the entire preseof migration to the CC. Therefore, the
development of an application supporting the migrato the CC, according to the frame-

work presented, it is a facilitating tool for maming and accompanying the entire process.

Another tool that can be developed is a frameworkutomatically gather information
about the services provided by various CSP in cwenake it easier to perform the task
of comparing various providers, besides includiegidlation from various countries

(which could be a key point to choose a CSP).
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6.4 Final conclusions

The work developed, presented in this thesis, stuttie ITIL support to the migration of
IT to the CC. It starts by introducing the servicel the deployment models, followed by
the various technologies related with CC. Thevaathges and disadvantages follow.

A summary of cloud economics is presented in the sebsection followed by the cloud

standards’ projects within the CC, the related waoild the IT governance.

Amongst various IT governance frameworks, we sete¢TIL due to its goals and wide
acceptance. To demonstrate the applicability df [dlthe migration of IT to the CC it was
necessary to implement the migration as statedr'byduidelines and to confirm it runs

smoothly.

To do so, a framework has been developed andes $tave been mapped to the ITIL
processes. The resulted work was implementedealdife scenario of an IT migration to
the CC and the outcomes validated by means ofietsted interview with the main players
of the migration. The results proved that the ITdlapplicable to the migration of IT to
CC. With minor issues not covered by ITIL, suchlasse related with the reorganization
of IT technicians who changed functions, all trerfework processes get backup from the

ITIL framework.
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