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Abstract

In recent years, the increase in artificial intelligence’s prevalence and sophistication has accel-
erated its use in various fields. However, this growth has come with challenges, especially in
the form of complex, opaque models. These models, frequently called "black boxes," have re-
markable predictive power but tend to obscure the logic behind their decisions, making them less
trustworthy and adaptable in critical contexts. This dissertation explores the creation of a black
box LSTM Autoencoder for predictive maintenance, utilizing the potential of explainable artificial
intelligence (XAI). In particular, we employ and compare SHAP (SHapley Additive exPlanations)
and AMRules, two XAI techniques, to explicate the outcomes and unravel the inner workings of
this complex model. In this work, we determine the anomaly detection performance using three
datasets: the first and second versions of the MetroPT and the Nasa datasets. We further examine
the outcomes of each XAI method employed, highlighting their respective advantages and limita-
tions. In our investigation, we concluded that it is possible to explain the predictions generated by
a black box model without compromising its performance.

Keywords: LSTM-Autoencoder, SHAP, AMRules, Predictive Maintenance, XAI, Anomaly De-
tection
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Resumo

Nos últimos anos, o aumento da prevalência e sofisticação da inteligência artificial tem acelerado
o seu uso numa grande variedade de campos. No entanto, este crescimento não veio sem desafios,
especialmente na forma de modelos complexos e opacos. Estes modelos, que são frequentemente
referidos como "caixas negras", têm um poder preditivo notável, mas tendem a obscurecer a lógica
por trás de suas decisões, tornando-os menos confiáveis e adaptáveis em contextos críticos. Esta
tese explora a criação de um LSTM Autoencoder para manutenção preditiva, utilizando o poten-
cial de inteligência artificial explicável (XAI). Em particular, empregamos e comparamos SHAP
(SHapley Additive exPlanations) e AMRules, duas técnicas XAI, para explicar os resultados e
desvendar as operações internas deste modelo complexo. Neste trabalho, determinamos o desem-
penho da detecção de anomalias usando três conjuntos de dados, as primeira e segunda versão do
dataset MetroPT, bem como o dataset da NASA. Examinamos ainda os resultados de cada método
XAI empregado, destacando suas respectivas vantagens e limitações. Na nossa investigação, con-
cluímos que é possível fornecer explicações para as previsões geradas por um modelo de caixa
negra sem comprometer o seu desempenho.

Keywords: LSTM-Autoencoder, SHAP, AMRules, Predictive Maintenance, XAI, Anomaly De-
tection
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Chapter 1

Introduction

Artificial intelligence (AI) has seen a notable rise in its use in recent years due to its shown effi-

cacy in the real world. Consequently, AI has progressively gained importance in our daily rou-

tines. These technologies are being rapidly employed across various sectors, including education,

finance, and healthcare. There is a big focus on developing more effective and accurate models in

AI, which has increased complexity. The models become extremely difficult to comprehend and

lose the ability to explain how outcomes are obtained. This type of model is known as the "Black

Box Model."

The performance of these models can reach incredibly high levels of precision. However, this

does not imply that the models are flawless and error-free. Due to the increased use of these al-

gorithms in daily operations, their errors can have significant repercussions. For instance, it is

possible to extrapolate that an error in an autonomous driving system could result in an accident

that puts multiple lives at risk. Explaining the actions and the cause of the error is essential in these

situations. The European Union has recognized the significant impact of artificial intelligence (AI)

on our daily lives. As a result, it has implemented a policy inside the General Data Protection Reg-

ulation (GDPR) that grants citizens the right to request an explanation for algorithmic decisions.

Additionally, the EU has emphasized the urgent necessity for human interpretability in the design

of these algorithms. Another important aspect of artificial intelligence is that models’ performance

and behaviour depend significantly on the training data. If the data contains any bias, the predic-

tions will reflect this, which may result in discrimination against particular groups. Thus, it is

crucial that the predicted outcomes can be explained to detect biases.

For these reasons, the importance of Explainable artificial intelligence is increasing. This field

aims to unravel the internal workings of black box models and provide insights into the decision-

making process. This capability allows humans to comprehend the factors contributing to model

predictions, increasing their trust in the results.
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2 Introduction

1.1 Context

Our research will focus on explaining the black box models within the context of predictive main-

tenance. This field has gained significant traction across several industries due to the pressing

need to prevent equipment malfunctions, enhance maintenance planning, and save operational ex-

penses. Organizations attempt to anticipate and mitigate possible equipment failures by utilizing

historical data and employing advanced analytics techniques. Machine learning models, specifi-

cally black box models, have gained significant attention due to their capacity to provide precise

forecasts, allowing proactive maintenance measures to be implemented.

Industries such as manufacturing, energy, transportation, and healthcare greatly depend on

efficiently operating complex machinery. Unplanned downtime due to equipment failure results in

financial losses and negatively impacts productivity and safety. Traditional maintenance methods,

which involve regular inspections or pre-established timetables, often demonstrate inefficiency

and high expenses. The rise of machine learning, influenced by increased computer power and the

abundance of data, has facilitated the development of more advanced maintenance procedures.

1.2 Motivation

Exploring the field of Explainable Machine Learning intrigued me because of its novelty and the

difficulties it presented. It was a compelling personal and professional development opportunity,

introducing me to various obstacles requiring problem-solving skills, because even highly accurate

models can contain errors, the potential consequences of such errors cannot be underestimated.

Consider the railroad industry as an illustration. A failure to anticipate a critical event could result

in accidents, negatively impact customer satisfaction, and, in extreme cases, endanger lives. In

these circumstances, comprehending why a failure went undetected is of the utmost significance.

Nevertheless, the complexity of black-box models makes it difficult to comprehend how they

operate and to identify errors. This is where explainability becomes crucial, as it permits detecting

and correcting these problems. Moreover, explainability is crucial for maintaining people’s trust

by explicating the reasons behind a model’s error. Often, it is necessary to maintain the confidence

of stakeholders, in particular, by explaining the cause of a failed prediction. A further advantage

of a model that can be explained is its ability to identify the fundamental causes of failure. By

comprehending predictions, we can gather invaluable insights that aid in preventing recurring

malfunctions. Consensually this new field has a huge importance nowadays, and I am eager to

contribute to it with this dissertation.

1.3 Objectives

The primary objective of this study is to establish the feasibility of incorporating explainability

techniques into black box predictive maintenance models while preserving their accuracy. To

achieve this, we will utilize the datasets from MetroPT and NASA. Additionally, we will employ
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explainability techniques to gain a deeper understanding of the learned features and identify the

key factors within the input data that have most impacted the decision.

1.4 Dissertation Structure

In the first chapter, we discuss the importance of the explainability of black box models and pre-

dictive maintenance. In the second chapter, we conduct a literature review in which we provide

various models of machine learning applied to predictive maintenance and their corresponding

outcomes, as well as different explainability models and their performance based on prior studies.

In the third chapter, we present the datasets used in this study, describe our proposed predictive

maintenance model, describe the evaluation methodology, and define the model’s explainability

methods. In the fourth chapter, we present the study’s results regarding our model’s performance

in detecting anomalies and its explainability. In chapter five, we present the conclusions and rec-

ommendations for further research.
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Chapter 2

Literature Review

In this chapter, we present the literature review, starting by describing what predictive mainte-

nance is and its different categorizations, explaining the various machine learning models used in

this field, and presenting the related research. Afterwards, we explain what explainable artificial

intelligence is and its different types, present different XAI methods, and analyze prior research in

this field. We conclude with a summary of this chapter.

2.1 Predictive Maintenance

Since the advent of large-scale manufacturing, maintaining the fundamental condition of assets

has played a crucial role in sustaining productivity. In order to provide the industrial sector with

production systems that are safe, environmentally friendly, and able to create high-quality com-

ponents, maintenance is becoming even more vital as automation and industry competition rise

[6].

According to the author Susto et al. [40], strategies for maintenance management may be

categorized into three primary groups in order of increasing complexity and effectiveness:

• Run-to-failure (R2F) is only performed after the equipment fails. This is the simplest ap-

proach to maintenance, but it is also the least effective since it necessitates a production

stoppage and the replacement of components, resulting in higher costs than those associated

with preventative measures.

• Preventive maintenance (PvM) is a maintenance strategy executed periodically according

to a plan based on time or process iterations to anticipate equipment breakdowns. It is an

effective strategy for avoiding failures. However, more corrective steps are needed, resulting

in increased operational expenses and the efficient use of resources.

• Predictive Maintenance (PdM) employs predictive techniques to anticipate when mainte-

nance operations are required. Monitoring a machine’s or process’s integrity continuously

enables maintenance to be performed only when necessary. In addition, it enables the early

5



6 Literature Review

diagnosis of faults by applying prediction tools based on historical data, ad-hoc defined

health factors, statistical inference methods, and engineering approaches.

The expansion of sensor technology has substantially increased the amount of data collected

from machines and industrial processes, enabling Machine Learning (ML) to emerge as a potent

tool for constructing intelligent prediction algorithms in several applications. ML algorithms can

manage high-dimensional and multivariate data and identify underlying correlations within that

data in complex and dynamic situations, thereby enabling potent predicting methods for PdM

applications [10].

Since the efficacy of predictive maintenance also depends on selecting an appropriate machine

learning approach, we will cover the different predictive maintenance models in this section.

2.1.1 Machine Learning methods

2.1.1.1 Support Vector Machines (SVM)

Support Vector Machines is a technique for supervised learning that can be applied to classification

and regression applications. SVMs aim to identify the hyperplane in a high-dimensional space

that most effectively divides the two groups [11]. In the case of classification, the SVM method

identifies the hyperplane that splits the data into classes based on the greatest distance (also known

as margin) between the closest points in each class. In regression, the SVM algorithm identifies

the line best fitting the data. SVMs are a popular option for classification jobs, since they perform

well on various data sets and are easy to build.

2.1.1.2 K-nearest neighbors (k-NN)

K-nearest neighbours is an instance-based, non-parametric classification [16] and regression ap-

proach. It is referred to as "non-parametric" because it makes no assumptions about the underlying

data distribution, and it is referred to as "instance-based" because it does not develop a model from

the data but rather generates predictions based on the similarity between new input data and the

training data. When a prediction is required, the model searches the training data to identify the K

training instances most similar to the input data (based on some distance metric). The prediction

result is then based on the class labels or values of the K closest neighbours. K-NN is a simple and

successful technique for various prediction problems, but it may be computationally costly and

needs a large amount of memory to store the training data. It may also be sensitive to the distance

measure used and the value of K.

2.1.1.3 Random Forest (RF)

Random forest is an algorithm used for classification and regression in machine learning. It is an

ensemble model consisting of several independent decision trees that combine to create predic-

tions [9]. Each decision tree is trained on a random sample of the data and generates predictions
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based on a subset of the features. The final forecast is then derived by combining the predic-

tions from all decision trees. By training each decision tree on a distinct subset of the data, the

final model is expected to be more robust and accurate. Random forests are widely used because

they can accommodate many characteristics, are very easy to train, perform well across various

applications, and are reasonably easy to deploy.

2.1.1.4 Logistic Regression (LR)

Logistic regression is a statistical technique to model the relationship between a category or binary

dependent variable and one or more independent variables [29]. This method is based on the

logistic function, which models a binary outcome by predicting the probability of the event of

interest when the dependent variable is binary. The logistic function is a nonlinear function that

represents the linear relationship between independent factors and the log-odds of the binary result.

This method is called Multinomial logistic regression when the dependent variable is a categorical

variable with more than two levels. The logistic function is used to model the connection between

the independent factors and the likelihood of each category of the categorical dependent variable in

multinomial logistic regression. The model is estimated using the maximum likelihood estimation

(MLE) method, which aims to identify the parameter set that maximizes the likelihood of the

observed data given the assumed model.

2.1.1.5 Artificial Neural Network (ANN)

An artificial neural network (ANN) is a machine-learning model inspired by the structure and

function of the human brain. It was first proposed in 1943 by Warren McCulloch and Walter Pitts

[27]. An ANN is composed of hundreds of single units, artificial neurons or processing elements

(PE), connected with coefficients (weights) to form the neural structure and organized in layers

[1]. The input layer receives the raw data, one or more hidden layers perform the calculations, and

the output layer provides the final result.

2.1.1.6 Autoencoders

Autoencoders are a class of neural network models designed to learn a compressed, low-dimensional

representation of the input data, which can be used to reconstruct the original data with high fi-

delity [17]. In anomaly detection and predictive maintenance, autoencoders have shown significant

potential. By training on operationally normal data, autoencoders can learn to reproduce the typ-

ical behaviour of a system and then utilize this information to identify abnormal behaviour [13].

Autoencoders can be used in predictive maintenance to detect early indicators of equipment wear

and anticipate when a repair is required. Like with any other machine learning technique, autoen-

coders have their limitations. The two most significant obstacles are their sensitivity to the choice

of hyperparameters and the possibility of overfitting while training on small datasets.



8 Literature Review

2.1.2 Previous Works

In the article Susto et al. [40], a multiple classifier machine learning (SVM and K-NN) approach

for PdM is presented, as well as a study case for a PDM method for replacing tungsten filaments

used in ion implantation, which is one of the most crucial phases in the fabrication of semiconduc-

tors. The author concludes that many classifiers enable the proposed tool to be used more naturally

and clearly as a health factor indicator than other PdM techniques. The provided study case shows

that the proposed tool offers superior performance to traditional PvM techniques and single SVM

classifier distance-based Pdm alternatives, demonstrating superior performance compared to k-NN

classifiers.

The paper Paolanti et al. [31] shows a machine learning architecture for predictive maintenance

of electric motors based on a random forest technique in Azure Machine Learning Studio and

evaluated in a real-world industrial scenario. Multiple sensors, machine PLCs, and communication

protocols were used to capture the data. The research indicates that the proposed architecture

exhibits positive behaviour for forecasting various machine states with high accuracy (95 %) based

on 530731 data readings on 15 distinct machine features gathered in real-time from the tested

cutting machine.

The research Gohel et al. [15] proposes designing and developing a machine learning system

for the predictive maintenance of nuclear infrastructure. SVM and logistic regression techniques

with parameter optimization were employed for the prediction. The research shows a result with

a 95 % accuracy rate, which is considerably higher than other current PdMs for nuclear power

plants utilizing different machine learning algorithms and feature types.

The paper Li et al. [21] describes a machine learning method for predictive maintenance in the

railroad industry. The author describes several challenges in developing machine learning tech-

niques in this industry, including the spatiotemporal incompatibility of the information collected

through multiple detectors, the challenge of big data, where a railroad under study generates 3 ter-

abytes of data per year, and the need to develop alarm rules in the context of industry operations.

The classification challenge is solved using a customized SVM approach using large-scale data.

The research concludes that the suggested solution would provide considerable business value to

maintenance operations.

The paper Kanawaday and Sane [20] examines the implementation of AutoRegressive Inte-

grated Moving Average (ARIMA) forecasting on time series data acquired from numerous sensors

on a Slitting Machine to predict potential failures and quality issues, hence improving the whole

manufacturing process. The study presents a system architecture that integrates ARIMA and other

supervised models, which are trained with the same dataset and then stacked. For new and unob-

served production cycles, the ARIMA model predicts the parameter values for the rest of the cycle,

and these values are provided to the supervised model for classification. The author concludes that

IoT-based machine learning will assist in overcoming severe constraints on productivity and re-

lated maintenance expenses. The supervised models may be used to extract insights from the data,

and the following use of prognostics and forecasting will ensure that the manufacturing process
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runs smoothly, incurs minimum maintenance costs, and minimizes product quality deterioration.

This paper Biswal and Sabareesh [7] discusses the development of a bench-top test rig in-

tended to simulate the operating conditions of a real wind turbine and to be used for monitoring its

condition in order to diagnose the onset of faults in its critical components using an ANN. The neu-

ral network with five hidden layers was trained using a feed-forward network and the technique

Gradient Descent with Momentum. The results demonstrate an accuracy of 92.6 %, accurately

identifying defective components from healthy ones.

The paper Huuhtanen and Jung [18] used a Convolutional neural network (CNN) to moni-

tor solar panels’ functioning by predicting the daily electrical power curve of a panel based on

the power curves of adjacent panels. Concerning CNN’s architecture, the paper investigated two

options: two fully convolutional layers (CC) and a fully convolutional first layer with unshared

convolution for the second layer. The author concludes that CNN-based approaches offer promise

for PdM and notes that the performance of both architectural options may be enhanced by hyper-

parameter optimization.

The paper Praveenkumar et al. [32] uses an SVM for fault detection to identify failure in any

of the gearbox components using vibration signals. The gearbox comprises four sets of gears with

distinct speed ranges. In the experiment, the SVM classifier’s accuracy in gear 1 was 96.62 %, in

gear 2 it was 92.375 %, in gear 3 it was 98.75 %, and in gear 4 it was 100 %. The findings indicated

that the SVM demonstrated higher classification capabilities in detecting numerous defects in the

gearbox and could be employed for automated fault diagnostics.

In the paper Dos Santos et al. [12], a Random Forest and Park’s Vector were utilized to identify

stator winding short-circuit defects in squirrel-cage induction motors by scoring the imbalance in

the current and voltage waveforms as well as the unbalance in Park’s Vector for both current and

voltage. The author proposes two approaches: a two-classifier approach and a single-classifier

approach. The experiment demonstrated that the two-classifier approach has greater predictive

power than the single-classifier approach. Both approaches can detect inter-turn short circuits

using only 120 data points, potentially resulting in less computational effort.

The article Sharma and Kalra [38] proposed a machine learning (ML)-based regression model

to forecast the remaining usable life of a commercial vehicle tyre based on the vehicle’s and tyre’s

historical and current condition and performance. This study compared five machine learning

algorithms: Decision Tree, Gradient Boost, LifhtGBM, KNN regression, and Random Forest.

Random Forest showed the best performance, achieving an accuracy of 89.99 %, leading the

author to conclude that random forest can accurately predict tyre mileage based on parameters and

is a cost-effective method for predicting tyre life.

In this article Bampoula et al. [4], an LSTM Autoencoder approach is proposed for evaluating

the state of a hot rolling milling machine and determining its RUL by using real-world data. In

this approach, three LSTM autoencoders are trained with the temporal data related to the corre-

sponding machine’s status (high, medium, and low). The author concluded that with his approach,

preventive production line stoppages and the cost of maintenance operations can be decreased.

Among the constraints of this research are the necessity for several neural networks and labelled
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data for each condition to identify the various states. No comparison with other machine learning

methods is provided.

The article Dou et al. [13] proposes a predictive maintenance approach for a Proton Pencil

Beam Scanning (PBS) system by utilizing a Long Short-Term Memory (LSTM) Autoencoder

model and real-world data. The model was trained unsupervised using data from normal sessions

to acquire the characteristics of regular machine operation. Anomaly was quantified through the

multivariate deviation between the predicted data of the model and the measured data of the day

using the Mahalanobis distance (M-score). The author concluded that the proposed model al-

lows for highly discriminative prediction of anomalous machine events, with an Area Under the

Receiver Operating Characteristic Curve (AURPC) of 0.60 and 0.82, as well as an Area Under

the Receiver Operating Characteristic (AUROC) of 0.75 and 0.92 for the 2018 and 2020 datasets,

respectively.

In the table 2.1, we illustrate, for each previous work about predictive maintenance analyzed

in this dissertation, the machine learning model, the target equipment, the year of the article, and

the respective evaluation metrics employed.

Reference ML Methods Equipment Year Evaluation Metrics
[40] SVM, K-NN tungsten filaments 2014 Accuracy, Precision, Recall
[31] Random Forest electric motors 2018 Accuracy, Precision, Recall

[15] SVM and Logistic Regression nuclear infrastructure 2020
Accuracy, Precision, Recall,

TPR, FPR
[21] SVM railroad industry 2014 TPR, FPR
[20] ARIMA Slitting Machine 2018 Accuracy
[7] ANN wind turbine 2015 Accuracy
[18] CNN solar panels 2018
[32] SVM gearbox 2014

[12] RF
squirrel-cage

induction motors 2017 Accuracy, Recall, Specificity

[4] LSTM autoencoders Machine 2021
accuracy, recall, precision,

specificity, F1-score

[13] LSTM autoencoders
proton radiotherapy

delivery system 2022 AUPRC , AUROC
Table 2.1: Table with the previous PdM works reviewed in this dissertation

2.2 Explainable artificial intelligence

Explainable artificial intelligence (XAI) is artificial intelligence whose predictions and behaviours

can be explained to humans. Unfortunately, present prediction models are so complex that it is

difficult to comprehend their behaviour and predictions. To solve this problem, XAI techniques are

being developed to build more explainable models while maintaining high learning performance.
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2.2.1 Model classification based on explainability

Machine learning models are commonly classified into three types based on their explainability:

black-box, grey-box, and white-box models.

White-box models are models for which it is possible to explain how the model operates,

makes predictions, and which variables have the most significant impact; examples include linear

models, rule-based models, and decision trees. Although this model’s simplicity allows us to

understand its inner logic, it is also the reason why it cannot achieve the same level of precision as

black-box models.[23]

Black-box models are the antithesis of white-box models. Due to the effort to provide more

precise predictions, the models become too complicated to comprehend the decision-making pro-

cess, and the observer can only see the input and output. By nature, ensemble models and all types

of deep learning are black-box models.

Grey-box models attempt to capitalize on black-box model’s precision while incorporating

interpretability. Although the model’s operation is not entirely transparent, the model does explain

the relationship between input data and outcome.[8]

2.2.2 Intrinsic and post-hoc

The term "intrinsic interpretability" describes a machine learning model with a clear structure,

which is accomplished by restricting the complexity of the model. This characteristic is often

associated with white-box models, such as decision trees and sparse linear models, which include

components, such as paths and rules, that can be directly examined to comprehend the model’s

prediction and provide traceability and transparency[33]. An approach was proposed in the paper

Islam et al. [19] that reduces the complexity of the black-box model with little or no compromise in

performance. This is accomplished by exchanging features of a model that are difficult to interpret

with easily interpretable features induced from domain knowledge.

In contrast to the intrinsic interpretability that must be applied during the pre-modelling or

modelling phases, post hoc explanations provide interpretability after a model has already been

developed. Besides the possibility that post hoc interpretations may be misleading [22], they are

gaining popularity since they provide a means to achieve prediction accuracy and interpretability.

2.2.3 Global and local methods

Local explainability methods deliver detailed explanations for why the model reached a specific

outcome [39]. This approach helps determine why a specific outcome failed or explains the de-

cision to the impacted party. Global explainability methods explain the model’s behaviour by

showing which input parameters influence the overall prediction accuracy [3]. However, correla-

tions in the input features may jeopardize explainability.
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2.2.4 Model-specific and model-agnostic

When a technique of interpretation is model-agnostic, the method can be used to interpret any

machine learning model [46]. This technique cannot access the model’s underlying architecture,

so it concentrates on analyzing pairs of input and output attributes. Therefore, it must be applied

after the model has been trained (post hoc).

On the other hand, model-specific interpretation techniques can only be used with particular

models and have access to the model’s structure and learning processes [33]. The interpretation of

regression weights in a linear model, a feature of his architecture, is a model-specific method that

cannot be applied to other prediction models, such as neural networks.

2.2.5 Explanation Models

2.2.5.1 Partial dependence plots (PDP)

The PDP is a model-agnostic global method of explanation that demonstrates the impact of one

or two parameters on the predicted output of a machine learning model [14] and will reveal if

the relationship between the outcome and a feature is linear, monotonic, or more complicated

[28]. This model has several advantages: it is simple to implement, and the interpretation is

straightforward when the variable inputs are uncorrelated. Therefore, the plot can demonstrate

how the average prediction changes as the features are altered. The explanation is intuitive so that

laypeople can comprehend it. Unfortunately, this method has a few drawbacks: Not displaying

the feature distribution might be deceptive since it is possible to overinterpret areas with little data

[28]. The independence assumption is the most problematic aspect of PDP since altering values

when the feature is correlated leads to unreal scenarios, risking the accuracy of the interpretation.

Since PDP only displays the average marginal effects, heterogeneous effects may be concealed.

Because the visualization is limited to 1D or 2D, certain relevant information about the model may

be absent from the plot [41]

2.2.5.2 SHAP (SHapley Additive exPlanations)

Shapley additive explanations is a model-agnostic technique proposed by Lundberg and Lee in

2017 [24] in which the core idea is to compute the Shapley values for each data variable in-

terpreted, where each Shapley value quantifies the effect that the associated feature has on the

prediction. The Shapley values SHAP uses are the average marginal contribution of an instance of

a feature over all potential coalitions. Lloyd Shapley introduced this approach in 1951 [37]. Due

to the usage of Shap values, the SHAP has several benefits, including his forecast being evenly

distributed throughout the feature values and a solid theoretical base in game theory[28]. How-

ever, it also has some disadvantages, such as the high cost of computing; as the number of features

increases, more combinations must be calculated.
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2.2.5.3 Local interpretable model-agnostic explanations (LIME)

LIME, a local model-agnostic proposed by Ribeiro et al. [34], is an algorithm capable of accu-

rately explaining the predictions of any classifier or regressor by approximating it locally with an

interpretable model. As is the case with other types of surrogate models [28], the first step is to

pick an instance for which you want an explanation of the model’s prediction. Next, it disrupts the

dataset by performing variations on the data. After that, it weighs the data points based on how

close they are to the instance. Finally, train a weighted, interpretable model with the disrupted

dataset to explain the prediction. The Lime has the benefits of being incredibly simple to imple-

ment, containing a metric that indicates how well the interpretable model explains the black box

prediction and applying to tabular data, text, and images.

2.2.5.4 Adaptive Model Rules (AMRules)

Adaptive Model Rules, introduced in Almeida et al. [2], is the first rule-learning algorithm for data

stream regression problems. The antecedent of a rule in AMRules is a conjunction of conditions on

attribute values, while its consequent is a linear combination of the attributes. Each rule employs

a Page-Hinkley test to detect changes in the data generation process and reacts to changes by

pruning the rule set. AMRules allow global and local explanations Ribeiro et al. [35]. Globally, it

provides a set of learned rules to elucidate the conditions for high predicted values. Locally, we

gain an understanding of the rules triggered by specific input.

2.2.6 Previous Works

In the article Szepannek and Lübke [41], The author begins by highlighting the impacts that a

failed prediction in the forensics field can have on people’s lives and then proposes the PDP method

to explain the prediction model random forest, which is trained on a popular real-world data set:

the glass identification database, to predict the type of glass based on chemical analysis. Using

the PDP, the author found significant nonlinearities and explained which parameters affect the out-

come most. However, he concluded that the plots only partially explain the model. To quantify

how much of the model’s prediction is visualized by PDP, the author employs the measure of ex-

plainability, measured by the differences between the partial dependence function and the model’s

prediction.

The research Barredo-Arrieta et al. [5] uses the model-agnostic SHAP to reveal the knowledge

collected by Random Forest and Recurrent Neural Networks for predicting real-world traffic. Ac-

cording to the author, the capability to recover knowledge gathered by traffic forecasting models

may aid in comprehending how to enhance their design and extract insights. Using SHAP, the

author’s study revealed that the two models weighted their predictors differently, indicating that

they had acquired different knowledge. The article concludes that explainability methods provide

researchers with two crucial capabilities: the ability to verify if the model’s acquired knowledge

corresponds to intuition and the capacity to predict future outcomes, and the ability to study deeper

what the model focuses on.
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The article Islam et al. [19] begins by discussing the significance of explaining black box

models and drawing attention to the European Union-approved "right of explanation" law. In

their introduction, the authors assert that the post hoc idea of interpretability needs to be more

transparent and may be deceptive since it explains after a choice has been made. Instead of a

post hoc explanation strategy, this study focuses on interpretability in the pre-modelling phase,

employing domain knowledge in the context of bankruptcy prediction. In the authors’ method,

they replace the difficult-to-understand attributes of a model with simple-to-understand attributes

induced by domain knowledge. This was accomplished using Apriori, a frequent pattern mining

algorithm proposed by Agrawal, to find frequent feature sets used in different bankruptcy litera-

ture. They then related the frequent feature set to popular financial concepts of credit to generalize

the features, allowing domain knowledge to be infused to improve the model’s explainability. The

"Freddie Mac dataset"[25] was used to train five prediction models (artificial neural networks, sup-

port vector machines, random forests, extra trees, and gradient boosting) in the experiment. The

author concludes that his technique permits a better explanation of "black box" models without

sacrificing performance significantly.

The article Torcianti and Matzka [43] predicted machine failure using a complex model clas-

sifier, a bagged tree ensemble trained with the dataset of predictive maintenance supplied by

Matzka [26]. In order to provide a credible explanation for the classification result, the author

compares three explanation methods: LIME, Normalized Feature Deviation, and Explainable De-

cision Trees. In order to provide a reasonable explanation for the classification result, the author

compares three explanation methods, namely LIME, Normalized Feature Deviation, and Explain-

able Decision Trees, and concludes that LIME has the highest overall explanatory quality. The

author also underlines the major unresolved issue with LIME, the instability of explanations, and

says that SHAP is preferable.

The article Terziyan and Vitko [42] explains the significance of artificial intelligence in Indus-

try 4.0, its benefits, and the necessity of explaining machine learning models without compromis-

ing their efficacy. To address this issue, the author proposed representing the black box model as

an explainable decision tree and transforming it into Semantic Web Rule Language (SWRL), a

standard format for expressing rules and logic. The author concludes that it is possible to retrain

deep learning results as decision trees without access to the original training data and essential

loss of accuracy and shows that the retrained decision tree models can be represented as SWRL

rules. This study was restricted to classification problems and only considered models derived

from numerical data, which is a limitation of the approach.

The article Amiri et al. [3] uses an artificial neural network as a transportation energy model,

trained with Household Travel Survey data, to predict household transportation energy and uses

Lime to generate explanations, which the author considers essential for ensuring trust and pro-

viding important information. Using LIME for individual explanations and a Submodular Pick

(SP-LIME) for explaining the prediction model, the article concludes that the results are promis-

ing, providing useful insights for and enabling machine learning experts to better comprehend the

intrinsic data characteristics and apply feature engineering techniques.
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Figure 2.1: MDMC equation

In this article Panigutti et al. [30], Doctor XAI, the first agnostic explanation technique appli-

cable to any black-box classifier dealing with sequential, multi-labelled, and ontology-linked data,

is proposed to explain the Doctor AI, a Recurrent Neural Network (RNN) multi-label classifier

that uses a patient’s clinical history to predict the next visit. The approach outlined in the article

implies generating a set of synthetic instances similar to the instance whose black-box decision

we need to explain, training an interpretable classifier on this neighbourhood, and then extracting

a rule-based explanation from it. This paper focused on the medical domain, but since the tech-

nique is agnostic, its potential applications span a variety of scenarios in which we can identify

sequences of events linked to ontology concepts. Future research by the author will examine other

types of synthetic neighbour generation for sequential data and assess the effect of the random

components of the synthetic neighbour generation procedure on the quality of explanations. The

author also claims that he could explain black-box regressors with a simple extension.

In this article, Zhang et al. [47], the Mean Degree of Metrics Change (MDMC) XAI evaluation

framework is established to compare and select XAI methods more suitable for the model. The

authors employ three prediction models in the experiment: ANN, representing neural network

models; LightGBM and Random Forest, representing ensemble models. SHAP and LIME were

utilized to explain the prediction models, which were afterwards evaluated and compared using

MDMC. The established XAI evaluation framework is predicated on a permissive assumption:

deleting or modifying the large contribution features in the dataset will significantly reduce the

accuracy of the model’s predictions. The MDMC can be calculated using the equation in Figure

2.1. The larger the result, the more likely the prediction model has substantially changed the

dataset, demonstrating XAI’s efficacy. After the experiment, the results indicate, according to the

MDMC, that LIME performs better in the ANN and random forest models, while SHAP performs

better in the LightGBM model.

This article van der Waa et al. [44] evaluates the effects of rule-based and example-based

contrastive explanations on system comprehension, persuasion, and task performance. This eval-

uation consisted of two experiments involving 45 participants. The experiments showed that both

methods enabled participants to correctly identify the situational factor that played a decisive role

in a system’s advice and increased the frequency with which they followed it. However, neither

method enabled participants to correctly predict the system’s advice in novel situations or im-

prove task performance, and the experiment demonstrates that more than one method is required

to improve a user’s understanding or task performance.
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In this article Sahoo et al. [36], to explain the black-box features of data-driven ML models

used to control power electronic converters, the author proposes an explainability framework that

begins by calculating the conditional entropy of any specific input that may have on the predicted

outcome, then extracts its average influence by returning conditional prediction weights, and fi-

nally removes the corrupt data in the training dataset by removing the outliers. In conclusion, the

author enumerates several advantages, such as reducing the dimensionality and size of the training

dataset by removing abnormal setpoints, increasing data quality, and the offline diagnosis platform

for the predicted values.

In this article [35], an LSTM-Autoencoder is proposed to detect anomalies in Volvo city buses.

Additionally, the algorithm AMRules is used, which employs the high reconstruction error values

obtained from the LSTM-Autoencoder to generate both global and local explanations. The global

explanation takes the form of a rule-set, while the local explanation identifies the specific rule that

triggered the anomaly for a given instance. This article additionally presents two distinct sampling

strategies, namely the ChebyUS and the ChebyOS, which aim to enhance the learning of rules

related to rare cases. We can conclude that the results show great success, clearly illustrating that

it is possible to identify and interpret anomalies in real time, providing compact explanations.

In the table 2.1, we illustrate, for each previous work about explainable machine learning

models analyzed in this dissertation, the XAI method, the target machine learning model, and the

year of the article.

Reference XAI Methods ML Methods Year
[41] PDP RF 2022
[5] SHAP RF, RNN 2019
[19] Domain Knowledge (Apriori) ANN, SVM, RF, Extra Trees, GB 2019
[43] LIME Bagged Tree Ensemble 2021
[42] SWRL Rules ANN 2022
[3] LIME ANN 2021
[30] Doctor XAI Doctor AI (RNN) 2020
[47] SHAP, LIME ANN, LGBM, RF 2021
[44] Rule-based explanations 2021
[36] Proposed Model ANN 2021
[35] AMRules LSTM-Autoencoder 2022

Table 2.2: Table with the previous XAI works reviewed in this dissertation

2.3 Summary

This chapter examined several maintenance strategies, with PdM being the most effective since it

avoids failures and only performs maintenance when necessary, thereby reducing costs. We also

analyzed several machine learning approaches and their performance in previous works, finding

that they can be used successfully in the design of PdM applications. In this chapter, we also ex-

amined the explainability of artificial intelligence, where models can be categorized as white, grey,
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or black box models based on their interpretability. We also discuss the scope of the explainabil-

ity, whether it is local, where we attempt to explain a single model decision, or global, where we

attempt to explain the entire model. We illustrate the distinctions between model-specific, model-

agnostic, intrinsic, and post-hoc. In addition, we present various XAI approaches, such as Lime

and SHAP, along with their respective performances in previous research. Our dissertation distin-

guishes itself from previous research by placing an important focus on enhancing the explainability

of the LSTM Autoencoder, used as an unsupervised anomaly detection method within the domain

of predictive maintenance, by employing and comparing two distinct explainability models, the

renowned SHAP and the AMRules, which represents a novel approach to explainability, described

in the article Ribeiro et al. [35].

In the following chapter, we conduct an exploratory analysis of our dataset, construct our

proposed model for predictive maintenance, and explore the model’s explainability.
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Chapter 3

Matherials and Methods

This chapter describes the methods and strategies utilized in our research. In the first section, we

introduce the datasets used in this research, namely MetroPT and NASA. In the Data Analysis

section, we discuss a series of issues related to the MetroPT dataset. In the section Anomalies

Methods, we introduce our LSTM Autoencoder by describing its architecture, training procedure,

and implementation in order to facilitate future replication. In addition, we describe the evaluation

procedure for our model, for which we offer two distinct approaches. Finally, we present the

two employed XAI techniques for knowledge extraction and explanation of our black box LSTM

Autoencoder’s predictions.

3.1 Data Description

3.1.1 MetroPT

This research uses the real-world dataset MetroPT, collected in 2022 in Porto, Portugal. This

dataset was compiled due to a Predictive Maintenance project with a metropolitan public trans-

portation system. The principal aim of this dataset is to facilitate the development and evaluation

of machine-learning techniques for anomaly identification and failure prediction. Each row repre-

sents a second of sensor activity that includes a variety of analog sensor signals, such as pressure,

temperature, and current consumption, as well as digital signals and GPS data (latitude, longitude,

and speed). In this study, we will only focus on the analog sensors.

The first version of the dataset is composed of 10979545 rows and has three failures, as we

can see in Table 3.1. The first failure was an air leak in a pipe that feeds multiple clients on the

systems, such as the breaks, suspension, etc. The second was an air leak on the air dryer caused

by a malfunction of the pneumatic pilot valve that opens the drain pipes when the compressor is

operating, and the third was an oil leak on the compressor that severely damaged the compressor’s

motor.

The second version of the MetroPT dataset comprises 7940116 rows and contains two failures,

as we can see in Table 3.2. The first is an air leak with a duration of approximately two hours, and

the second is an oil leak with a duration of approximately three days.

19
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Table 3.1: MetroPT V1 Failures

Nr. Start End Type
1 28/02/2022 21:53 01/03/2022 02:00 Air Leak
2 23/03/2022 14:54 23/03/2022 15:24 Air Leak
3 30/05/2022 12:00 02/06/2022 06:18 Oil Leak

Table 3.2: MetroPT V2 Failures

Nr. Start End Failure
1 2022-06-04 10:19:24.300 2022-06-04 14:22:39.188 Air Leak
2 2022-07-11 10:10:18.948 2022-07-14 10:22:08.046 Oil Leak

3.1.2 NASA Bearing

The NASA Bearing Dataset is a publicly accessible dataset used extensively for diagnostics and

predictive maintenance of rotating machinery. It was collected by the Prognostics Center of Excel-

lence at NASA Ames Research Center. The dataset contains sensor readings from four accelerom-

eters installed on the bearing housing of a NASA turbofan engine. The engine was subjected to

various operating conditions and faults to simulate real-world scenarios.

3.2 Data Analysis

In this section, we used Power BI as a visualization tool to display the analog sensor data acquired

by the MetroPT dataset. The primary objective was to gain insight into the system’s operation-

phase performance and behavior. Nonetheless, it is essential to acknowledge a limitation encoun-

tered during data analysis. We encountered challenges when attempting to process the data at a

granularity of seconds. Due to this constraint, we aggregated the data into daily intervals, display-

ing the key statistical metrics average, maximum, and minimum values for each day. Despite this

approach providing a comprehensive overview of the sensor readings, a finer granularity analysis

could have provided more information about the system’s dynamics during specific time intervals.

Figures 3.1 and 3.2 illustrate the sensors in the first version of the MetroPT dataset, where we

identify two failures. The first and most critical problem is the severe outliers that affect all sensors

simultaneously but are not considered failures by the dataset. A human eye can easily detect these

outliers. The second issue is with the DV_pressure sensor; before March 29, the average daily

maximum values fluctuated between 8.33 and 6.32. However, after this date, the average daily

maximum values dropped to an astonishingly low 0.70, a behaviour that we cannot explain. Since

autoencoders learn from normal data, it is important to mention these issues as they may penalise

the predictive model’s performance.

Upon analysis of the second iteration of the MetroPT dataset, we encountered different issues.

All sensors appeared to operate within the expected parameters. Although the dataset contains

outliers, as depicted in figures 3.3 and 3.4, it is noteworthy that the most pronounced outliers align

precisely with the documented failures within the dataset. This alignment is consistent with the
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Figure 3.1: MetroPT V1: TP2, TP3, Reservoirs, Oil

inherent nature of anomalies, underscoring the dataset’s veracity in capturing exceptional occur-

rences.

3.3 Anomalies Methods

We propose the model LSTM (Long Short-Term Memory) Autoencoder to detect anomalies. The

Autoencoders are trained on normal operating conditions and learn how to reconstruct the input

data in this normal pattern. Therefore, in a faulty case where the data deviates from the normal

pattern, the reconstruction error increases, indicating the presence of anomalies. Implementing the

LSTM cells in an Autoencoder architecture enables us to handle long-term dependencies in the

sequential data, which is essential for capturing temporal patterns. Since the LSTM autoencoder

is a self-supervised learning technique that focuses on normal data, it does not require a labelled

fault during training, which is a significant advantage for anomaly detection problems because we

do not need to represent in the dataset all possible anomalies that the model will need to detect.

3.3.1 Model Achitecture

Our proposed architecture for the LSTM Autoencoder, represented in the figure 3.5, begins with

an input layer containing eight neurons that receive a data sequence. The succeeding layers, L1

and L2, are LSTM layers containing six and four neurons, respectively. An intermediary layer,

L3, the repeat vector layer, prepares the data for the subsequent LSTM layers responsible for

the input sequence’s reconstruction. LSTM layers L4 and L5 comprise four and six neurons,
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Figure 3.2: MetroPT V1: H1, DV_Pressure, Flowmeter, Motor Current

Figure 3.3: MetroPT V2: TP2, TP3, Reservoirs, Oil
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Figure 3.4: MetroPT V2: H1, DV_Pressure, Flowmeter, Motor Current

respectively. The final layer forms a TimeDistributed Dense layer, orchestrating the generation

of the reconstructed sequence via a linear activation function. Notably, the LSTM layers L1, L2,

L4, and L5 adopt the hyperbolic tangent (tanh) activation function. A Batch Normalisation layer

is applied to these layers to normalise the activations and accelerate the training process. After

that, the dropout layer is applied to randomly deactivate a fraction of neurons with a rate of 0.2 to

prevent overfitting. Our LSTM Autoencoder architecture for the NASA dataset follows a similar

blueprint but has different neuron counts. It begins with an input layer containing four neurons,

followed by L1 with three neurons, L2, L3, and L4 with two neurons each, and L5 with three

neurons. The final layer remains consistent, with four neurons in the output layer.

3.3.2 Training

In this section, we start by discussing the training of our MetroPT model. The initial step consisted

of dividing the dataset into training and testing subsets. However, we needed more resources to use

the entire dataset. Therefore, experiments were conducted to determine the most suitable training

data required. Through our experiments, we discovered a curious pattern. Training the model

with data from an entire month yielded less accurate predictions than training it with a week.

At this stage in the development process, our access to the MetroPT dataset was restricted to

the first version, which exhibited some sensor inconsistencies. Consequently, these sensor issues

contribute to the difference between training with a month’s worth of data and just a week’s data.

To identify the seven-day training dataset from the first version of the MetroPT dataset, certain

factors highlighted in the data analysis section needed careful attention, which imposed a few
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Figure 3.5: Proposed LSTM Autoencoder Achitecture

constraints on this selection process. After March 29, the DV_Pressure sensor was excluded due

to its peculiar behaviour. In addition, March, which was characterized by the presence of scattered

outliers, was considered irregular and therefore disregarded for training selection. Accounting

to these factors, the focus narrowed down to January and February. However, it is important

to note that January 21 emerged as an outlier. Consequently, the specific date was disregarded.

Experiments were conducted to determine the best training week. However, none had significantly

improved performance, so we decided to use the first seven days of the dataset for training and

the following seven for testing. Identifying the seven-day training from the second version of the

MetroPT dataset was easier because we didn’t encounter the same issues as with the first version.

We only needed to avoid the first small outlier on May 2. The experiments to determine the optimal

seven days for training delivered the same result as the original, but none significantly improved

performance. Considering this, we used the seven days between May 3 and May 10 as training

data. During the training of our NASA model, we did not encounter the same constraints present in

the MetroPT dataset. Consequently, the entire dataset was available for the training process. The

machinery begins in optimal condition in this data set and deteriorates progressively over time.

To divide the dataset into training and testing subsets, 45 % of the data was allocated for training,

while the remaining 55 % was reserved for testing.

3.3.3 Implementation

This section will describe how the model’s training was conducted in detail. Initially, we imported

the datasets into a pandas data frame and designated the timestamp column as the index. Sub-

sequently, we divided the dataset into two sets: training and testing. In the case of the MetroPT

dataset, the columns corresponding to digital sensors and GPS were also excluded. Data scaling

was the next step after establishing the training and test data subsets. We utilised the MinMaxS-

caler from the Sklearn library to conduct the normalisation. The Keras library was used to con-

struct the LSTM autoencoder architecture described in the model architecture section. To compile
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the model, we used the Adam Optimizer with a learning rate of 0.1 % and the mean absolute error

(MAE) as the loss function. For training the MetroPT model, we used 25 epochs and a batch size

of 300, corresponding to 5 minutes of sensor data, whereas for the NASA model, we used 100

epochs and a batch size of 10. The LSTM autoencoder exclusively reconstructs the initial input

data, necessitating the computation of the reconstruction error. We utilise the Numpy library to

calculate the mean absolute error between the autoencoder’s predicted values and the actual data.

When the deviation between predicted and actual values exceeds the predetermined threshold, we

can interpret it as an anomaly identified by the model.

3.3.4 Evaluation

For evaluating the MetroPT model’s performance, we employed two distinct approaches. The first

approach entails an isolated evaluation of each second, so the metrics are computed based on the

model’s predictions for each instance. The second approach, recommended by the creator of the

dataset in Veloso et al. [45], focuses on evaluating the alignment between predictions and actual

data through an overlap analysis. This approach takes failures into account rather than second-by-

second performance.

To evaluate our model for predicting anomalies, we relied on a selection of important perfor-

mance metrics. These metrics are essential for quantifying the model’s capacity to capture under-

lying patterns accurately, detect anomalies, and provide a comprehensive view of its efficacy. The

primary metric we considered is precision, defined by the formula:

Precision = T P/(T P+FP) (3.1)

Which measures the proportion of correctly predicted anomalies (true positives) relative to all

predicted anomalies. A higher precision value indicates a lower rate of false positives, reflecting

that the model can detect anomalies without triggering unnecessary alarms. Additionally, we

incorporated the recall metric, defined by the formula:

Recall = T P/(T P+FN) (3.2)

Which indicates the model’s ability to identify a greater proportion of actual anomalies. A greater

recall value demonstrates the model’s efficacy in detecting anomalies. The F1-score, our third

metric defined by the formula:

F1Score = ((Precision∗Recall)/(Precision+Recall))∗2 (3.3)

Balances precision and recall by calculating the harmonic mean of these two metrics. The F1 score

provides a consolidated metric that summarises their interaction.

Due to the need for more information about the precise onset of equipment failure within

the NASA dataset, it is not possible to evaluate the performance of the NASA model using the

previously mentioned metrics.
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3.3.5 Model Explainability

In this section, we talk about the explainability of the LSTM autoencoder, where our objective is to

gain insights into the learned features and identify which aspects of the input data contribute most

to the reconstruction process. Understanding these features can aid in better understanding fault

characteristics and assist domain experts in diagnosing machinery faults. To obtain these insights,

we employed the SHAP explainability model and AMRules.

In the training process of our SHAP explainability model, we opted to use the Kernel Ex-

plainer provided by the SHAP library. This model needs to explore and evaluate many possible

feature interactions. Each feature’s contribution to predictions must be computed for all possible

permutations, which can result in a substantial computational workload. However, it is essential

to note that our model training resources are limited. Consequently, we were only able to utilise

part of the dataset. Therefore, we were forced to work with a subset of 2400 data instances,the

equivalent of 40 minutes of sensor activity, to accommodate these constraints. This strategy per-

mitted us to continue the training process despite our limited resources. To create the AMRules

explainability model, we utilised the AMRules class provided by the River framework. During the

training phase, we employed the ChebyshevOverSampler class from the same library, a method

that involves oversampling, to enhance the model’s capacity for capturing extreme instances.

3.4 Summary

In this chapter, we presented the fundamental aspects of our research. We began by introducing

the datasets utilised for this dissertation, mainly the MetroPT dataset. Subsequently, we conducted

a comprehensive data analysis of the MetroPT dataset, uncovering inherent issues that could affect

the performance of our model.

Much of this chapter was devoted to introducing our proposed LSTM model. We illustrated its

architecture, discussed the training procedure, and underlined a few of the inherent limitations of

this training procedure. In addition, we looked into the technical implementation of our proposed

model.

We then discussed the evaluation strategies and metrics to assess the model’s capabilities.

These strategies enable us to evaluate the model’s efficacy, providing valuable insight into its

predictive ability.

Finally, we covered the model’s interpretability, employing the SHAP and AMRules method-

ologies to make the model’s decision-making process more transparent. Our goal was to decipher

the complex underpinnings of our LSTM model, comprehend the fault characteristics, and aid

subject-matter specialists in identifying mechanical problems.



Chapter 4

Results and Discussion

This chapter presents an analysis of the research findings. It exhibits the outcomes achieved

through the use of our proposed LSTM Autoencoder on the MetroPT and NASA datasets in order

to address our research questions:

1. Is it possible to detect anomalies using an unsupervised method?

2. Can the predictions of a black box model be explained?

This chapter will address distinct sections for each of our research questions. Each section

will end with a dedicated subsection to discuss our findings to respond to the question.

4.1 Is it possible to detect anomalies using an unsupervised method
?

In order to address our initial research inquiry regarding the feasibility of detecting anomalies us-

ing an unsupervised method, we will present the results of our LSTM Autoencoder in this section.

We start by examining the model’s training process. Subsequently, we assess the reconstruction

error, which provides insights into the model’s ability to replicate the input data faithfully. Fol-

lowing this, we employ the performance measures discussed in the previous section to assess

the efficacy of utilising reconstruction error to detect anomalies. Ultimately, we discuss how the

obtained results address the research question.

4.1.1 Model training

First, we analyse the training performance of our LSTM Autoencoder by plotting the model’s

training loss curve throughout epochs. The graph’s horizontal axis represents the number of train-

ing epochs, while the vertical axis corresponds to the loss function’s magnitude, the mean absolute

27



28 Results and Discussion

Figure 4.1: Loss function MetroPT v1

error. As shown in Figures 4.1 and 4.2, in the initial phases, the loss decreases rapidly in both fig-

ures, indicating that the models are effectively adapting to the training dataset, meaning that the

model is effectively decreasing the discrepancy between its predictions and the actual target val-

ues. After the third epoch, the training loss curve exhibits a smoother decline, forming an almost

straight trajectory, which suggests stabilising the model’s learning process, where it achieves a

certain level of data pattern comprehension. In figure 4.1, the validation loss curve consistently

remains below the training loss curve, a positive sign indicating that the model can generalise ef-

fectively to unseen data. Figure 4.2 illustrates a similar trend in which the validation loss curve

generally resides below the training loss curve. However, it is important to note that the valida-

tion loss curve exhibits minor fluctuations in later epochs. These fluctuations are indicators of the

model’s ongoing learning as it adapts to the data’s complexities.

In the training of the LSTM autoencoder for the NASA dataset, as shown in figure 4.3, the

loss function decreases rapidly in the first twenty epochs, indicating that the models are effec-

tively adapting to the training dataset. After the 20th epoch, the loss function decreases gradually,

indicating that the model’s learning process has stabilised around the 0.10 mae error. The valida-

tion loss curve consistently remains below the training loss curve, indicating that the model can

generalise effectively to new data.

4.1.2 Reconstruction error

To assess the reconstruction error of the models, we provide a visual representation of their predic-

tive precision throughout the observation period. These graphs illustrate the mean absolute error

on the y-axis, highlighting the difference between predicted values and actual data points. The

x-axis represents timestamps and provides a temporal context for the model’s efficacy over time.

Figure 4.4, presents the model’s reconstruction error based on the initial version of the dataset,
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Figure 4.2: Loss function MetroPT v2

Figure 4.3: Loss function MetroPT v2



30 Results and Discussion

Figure 4.4: Reconstruction Error MetroPTV1 with outliers

retaining the presence of anomalies as discussed in the section on Data Analysis. A closer exam-

ination of the plot reveals that the model can identify these anomalies, as evidenced by the MAE

value of 4. Despite this capability, a problem arises in that the identified outliers are not the anoma-

lies recognised by the dataset. Moving on to Figure 4.5, we examine the model’s reconstruction

error within the dataset’s same version but without outliers. This modification reveals a more dis-

tinct representation of the MAE fluctuations across the temporal dimension. Despite this level of

detail, the anomalies defined by the dataset remain difficult to detect. Figure 4.6, which illustrates

the reconstruction error of the model using the second version of the dataset, reveals the model’s

proficiency in detecting anomalies. Notably, the two anomalies identified by the dataset are clearly

reflected in the reconstruction error plot, where the MAE error reaches a value of 60. Figure 4.7,

which displays the NASA model’s reconstruction error, clearly illustrates how the MAE increases

over time. The MAE begins at approximately 0 and then gradually increases over time. In its later

phases, it accelerates significantly, eventually exceeding a significant error value of 30. This trend

is consistent with the nature of the NASA dataset, in which machinery progressively deteriorates

over time.

4.1.3 Evaluation Metrics

In the first version of the MetroPT dataset utilising the first approach, our model demonstrates an

approximate precision value of 0.467. This indicates that a significant portion of the anomalies

detected by the model are incorrect predictions, resulting in a higher rate of false positives. The

recall score of 0.023 indicates that the model is ineffective in identifying true anomalies, which

reveals that it is unsuccessful at identifying actual machine faults. The F1-score is approximately

0.043, and his low score confirms the model’s poor performance in detecting anomalies, producing
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Figure 4.5: Reconstruction Error MetroPTV1 without outliers

Figure 4.6: Reconstruction Error MetroPTV2
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Figure 4.7: Loss function MetroPT v2

many false positives and negatives. F1 Score, which combines precision and recall, indicates that

the model is ineffective at detecting anomalies. When employing the second approach, the model

presents a precision score of approximately 0.015, while its recall increases to around 0.333, re-

sulting in an F1 score of approximately 0.029. This second approach reinforces the ineffectiveness

of the model to detect anomalies.

In evaluating the model trained on the second version of the MetroPT dataset using the first

approach, our model demonstrates an approximate precision value of 0.8889. This demonstrates a

great ability to reduce false positive predictions, with most errors occurring in the two-hour win-

dow preceding and following anomalies. Regarding recall, our model receives a flawless score

of 1, demonstrating its remarkable efficiency in identifying all anomalies within the dataset. In

addition, the f1-score achieves an exceptional value of 0.941, demonstrating the model’s amazing

overall performance in anomaly detection. However, in the context of the second approach, which

is the one recommended by the dataset, our LSTM Autoencoder excels, receiving a flawless score

of 1 across all performance metrics. This extraordinary result can be attributed to the model’s abil-

ity to predict anomalies two hours in advance and continue illustrating them two hours after their

occurrence. In contrast to the first approach, which may classify these predictions as false posi-

tives, the second approach recognises them as true positives, highlighting the model’s proficiency

in anomaly detection.

4.1.4 Discussion

This section examined the results of our LSTM Autoencoders’ anomaly detection capabilities.

The initial model, trained on the first version of the dataset, failed at detecting the anomalies de-

spite successfully identifying the outliers discussed in the Data Analysis section. This is evident
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from the reconstruction error performed without outliers, which failed to highlight anomalies de-

fined by the dataset. Consequently, the evaluation metrics reflect the model’s poor performance,

yielding unsatisfactory results. The negative results reported could be related to data consistency

issues in the dataset. In contrast, our third model, developed for the NASA dataset, reveals a clear

machinery deterioration pattern over time, corresponding to the dataset’s overall trend. Although

the reconstruction error suggests promising potential for anomaly detection, the absence of pre-

cise timestamps for the failure events presents a significant obstacle to determining the model’s

efficacy.

The second LSTM autoencoder, trained using the second version of the MetroPT dataset,

stands out with exceptional performance in anomaly detection. This is confirmed by the evaluation

metrics, where it attains a perfect score of 1 across all metrics in the second approach. Notably,

the model correctly identifies every anomaly in the dataset and predicts anomalies with a lead

time of two hours. This flawless performance reaffirms the effectiveness of LSTM Autoencoders

as a strategy for predictive maintenance. Based on these results, we can determine that LSTM

Autoencoders are an effective strategy for predictive maintenance. Nonetheless, it is essential to

emphasise the need for a high-quality dataset.

Based on these findings, we can confidently assert that employing an unsupervised method,

such as an LSTM Autoencoder, makes it possible to detect anomalies effectively, offering an

exciting opportunity for predictive maintenance applications.

4.2 Can the predictions of a black box model be explained ?

In order to address our second research question regarding the feasibility of explaining the pre-

dictions of a Black Box model, such as an LSTM Autoencoder, we will examine the outcomes

of the SHAP model in explaining anomalies in the second version of the MetroPT and NASA

datasets. Notably, the first version of the MetroPT dataset was excluded from our analysis due to

our model’s inability to detect anomalies within it, making it unsuitable for anomaly explanation.

Subsequently, we present the results produced by the AMRules model, focusing on the explana-

tion of anomalies within the second version of the MetroPT and the NASA datasets. Ultimately,

we conclude by discussing the different results attained by each model and how these results help

us address the research question.

4.2.1 SHAP

To further develop our understanding of our model’s predictions, we will employ the SHAP sum-

mary plot to comprehend the influence of individual features on the model’s output. In this plot,

the vertical axis presents the input features, arranged in descending order of importance, with the

most impactful ones at the top. Meanwhile, the horizontal axis represents the average absolute

SHAP values assigned to each feature, where dots positioned towards the right indicate a greater

impact on the model’s predictions. The colour of the dots provides additional information, where

blue dots represent low feature values and red dots indicate high feature values. Each summary
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Figure 4.8: SHAP values before the first anomaly

plot will consist of sixty data points, each corresponding to a one-minute time interval recorded

by the equipment’s sensors in the MetroPT dataset and ten hours in the NASA dataset.

4.2.1.1 First Anomaly from MetroPT 2

To investigate the first anomaly, we will use three graphics. The first graphic, 4.8, displays one

minute of sensor data captured thirty minutes before the model detects the anomaly. The second

graphic, 4.9, illustrates one minute of data collected during the anomaly occurrence. The third and

final graphic, 4.10, illustrates one minute of sensor data collected thirty minutes after the model

stopped detecting the anomaly.

This SHAP analysis reveals a distinct pattern. Before and after the anomaly occurrence, indi-

vidual features’ influence on prediction errors is notably reduced, with none exceeding a SHAP

value of 0.5. This suggests that during these time intervals, the model’s forecasts are relatively

stable and not significantly influenced by any one factor. Nonetheless, a significant change oc-

curs during the anomaly period, where all the features’ average absolute SHAP values increase

significantly, with some reaching close to 500. Additionally, the feature DV_pressure, identified

as the most influential feature during this anomaly minute based on SHAP analysis, serves as an

example. Before the anomaly, as shown by the majority of blue dots in graphic 4.8, this feature

exhibited low values. Nevertheless, as the anomaly develops, the feature DV_pressure experi-

ences a significant increase in values. Even after the anomaly period has ended, its values remain

significantly elevated, although their influence on the error diminishes compared to the maximal

influence observed during the anomaly.
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Figure 4.9: SHAP values during the first anomaly

Figure 4.10: SHAP values after the first anomaly
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Figure 4.11: SHAP values before the second anomaly

4.2.1.2 Second Anomaly from MetroPT 2

In order to investigate the second anomaly, we will analyse three graphics. The first graph, 4.11,

shows one minute of sensor data captured thirty minutes before the model detected the anomaly.

The second graphic, 4.12, represents one minute of data collected during the anomaly’s occur-

rence. The third and final graphic 4.13, represents one minute of sensor data recorded thirty

minutes after the model finished detecting the anomaly.

This SHAP analysis observes a pattern similar to the first anomaly. The consistently limited

influence of individual features on prediction errors suggests that during these time intervals, the

model’s predictions are relatively stable and not significantly influenced by any feature. However,

a change becomes apparent during the anomaly period. During this period, all features’ average

absolute SHAP values increased significantly, with some values approaching 300. Surprisingly,

the most influential feature during this particular anomaly minute is H1, considered the least sig-

nificant feature before the anomaly. The graphic 4.12 also highlights the importance of low H1

values in determining the model’s predictions during the anomaly. Similar patterns are observed in

features TP3 and reservoirs, where higher feature values receive a SHAP value of approximately

0. In contrast, lower feature values have a greater impact on the predictions. In addition, it is inter-

esting to note that both the motor current and flowmeter exhibited low values before the anomaly.

However, we observe a rise in their values as the anomaly develops. Despite this increase, the

SHAP analysis ranks these features lower in terms of their importance during the anomaly.
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Figure 4.12: SHAP values during the second anomaly

Figure 4.13: SHAP values after the second anomaly



38 Results and Discussion

Figure 4.14: SHAP values NASA prestine bearings

4.2.1.3 NASA dataset

We employ two distinct figures to investigate the interpretability of the LSTM autoencoder applied

to the NASA dataset. The first, 4.14, represents a 10-hour period when the bearing sensors are

in their pristine state, whereas the second, 4.15, illustrates a 10-hour period when the bearing

sensors are in their degraded state. In this SHAP analysis, when the bearing sensors are in pristine

condition, bearing 1 emerges as the most influential feature. Notably, the dots on the graph share

that its influence varies, with a higher value having less influence and a lower value having the most

influence. In addition, during the hours the bearing sensors are significantly degraded, bearing 4

emerges as the most significant feature and has the dot with the highest SHAP value. Notably, all

three features, bearing 4, 3, and 2, exhibit their greatest impact when their values are at the lower

end of the range.

4.2.2 AMRules

In this section, we utilise the capabilities of AMRules to enhance our understanding of the model’s

operating patterns through rule-based explanations. It is essential to mention that this particular ex-

plainability model was only used to explain anomalies. Therefore, we will not provide rule-based

explanations for the sensors’ normal state. The algorithm operates on a one-second dimension,

classifying it with a rule-based explanation learned during the AMRules model’s training. In or-

der to facilitate meaningful comparisons during our discussion, we intend to explain the same

minute anomaly analysed in the SHAP analysis by examining the rule for each second.
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Figure 4.15: SHAP values NASA degraded bearings

4.2.2.1 First Anomaly from MetroPT 2

AMRules employed three rules to explain the one-minute interval within the first anomaly. In the

first 26 seconds, the algorithm assigned the first rule, defined by the conditions:

T P3 ≤ 8.9000 and Flowmeter ≤ 19.9000 (4.1)

The figures 4.16 and 4.17 display the sensor signals of the features TP3 and Flowmeter, spanning

from one day prior to the occurrence of the anomaly to one day after. It is visible that the TP3

values exhibit a decreasing trend during the anomaly, which explains the first condition of the

rule. However, the second condition refers to the flowmeter being less than or equal to 19.9.

This condition may give the illusion that the feature is decreasing, whereas an examination of the

graphic reveals that it increases during the anomaly. This is because AMRules does not explain

the anomaly but focuses on the reconstruction error. Therefore, this condition clarifies why the

reconstruction error does not reach higher levels. During this time interval, the reconstruction

error has been calculated to be around 36, and it was seen in the previous section that the error

could go up to 60.

The model presents a second rule, between the 26th and 38th seconds, with the conditions:

Flowmeter ≤ 19.2000 and Motor_current > 0.0000 (4.2)

The first condition of this rule, relating to the Flowmeter feature, is extremely similar to a previ-

ously examined rule. The second condition, regarding the motor current being greater than zero,

is relevant because in the previous second, the value was approximately -0.00245, whereas in the

second 26 it increases to 4.815. The AMRule assigns greater weight to this condition than the

previous condition regarding TP3, even though their values are approximately the same.
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Figure 4.16: TP3 in anomaly 1

The third and final rule, between the 38th second and the end of the minute, is defined by the

conditions:

Flowmeter > 30.9000 and Flowmeter ≤ 31.3000 (4.3)

This rule explains that the flowmeter increased to approximately 31, a significant increase com-

pared to the previous seconds. Additionally, we can observe that the flowmeter is mentioned in all

the presented rules, demonstrating this feature’s importance in this anomaly.

4.2.2.2 Second Anomaly from MetroPT 2

AMRules utilised two rules to explain the one-minute interval within the second anomaly. The

model allocated the rule for the first 4 seconds, defined by:

Oil_temperature > 68.4000 (4.4)

The graphic 4.18, which depicts the sensor signal of the oil temperature from one day prior to

the anomaly to one day after, demonstrates that the oil temperature increased during the anomaly.

Because an oil leak caused the anomaly, the rule-based explanation must underline the relevance

of the particular feature. Between the second 4 and the end of the minute, the rule designated by

the model is:

Flowmeter ≤ 26.3000 (4.5)
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Figure 4.17: Flowmeter in anomaly 1

The graphic 4.19, which represents the sensor signal of the flowmeter from one day prior to the

occurrence of the anomaly to one day after, clearly shows an abrupt and notable signal increase,

exceeding the high value of 30. Notably, despite this obvious increase, the rule emphasises the

importance of the value being below 26.3. We observed a similar behaviour in the first anomaly,

in which the rule might give the illusion that the feature is decreasing, revealing its propensity to

explain the reconstruction error rather than identifying the anomaly itself.

4.2.2.3 NASA dataset

The initial plan for explaining the predictions of anomaly detection within the NASA dataset

was to utilise the 10-hour timeframe previously examined in our SHAP analysis. However, we

encountered a problem when attempting to generate explanations using the AMRules model, as it

failed to produce any rules. Therefore, we utilise the complete set of test data in order to generate

explanations. However, the AMRules algorithm only produced a single rule, with the condition:

Bearing1 > 0.1 (4.6)

Given the progressive increase in all signals over time, this specific rule explains the reconstruction

error. However, this rule, while effective, is generic. Specifically, when we consider the Bearing 1

feature, it attains significantly higher values. Additional rules could have been developed to justify

the elevated reconstruction error values comprehensively.



42 Results and Discussion

Figure 4.18: Oil Temperature in anomaly 2

Figure 4.19: Flowmeter in anomaly 2
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4.2.3 Discussion

In this section, we analysed the explanations provided by two prominent explainability machine

learning models: SHAP and AMRules. Our investigation began with an examination of the SHAP

model’s generated insights. This model provides a distinctive perspective, enabling us to evaluate

the impact of individual features by ranking feature importance in addition to the average absolute

SHAP value metric. The SHAP model’s graphical representation demonstrates the degree to which

each feature influences a single prediction, with the color of each data point indicating whether

high or low feature values exert this influence. However, it is essential to note that when working

with complex datasets such as MetroPT, where all features carry a great deal of weight, it is

difficult to pinpoint the precise causes of anomalies, which is a limitation of the SHAP model.

In contrast, the AMRules model employs a different approach by offering rule-based expla-

nations that are easily interpretable. While these rules excel at finding potential anomaly causes,

we have identified a limitation. In particular, the rules emphasise the reconstruction error rather

than explaining the underlying cause of the anomaly. Consequently, they may not explain what the

cause of the anomaly is but rather why the reconstruction error is not even higher, which can some-

times mislead the audience. In addition, the AMRules model can also be employed as a global

explanation technique, providing valuable insights into the features’ importance by observing the

rules that target higher reconstruction errors.

Both models have different advantages, but their applicability depends on the explanation’s

audience. If the audience has strong analytic capabilities, the SHAP model can provide more

valuable information about model behaviour and the impact of individual features on a specific

instance. A straightforward rule-based explanation, such as that provided by AMRules, is more

valuable for audiences less versed in data analysis due to its simplicity of comprehension.

Based on these findings, our research demonstrates that it is possible to provide explanations

for the predictions of a black box model, in this case, an LSTM Autoencoder, without compromis-

ing model performance, which was the primary objective of this investigation.

4.3 Limitations

In this study, we have a few limitations. Our main limitation was insufficient processing power, as

we needed more computational capacity for training the SHAP model. This limitation significantly

affects the quality and comprehensiveness of the explanations for the anomalies. One further

limitation is related to the insufficiency of domain knowledge to evaluate the level to which the

provided explanations effectively explained the anomaly.
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Chapter 5

Conclusions and Future Work

This concluding chapter highlights the main conclusion derived from our research findings and

offers potential directions for future research work.

In conclusion, this dissertation demonstrates successful work in exploring the capabilities of

LSTM autoencoders in the context of predictive maintenance. The obtained findings provide ro-

bust evidence for the viability of developing an efficient predictive maintenance tool utilising this

specific architecture. Another significant finding from our study highlights the importance of data

quality for successfully implementing LSTM autoencoders in predictive maintenance. Further-

more, our study highlights the importance of including interpretability techniques such as SHAP

and AMRules in development. These techniques provide informative explanations for the predic-

tions made by black box models while maintaining their effectiveness. This represents significant

progress toward improving the accessibility and comprehensibility of complex models for a broad

spectrum of individuals. Thus, this dissertation makes a valuable contribution to the expanding

field of research on predictive maintenance and the efficient utilisation of deep learning models in

practical contexts.

While significant progress has been made in understanding and implementing predictive main-

tenance models emphasising explainability, future research should investigate the explainability of

other complex black box models, such as genetic algorithms and deep reinforcement learning mod-

els. Other possible future works can investigate new explanation methods and assess the precision

of the explanations concerning domain knowledge.
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